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Abstract

In existing publications about Radio Frequency Identification (RFID) it is often mentioned that
RFID is not a new technology. However, it was only recently that a broad diffusion of this
technology became possible. This is because some important prerequisites for a broader
adoption have been realized, most importantly recent standardization efforts leading to the
ability to use RFID and the Electronic Product Code (EPC) in more sophisticated scenarios.
Today, RFID is in the transition phase. Many companies are testing RFID but are hesitant to
spend much money until the technology becomes more mature, remaining issues are solved
and the general direction of the adoption throughout their industry becomes clearer. The
need for agreed global standards is a very important requirement in this context.

In this phase of the diffusion of a technology it is a common observation that researchers try
to drive the diffusion by declaring the technology to be indispensable. In most cases this
approach is not successful and this also seems to apply on RFID. Thus, instead of trying to
push the technology, this paper concentrates on giving practical advice for organizations that
already have decided to adopt RFID and Electronic Product Codes. This is done on the one
hand, by providing practical guidelines about what project managers in an RFID/EPC
adoption project have to consider in general, and on the other hand, by analyzing how RFID
and EPC can be integrated into common business processes like goods replenishment,
order completeness checks in goods-in or inventory control. In this context the relationships
between Electronic Data Interchange (EDI) and the Electronic Product Code are also
highlighted.

Keywords:
RFID, Electronic Product Code, Change Management, Systems Integration, Standardization,
Electronic Data Interchange, E-Business
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1 Introduction

1.1 Motivation

A lot of research has already been done on RFID and EPC. However some problems and
issues remain to be solved and require detailed research. One requisition that has been
identified in existing literature is the “(...) requisition of reference-models and methods
serving as an orientation for practitioners for the procedure in projects.” In [NIEDERMAN ET
AL. (2007)] there is also a call for further research on the possibilities of assisting particular IT
leaders in RFID adoption projects.’These calls for further work, and other issues, will be
addressed in this paper.

The main topic of this paper is the integration of serial-level data into existing business
information systems. There are already a lot of case studies detailing specific industry
sectors and describing various pilots. Many papers also describe challenges and
implementation issues that had to be solved in specific projects. However, what seems to be
missing is a structured general overview about the most common issues and especially the
integration of serial-level data into existing business information systems seems to be only
partly addressed. This paper will fill some of the remaining gaps by describing general
integration questions as well as by giving concrete examples.

1.2 Objectives / Document Structure

An overall aim of this paper is to assist in the adoption of RFID and EPC and to reduce the
uncertainty in RFID and EPC introduction projects. This may also help to increase the
diffusion of the RFID technology and the EPC standards, which will finally lead to network
effects and a broad adoption.®

A main target of this paper is to enable decision makers to identify important issues that arise
in an EPC/RFID implementation. In this respect, chapter 3 will serve as a kind of manual for
the EPC/RFID adoption and implementation process. This major aim can be split up into
more specific objectives.

In more detail these objectives are:

To categorize the different kinds of RFID adoption projects. This will help in
understanding the general field of application of RFID and EPC.

To structure the adoption process by introducing a procedure model. This is a
prerequisite to be able to explain for which phases of the adoption process the guidelines
mentioned below apply.

To provide guidelines for project managers who are involved in an EPC/RFID adoption
project. This will help project managers in conducting a structured and complete analysis.

The aim of this document is not to find ways to increase business value by item-level
tracking. There are already many guidelines focusing on aspects of RFID that drive business
value.* Instead, this paper will provide guidelines at the point of the adoption process where
the added business value and the affected processes have already been recognized, but
where the approach for the implementation process is not entirely clear. Examples for what

! Thiesse, Gross (2006), p. 186.

2 Cp. Niederman et al. (2007), p. 101.

% For a description of how the diffusion of RFID enables network effects cp. Strassner (2005), p. 122.
4 A small number of these guidelines is listed in Gampl et al. (2007), p. 30.
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remains to be addressed are technical requirements, organizational requirements and a lot of
planning and coordination tasks.

A second target of this document is to research on the relationship between item-level
tagging and Electronic Data Interchange (EDI). This general aim can again be divided into
more specific objectives:

In detail the objectives in this context are:

To compare the diffusion process for EDI and EPC/RFID.

To compare the concrete adoption process for EDI with the adoption process for
EPC/RFID and to determine, if an understanding of the adoption process of EDI can be
helpful when adopting EPC/RFID. In other words it will be determined what can be
learned from EDI adoption projects.

To investigate the relationship between item-level data usage and Electronic Data
Interchange.

There is a lot of literature about EPC and RFID and a lot of initiatives are currently trying to
address further issues however the issues above seem to be only partly addressed. Thus, it
is the aim of chapter 4 of this document to show some of the remaining gaps.

Last but not least, a major aim of this paper is also, to research on the integration of item-
level data into business information systems. Of course, this can not be done for all possible
application scenarios. Instead, the aim is to give an impression of the questions arising in this
context and to show how integration tools can help to simplify the adoption process. This will
be the content of chapter 5. Finally, in chapter 6 conclusions will be drawn and an outlook will
be presented.
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2  Background

2.1 The RFID technology

Most papers dealing with RFID contain a description of the technology. Thus in this section
only a brief overview will be given, together with references to papers that go into more detail
on certain aspects. For example, a detailed description of the way RFID tags work, is given
in [ASIF, MANDVIWALLA (2005), Pp. 395 — 402]. A description of the differences between high
frequency (HF) and ultra-high frequency (UHF) tags can be found in [PHILIPS
SEMICONDUCTORS, TAGSYS, TEXAS INSTRUMENTS INC. (2004), PP. 10 — 16]. Furthermore, to
get an overview about the existing solutions and devices it might be helpful to have a look at
the products offered by the main suppliers.

As one of the aims of this document is to give practical advice to project managers, some
aspects that are important for technology decisions will be highlighted in this section.
Although the new potential enabled by the increasing development of the RFID technology is
remarkable, there are still technological problems which have to be solved before the RFID
technology can be adopted in some real world scenarios.

Some problems often mentioned in literature are:

Issues in regard to internationally differing radio-frequency spectrums and the
overlapping of some RFID frequencies with frequencies of other technologies (like
wireless LAN)® although these have now largely been resolved.

Interference with conductive substances (like metal and liquid substances)®

Security and safety issues when active tags are used (although solutions are on the
way)’

Privacy issues®

High tag costs (although tag costs are expected to decrease over time)®

Remaining standardization problems and competing standards'® although these have
now been resolved for UHF passive tags.

In summary, high tag costs and lack of standards have, in the past restricted RFID tagging to
internal, proprietary applications involving high value products, or reusable units such as
plastic trays. With falling tag costs and the availability of industry accepted open standards,
at least for passive UHF, this is changing and companies, such as Metro, are leading the
way towards the mass adoption of RFID across European supply chains. In the US Wal-Mart
and other retailers are mandating a large number of their suppliers to use RFID on pallet
level'! or the US department of defense requiring the same from their suppliers.*? There are
also a large number of smaller initiatives and many large companies are surveying the
technology.

The situation is different for active tags and for HF tags where open standards are typically
not available. However EPCglobal is developing open standards in these areas and when, or
if, if these become adopted as broadly as today’s open UHF standards then the situation
could change in the future.

5 Cp. Shutzberg (2004), p. 22 and VDEB, AIM (2006), pp. 4 f.

© Cp. Philips Semiconductors, TAGSYS, Texas Instruments Inc. (2004), pp. 11 f..
’ Cp. Asif, Mandviwalla (2005), p. 409.

8 cp. Philips Semiconductors, TAGSYS, Texas Instruments Inc. (2004), p. 17.

® Cp. Shutzberg (2004), p. 21.

10 cp. Gerst, Bunduchi (2005), p. 83.

™ E.g. refer to Wal-Mart Stores, SAM'S CLUB (unknown date).

12 Cp. Roberti (2004).
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2.2 RFID in comparison to barcode

Barcodes and RFID tags have in common, that both can be used to automate product
identification.

In principle, RFID tags can be used not only for product identification but also for more
sophisticated purposes. Some RFID tags contain a memory chip and thus can store data or
even program logic on the tag. In this case the item to which the tag is associated really
becomes a “smart item”. However, as will be described in more detail in section 2.3, the main
focus of this document does not lie on scenarios where data is stored on the tag, but on
scenarios where the tag is only used to store and emit a product identification number. The
Electronic Product Code (EPC) specified by EPCglobal is an example for such an
identification number; EPC has the significant advantage of being unique across all
industries and geographies. In the scope of this document the Electronic Product Code is
used as a synonym for product identification numbers. The identification number can be used
as a reference to data associated with the product, which is stored in a database instead of
the tag. If the aim is to simply store a product identification number, a barcode can be used
as well as an RFID tag.

Nevertheless, there is another difference between barcodes and RFID. While barcodes can
only be scanned if there is a line of sight between the scanner and the code, the scanning
process of RFID tags does not require a line of sight. In addition a large number of RFID tags
can be scanned simultaneously. This in principal enables new ways of identification, because
a lot of items can be scanned at once without a need to deal with the adjustment of the items
and without needing to pass the products directly in front of the scanner.

Comparing barcodes and RFID tags is difficult, because there are in fact many different
types of RFID tags with different designs and characteristics. Furthermore, the
characteristics of tags varies widely. For example, active tags (tags with an own power
supply) enable the storage of much more data than barcodes can contain. On the other
hand, they require a battery and are thus, much more expensive than barcodes. In contrast,
passive tags do not require their own power supply, but as a consequence they can not store
significantly more data than barcodes. Passive tags are today more expensive than
barcodes, but there is hope that the prices of passive RFID tags and barcodes will converge
in future. Major differences also arise from the use of different frequencies. While high
frequency (HF) tags usually can only be read from a short distance, and thus do not differ
largely from barcodes in respect to the read range, ultra high frequency (UHF) tags enable
significantly larger read ranges.
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Keeping these limitations in mind, Table 1 provides a comparison of barcode labels and

RFID tags:*®

Barcode Labels

RFID Tags

Pro Barcode
(contra RFID):

Inexpensive (but not
reusable)

Costly (though potentially
reusable)

Reliable to read

Not always reliable to read

Work with virtually all
products

Work with most products but have
trouble with some (such as those
containing metals and liquids)

Can be printed before
production or printed directly
on items

Must be programmed, applied,
and verified individually, and data
synchronization is usually
required

Must be read one at a time
and line of sight is required

Many tags can be read
simultaneously and no line of

sight is required

Pro RFID

(contra Barcode): Written once with limited

data

Can potentially be written multiple
times, have higher capacity, and
can be combined with sensors

Have a limited read range Can have a longer read range

Table 1: Comparison or barcodes and RFID tags™

As mentioned above, RFID tags can provide enhanced storage capacities in comparison to
barcodes. However barcodes can be used to store EPC codes either through the well
established GS1 128 bar codes or the more recent bar codes such as 2-D matrix.. However,
in the scope of this document it is in general assumed, that if Electronic Product Codes are
introduced within a company, they are stored on RFID tags. Thus, the remainder of this
document will refer to EPC and RFID as a coherent technology. Nevertheless, it is important
to keep in mind, that EPC and RFID are two different things. While an RFID tag can be used
as a carrier for information (with additional capabilities), the Electronic Product Code is a
data standard that describes a special piece of information.

Today, the barcode technology is very widespread and a barcode can be found on nearly
every product. In contrast, RFID is an emerging technology that might replace barcodes in
some areas in the future. Still it is a very long way until RFID tags might become as
widespread as barcodes. Furthermore, RFID tags can be used in ranges of applications
where the use of barcodes would not be feasible and vice versa. Thus, both technologies are
only partly competing technologies. One interesting aspect in this context is that in projects
where barcodes shall be replaced by RFID tags on long term both technologies often coexist
for a while. This is because barcodes can be kept as a backup.™

13 For further advantages of RFID in comparison to barcode also refer to: Philips Semiconductors, TAGSYS,
Texas Instruments Inc. (2004), pp. 8 f..

4 Source: Following Shutzberg (2004), p. 15.

15 Cp. Shutzberg (2004), p. 18.
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An important influence factor for the decision whether to replace barcodes with RFID tags or
not are, of course, the costs per tag. The costs per tag, in turn, heavily depend on the
number of tags required as Vendors offer large discounts if a large number of tags are
purchased. The price for a passive RFID tag roughly lies between 0.5and 1 if aboutten
thousand tags are ordered. If, however, up to one bhillion tags are purchased the price may
decrease to a level between 0.05and 0.1.'° In any case, the costs for tagging items with
RFID tags, exceeds the costs caused by barcode labeling.” Thus, the replacement of
barcodes with RFID tags, at least for disposable RFID tags, has to be justified with
improvements arising from advantages of RFID. This is why usually a clear business case is
required to justify the expenses caused by the usage of RFID.

2.3 The Electronic Product Code (EPC)

Before describing the EPC it is helpful to introduce the organizations responsible for the
standardization of the EPC standard.

23.1 GS1

The first organization to be mentioned here is GS1 (GS stands for Global Standards). GS1
was formerly called EAN International and is the leading standardization organization for
supply chain standards, especially the GS1 standards (formerly known as the EAN.UCC
standards) .The creation of GS1 in 2003 was one of the last steps in the endeavor to create
an organization responsible for a wide range of standards in the supply chain context.’® GS1
describes its principal goal as becoming “(...) THE leader in global, open, multi -sector
standards.”® The activities of GS1 are described as follows:

“GS1's main activity is the development of the GS1 System, a series of standards designed
to improve supply chain management.”®

GS1 is represented in more than 100 countries by its Member Organizations (MOs). MOs are
local representations of GS1, responsible for the GS1 subscribers in the respective
countries.

“Specifically, the main responsibilities of MOs are:
The allocation of unique numbers - the basis for the complete range of standards
Providing training and support for:
BarCodes: Numbering and bar coding
eCom - EDI (Electronic Data Interchange)
Global Data Synchronisation Network (GDSN) - data synchronisation
EPCqglobal - RFID (Radio Frequency Identification)
Supplying information on the standards and the continuing evolution of the GS1 System
through the Global Standards Management Process (GSMP)”. 2!

In the context of this document, the allocation of unique nhumbers and EPCglobal are of
particular interest. EPCglobal and the standards specified by EPCglobal will be discussed in
the next section 2.3.2. In chapter 4, section 4.1, Electronic Data Interchange, will also be of
interest.??

16 cp. RFID Journal (2007).
7 cp. Gerst, Bunduchi (2005), p. 83.
12 For a description of this process refer to GS1 (2007a).
Ibid.
2 331 (2007b).
2 Gs1 (2007b).
%2 For more information about GS1 refer to GS1 (2007c).
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2.3.2 EPCglobal

EPCglobal is “(...) a joint-venture between GS1 and GS1 US (...)"®. The role and mission of
EPCglobal is described as follows:

“EPCglobal Inc™ is the organisation entrusted by industry to establish and support the
EPCglobal Network™ as the global standard for real-time, automatic identification of
information in the supply chain of any company, anywhere in the world. Our mission is to
make organisations more efficient by enabling true visibility of information about items in the
supply chain.”?*

The way that EPCglobal wants to enable “(...) true visibility of information about items (...)" is
described in the following. The key issue in this regard was the specification of a numbering
schema that can be used to uniquely identify single items.?®> Therefore, EPCglobal has
specified the Electronic Product Code. The structure and the use of the EPC will be
discussed in section 2.3.3. However, EPCglobal did not only specify a coding schema, but
has built a whole architecture around this coding schema, including specifications for RFID
infrastructure, because RFID tags can be used as carriers of EPCs. The EPCglobal
Architecture can be seen as a number of complementary standards and products for the
EPC. This Architecture will be presented in more detail in Section 2.4.%°

It is important to understand that although EPCglobal standards are developed outside of
ISO nevertheless there is a close relationship between the two organizations and EPCglobal
standards, where relevant, are normally submitted to 1ISO to become ISO standards. This
has already happened with EPCglobal UHF Gen 2 standard which has now been adopted by
ISO as the ISO 18000 6 Part C standard.

% Gs1 (2007d).

** Ibid.

% What is meant by the word “item” in this context will be discussed in section 2.3.3.
% Eor more information about EPCglobal compare EPCglobal (2007a).
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2.3.3 Structure and use of the EPC

The Electronic Product Code is described in the “EPCglobal Tag Data Standards”.?’ Figure 1
shows the key terminology used by EPCglobal. The general EPC Tag Encoding is always
the same, but different coding schemas can be mapped into an EPC.*®

Key Terminology

+———— Standard EPC Tag Encoding ’
Header Filter and Domain Ideniifier

Partition Value

I . |

EPC or EPC ldentifier
eg. SGTIM, SGLM, 35CC, GID

Figure 1: EPC — Key Terminology®

The Electronic Product Code was initially intended as a worldwide unique identifier for
individual items. However, as GS1 identifiers were already in very wide use in many
industries and countries around the world, the user community required that the Electronic
Product Code was designed in such a way that the existing GS1 identifiers, and potentially
other identification schemas, could be included. Use of GS1 identifiers ensures that EPCs
are unique worldwide. *

The GS1 system includes identifiers for locations, organizations, products, deliveries,
returnable items, assets, documents, relationships. When used within EPCs the GS1
System if fully serialized enabling the identification of unique instances of an object; for
example the unique instance of a case of Kit Kat that was produced in a specific factory on a
specific day and time; or the unique pallet of Kit Kat for delivery to specific customer.

This contrasts to the common usage of the GS1 system in barcodes on products where only
the generic product is identified; for example merely a case of Kit Kat rather than an
individual instance of a case produced on at a specific location and time.

In this paper “item-level data” is used as a general term for EPC data identifying a unique
instance of an object, no matter if the object is a pallet or a single product instance . This
document focuses on the integration of item-level data into business applications. Of course,
there is a difference between processing data about millions of individual items or data about
a few thousands of pallets. But from an integration view this difference is one of scale rather
than principle.

2" cp. EPCglobal (2006).

%8 Eor further explanations compare EPCglobal (2006), p. 8.
% source: EPCglobal (2006), p. 8.

%0 Ccp. EPCglobal (2005a), pp. 49 f..
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The following identifiers can be included within an EPC.

The General Identifier (GID)

“The General Manager Number identifies an organizational entity (essentially a company,
manager or other organization) that is responsible for maintaining the numbers in
subsequent fields — Object Class and Serial Number. EPCglobal assigns the General
Manager Number to an entity, and ensures that each General Manager Number is
unique.”® Because of the Serial number, the GID can be used to identify individual items.
In contrast to the following coding schemas, the GID is a general type and not currently a
part of the GS1 system.

The Serialized Global Trade Item Number (SGTIN)

The SGTIN is in fact a combination of the Global Trade Item Number (GTIN) and a serial
number. It can be used to tag objects on individual product instance level with a unique
number.*?

The Serial Shipping Container Code (SSCC)

The SSCC is a coding schema that already existed before the EPC was specified.
can be assigned to unique items and is commonly used to tag objects on trade-item level.
These can be e.g. containers, pallets, cartons, or cases.?

33 It

The Global Location Number (GLN):

“The Global Location Number (GLN) is defined by the General EAN.UCC Specifications
as an identifier of physical or legal entities.” This can be, for example, a dock door or a
whole warehouse.*®

The Global Returnable Asset Identifier (GRAI)
Examples for Returnable Assets are: “(...) pallets, barrels, gas cylinders, beer kegs, rail
cars and trailers for further usage in transport and trade processes (...)".%’

The Global Individual Asset Identifier (GIAI)

“The GIAI can be used to identify any fixed asset of an organization. Fixed Assets are
defined as: Any property used in carrying on the operation of a business, which will not
be consumed through use or converted into cash during the current fiscal period.”®

Apart from the coding schemas listed above is also possible to include individual coding
schemas into the EPC. This was an important industry requirement for the specification of
the EPC, because many companies are using individual coding schemas today.

%1 Epcglobal (2006), p. 10.

%2 cp. EPCglobal (2006), pp. 12 f..

33 Cp. EPCglobal (2006), pp. 13 f..

34 Cp. Uniform Code Council (2004), p. 7.
% EpCglobal (2006), p. 14.

% cp. ibid.

37 Uniform Code Council (2002a), p. 2.

% Uniform Code Council (2002b), p. 2.
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2.4 The EPCglobal Architecture

EPCglobal did not only define the Electronic Product Code. In contrast, they have specified
and are currently specifying a number of complementary standards. The whole set of
hardware, software and data standards is called the EPCglobal Architecture. The EPCglobal
Architecture supports the use of EPCs and RFID on different technical and logical levels. The
standards provided by EPCglobal usually are constructed as interfaces. These interfaces can
then be implemented by product providers. Thus, it is ensured by design that the standards
are vendor independent and the products implementing these standards are interoperable.
Interoperability is of course a very important prerequisite for the cooperation of different
companies in cross-industry business scenarios.

Basically, three different levels of EPCglobal standards have to be distinguished (cp. Figure
2). The EPC Physical Object Exchange Standards form the basis for the use of EPC and
RFID. The EPC Infrastructure Standards provide a means for the storage and use of EPC
data within a single company and the EPC Data Exchange Standards specify how data can
be interchanged between different companies.

= EPCglobal Core Services
% and other shared services
=

F 5
-1 —
i

e A
Shared Service
Interactions EPC Dats
:> Exchange
Etandards

< Peer-io-peer exchange of data abouf EFGs >

-
EPCglobal EPCglobal EPC
Subscriber Subscriber ? Infrastructure
Standards
a1
EPC Physical
<Emhange of physical oﬂfecl.swfﬂ'rEPCs> , Object
Exchange
L A— ) Standards

Figure 2: Categorization of the EPCglobal Architecture standards.*

Figure 3 shows the general structure of the EPCglobal Architecture in more detail. The
fundament of this Architecture consists of the Tag Protocol and the EPC Tag Data
Specification which together define how data can be written to the tag and how it can be
read. From level to level the data is filtered and aggregated and step by step transformed
into business logic. In this context, it is important to distinguish between interfaces and roles.
While interfaces are standardized by EPCglobal, roles are occupied by concrete applications
implementing the interfaces.

It is beyond the scope of this document to explain the EPCglobal Architecture in detail.*°
However, in the following sections two different components of an EPC infrastructure will be
described in brief. Firstly, the role and function of EPC Information Services will be
highlighted and secondly, the function of Discovery Services will be explained.

% EpCglobal (2005a), p. 8.
40 Compare EPCglobal (2005a), pp. 35-44 for more information about the EPCglobal Architecture framework.
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Figure 3: The EPCglobal Architecture™

* Source: EPCglobal (2005a), p. 34.
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An overview over the current state of the standardization process is given in Figure 4. This
figure illustrates that today the standardization process is still ongoing. Especially the
Discovery Services which will be described in section 2.4.2 still have to be specified.

Figure 4: Current state of the standardization process*

2.4.1 EPC Information Services

An EPC Information Service (EPCIS) is basically serving as a company’s data repository for
item-level data. The item-level data stored in an EPCIS has already been filtered and
translated into business logic by lower level applications like Filtering and Collection
applications which are usually called “RFID Middleware”.

An EPCIS is accessible in two ways. Firstly, EPCglobal has standardized the EPCIS Capture
Interface. This interface can be used to enter (filtered) item-level data into the repository.
Secondly, to gain benefit from the data stored in the repository this data has to be accessible
by other applications. Thus, EPCglobal also standardized the EPCIS Query Interface.
Through this interface the EPCIS data can be accessed either by applications within the
company or by applications of other companies.

Figure 5 below illustrates that an EPCIS in fact may provide two different types of data, event
data and master data. The following quotation from the EPCIS standard specification
explains the difference:

“Event data arises in the course of carrying out business processes, and is captured through
the EPCIS Capture Interface and made available for query through the EPCIS Query
Interfaces. Master data is additional data that provides the necessary context for interpreting
the event data. It is available for query through the EPCIS Query Control Interface, but the

2 Source: EPCglobal (2007d).
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means by which master data enters the system is not specified in the EPCIS 1.0
specification.”?

Figure 5: EPCIS Interfaces™

The reason why the EPCIS is mentioned and explained in this chapter is because it is a key
application in regard to the inclusion of item-level data into existing (and new) business
applications. Especially the inclusion of master data mentioned in the quotation above is an
important aspect in regard to the integration of item-level data into existing business
processes. The master data required might vary over time and depending on the business
context. This might be a main reason why EPCglobal did not specify master data in version
1.0 of the EPCIS specification but has announced that master data will probably be included
in later versions.*

If outside parties want to access the data related to a certain item, they can use the EPC
associated to the item as a search key. To search for the EPC Information Services providing
the relevant data, EPCglobal has introduced standards for the Object Name Service (ONS)
and is currently developing standards for the Discovery Services (DS). Basically, the ONS is
used only to identify the EPCIS of the company that originally tagged the item with the EPC.
A Discovery Service in contrast will be capable of identifying all parties who can provide data
about the respective item. Thus, the Discovery Service will finally become the component
actually enabling the track and trace of items during their whole way through the supply
chain.

2.4.2 Discovery Services (DS)

As mentioned above, the standards for Discovery Services are still in development.
However, the functions a Discovery Service will perform are already quite clear and
implementations are already available. The core function a Discovery Service will provide is
the discovery of all EPC Information Services containing information about a specific item.
The EPC is used as the search key and originally a design similar to the Domain Name
Service (which is used to resolve web addresses) was proposed.

The main idea of Discovery Services is to enable the global retrieval of all information about
a specific product without having to know where the data is stored. Thus, a Discovery
Service can be understood as a global repository abstracting from the locations where data
is stored, but providing access to all these locations. In theory, the Discovery Service shall
provide total supply chain visibility without requiring the members of the supply chain to know

3 EPCglobal (2007b), p. 16.
“ EPCglobal (2007b), p. 17.
45 EPCglobal (2007b), p. 16.
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each other. However, this presumes a very open attitude towards data sharing and raises
some issues that still have to be resolved.

In particular, many companies are reluctant to share their data, firstly because they fear the
abuse of the data provided (for example, the data requesters could try to spy on the
company) and secondly many companies do not see a real benefit arising from providing
their data. In fact there is a classical coordination problem, because the supply chain
participants are interested in accessing information but not in providing it. Some companies
are also reluctant to reveal the fact that they posses information about a specific item,
because they fear that information about internal processes could then be derived with data
mining techniques. As these companies want to know who is trying to access their data,
there have to be authentication measures. This leads on the other hand to new challenges
and to a limitation of the global availability of item-level data. Finally, as business information
systems are a crucial asset, security is a very important aspect and many companies are
very reluctant to connect their Information Systems even if there is no concrete threat.

Until these issues are resolved the use of the Discovery Service is mainly restricted to some
special track and trace application fields like anti-counterfeiting or product recall. Discovery
Service are most likely to be used initially in application fields where legal requirements
mandate the traceability of items, However, the Discovery Service can be considered as an
important enabler for totally new business scenarios and might have a wide ranging impact
as soon as the remaining issues are addressed.

2.5 The impact of EPC/RFID

As indicated above, one important challenge in the context of many EPC adoptions is the
integration of the EPC infrastructure and the existing business application software. Existing
business application software may be, for example, ERP software, SCM software, a
Manufacturing Execution System (MES) or any other kind of business software. Thus, the
adoption of EPC/RFID might have a huge impact on the existing information systems of an
organization.

However, as the alteration of business applications can be very difficult, many companies, in
Europe at least, are reluctant to integrate item-level data into their existing business
software. Thus, companies are waiting for new solutions or are remaining at a pilot stage
where existing business processes are not greatly affected.*

In general, there are at least three different ways that RFID can provide a benefit and thus
can impact business processes:

1. RFID can improve existing processes

2. RFID can help to automate existing processes

3. RFID can help to retrieve data that could not be retrieved before and thus enable
completely new business processes

Figure 6 and Figure 7 give a rough overview about where changes can arise in existing
business processes through the use of EPC and RFID and what the possible impact may be.
Firstly, RFID enables the automation of the capturing of business relevant data. For example,
if in a goods-in scenario barcodes are replaced by RFID tags, this can lead to the automated
registration of incoming goods. The employees in the goods-in area would not need to scan
barcodes anymore and would not have to manually enter details about the incoming
deliveries. Thus, the data will be entered into business information systems without the
intervention of human operators, leading to a disintermediation in the respective process.
Furthermore, as, through the inclusion of item-level data into existing business applications,

46 Cp. IT Week (2007).
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the available information drastically increases, business applications can also cover a
broader range of controlling tasks. By introducing rules defining normal and exceptional
states, business applications can be trained to handle processes automatically as long as
there is no exception. If however an exception occurs a human controller has to be informed.

The principle of Management by Exception is usually used to define under which
circumstances an employee can act and decide autonomously and when a supervisor has to
be informed. In this context this principle is used to define the relationship between an
information system and a human operator. An example of Management by Exception in the
EPC/RFID context is the automation of the incoming goods inspection. An EPC/RFID can
automatically check if an incoming delivery matches the order placed. If this is the case, the
delivery can automatically be booked into the ERP system. Only if the delivery does not
match the order does a human operator have to be involved.

@
<\ 7 | Controller
@, L

Executor (Physical) Process

A 4

Figure 6: Exemplary data flow before EPC/RFID adoption
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Figure 7: The impact of EPC / RFID on existing processes
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3  Guidelines for EPC/RFID adoption projects

3.1 Introduction

The main objective of this chapter is to support EPC/RFID projects by giving concrete and
relevant guidelines for the adoption process. As there are many different application areas
for RFID and EPC, section 3.2 presents a classification schema for EPC/RFID adoption
projects. The aim is to enable project managers to quickly identify and learn from existing
projects that are similar to the project they will have to manage.

The general approach of introducing EPC/RFID in a company normally has a long-term focus
and consists of many phases. Thus, in section 3.3 a general procedure model for the whole
adoption process will be presented. Afterwards it will be possible to explain which phases will
be supported by the guidelines given in section 3.4.

There are already many guidelines in the EPC/RFID context and some of these guidelines
are dealing with concrete implementation issues. Furthermore there are already some
papers giving an overview about the existing literature’” and some online folders, containing
a collection of guidelines, reports and whitepapers*®. However, what seems to be missing is
a structured summary of all these guidelines. Thus, the aim of section 3.4 is to create a
complete list of hints and guidelines detailing all the aspects to consider in an RFID
implementation project.

3.2 Classification schemas for EPC/RFID adoption pr  ojects

Of course, every EPC/RFID adoption project is different, depending on factors like the size
and sector of the adopting company, the existing knowledge and infrastructure within the
company and the purpose for which EPC/RFID will be used. There are some more or less
sophisticated classification schemas which can be used to distinguish between different
EPC/RFID applications. Asif and Mandviwalla*® for example, propose a schema that basically
distinguishes RFID applications depending on four major purposes of deploying RFID, which
are identification, authentication, location, or automatic data acquisition. Furthermore, they
take into consideration the characteristics of RFID tags and distinguish if the tag holder is an
object or a human being.

A quite sophisticated classification schema is proposed by CE RFID, an initiative funded by
the European Commission. This initiative proposes a reference model that can be used,
again, to distinguish between different types of RFID applications (cp. Table 2). In this
reference model eight application categories are identified which again are divided into
subcategories. As in the schema proposed by Asif and Mandviwalla the application fields are
subdivided into such ones where only objects are tagged and in such ones where also
reference to people is possible. This differentiation is due to the fact that privacy issues are
commonly considered as a major obstacle in respect to the diffusion of RFID and are mainly
relevant in such application areas where people are directly affected.

47 Cp. for example, Gampl et al. (2007).
8 Cp. for example, CE RFID (2007b).
9 Cp. Asif, Mandviwalla (2005) p. 405 f.
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Table 2: Classification schema 2*°

The existence of classification schemas like the ones described above is quite important,
because EPC/RFID projects in different application areas imply different challenges. Thus,
classification schemas provide the opportunity to provide new guidelines specifically
concentrating on a certain application area. If all authors agree on one particular
classification schema, this might furthermore help in structuring the existing literature, as well
as the existing reference projects. The reference model provided by CE RFID is specifically
intended in this way.

3.3 A procedure model for the EPC/RFID adoption pro  cess

Although different application areas imply different challenges, there are also many aspects
common to the EPC/RFID adoption process and this paper will concentrate on these
aspects.

A lot of literature about general aspects to consider in an EPC/RFID adoption project has
already been published. In [GAMPL. ET AL. (2007)] for example, 66 different guidelines have
been revised and the authors came to the conclusion that most papers that contain
EPC/RFID guidelines don'’t apply to a specific sector. In fact, less than 20 percent of the
papers they reviewed were sector-specific (cp. Table 3). Although sector-specific guidelines
may contain information that is exceptionally interesting for companies in the respective
sector, there are still a lot of aspects left that apply in general and it is certainly a helpful
undertaking to merge the most relevant hints and guidelines into a single document. This will
be done within the scope of section 3.4.

* Source: CE RFID (2007a), p. 7.
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Table 3: Guideline classification®

The starting point for a general approach to support the EPC/RFID adoption process is to
identify the comprehensive part of this process. On a high level the general approach in
respect to the stepwise adoption of EPC/RFID seems to be very similar throughout different
industries and companies. Thus, EPCglobal has identified and described five major phases
which are characteristic for the EPC/RFID adoption process (cp. Table 4 and Figure 8).>

*1 Source: Gampl et al. (2007), p. 32.
52 A similar approach is presented in Shutzberg (2004), p. 55.
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Table 4: EPCglobal- EPC/RFID Implementation Guidelines®®

Figure 8: EPC/RFID adoption phases™

As EPC and RFID will probably have immense impacts on technical systems as well as on
business processes, it is crucial to become familiar with the technology. This explains the
approach described in Figure 8 which starts with a simple investigation, leads to increasingly
difficult and money consuming steps and ends with the “real-world” deployment. From phase
to phase it is important to gain a more and more detailed knowledge about the technology
and its implications. In the investigation phase for example, one potential insight might be
that there are problems when using RFID tags together with metallic items. In the experiment
phase an adopter has got the opportunity to tag metallic objects and to see the concrete
impact of the condition of the tagged product on read range. In the trial phase, ways have to
be found to ensure a sufficient read range even if the product has conductive parts. A
prototype is usually constructed to find out how the use of EPC/RFID can enhance the
business value and to get familiar with the technology. As soon as there is resilient
experience about EPC/RFID a widespread deployment can be taken into consideration.

On a more detailed basis, Figure 9 gives an example for the project steps to be taken in the
context of a prototype realization. Of course, these project steps are not coercively taken in
this order. Especially the business case might not always be considered as an integral part of

%3 Source: EPCglobal (2007c).
% Source: Phases extracted from EPCglobal (2007c).
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the project and might have to be created at an earlier stage. Moreover, in some projects the
processes that will be supported through EPC/RFID are determined right from the beginning
and do not have to be selected anymore. However, this approach was chosen in a number of
prototype projects within the BRIDGE project and seems to be fitting for many other projects.
Thus, these process steps will be referenced in the following sections.

Figure 9: Detailed project phases of a prototype implementation project

At the end of the following section 3.4 these project phases will be used to point out for which
phases the respective guideline categories, described in the next section, might prove
helpful.

3.4 Guidelines

The first step towards a structured set of guidelines has been to identify the phases in the
adoption process to which the guidelines shall apply. These phases have been identified and
described in section 3.3.

In the next step, categories had to be identified to sort the guidelines according to the
different aspects that have to be addressed within the phases identified. To identify these
categories, a brainstorming session was conducted leading to the list of categories,
displayed in Table 5:

1. Information sources

2. Current infrastructure and organizational enviro nment

Technical requirements

Change management

3
4. System requirements
5
6

Project participants / Project schedule

7. Supply chain coordination

Table 5: Guideline Categories
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After having defined the relevant project phases and the relevant categories, the subsequent
step was to identify concrete guidelines addressing tasks and issues within those categories.
To fulfill this task, existing literature, especially white papers, experience reports and case
studies, has been reviewed to identify common hints and issues. Furthermore, apparently
new aspects, that were identified in the brainstorming session mentioned above and in
discussions with researchers, were included to complement the resulting list of guidelines.

1. Information sources

As the diffusion of EPC/RFID is only emerging, companies have to obtain knowledge about
EPC/RFID at first. Before implementing any EPC/RFID system, it is crucial to gain theoretical
as well as practical knowledge about the technology. The following guidelines provide an
outline about possible information sources:

Standardization:

A very important aspect regarding decisions in an RFID adoption project are standards
because they shall ensure the interoperability of the EPC/RFID infrastructures of different
companies. However, standards are not only important in inter-company data exchange
scenarios but also for the adoption of EPC/RFID within a company because they enable
standardized hardware and software products and help in structuring the adoption
approach.>®

To get familiar with these standards an invaluable option is to take part in the
standardization process. One main institution involved in the process of RFID
standardization and naturally EPC standardization is EPCglobal. Thus, working together
with EPCglobal offers the opportunity to take part in the standardization process and to
codetermine how the standards shall be constructed. Furthermore, this is a good way to
get informed because the participation might enable contact with RFID experts who can
provide helpful information.

Participation in sponsored projects:

As RFID is an emerging technology, there are a lot of investigation projects. Some of
these projects are sponsored. Participating in such a sponsored project before deploying
EPC/RFID might prove helpful in multiple respects:

The necessary funds can be split up between the adopting company and the sponsor,
which can enable the adoption of RFID even in scenarios where normally a business
case would be difficult to construct. Especially in the current diffusion state of RFID,
where the technology is not yet widely deployed sponsored projects might help to
gain a critical mass of adopters and this would be in the interest of the sponsor as
well as the adopting company.

The project might be accompanied by external partners who can bring in their
experience. Thus, for an organization participating in a sponsored project it might be
possible to significantly reduce the spending on external consulting.

There might also be the opportunity to get outside funding without explicitly participating
in a project. Consequently, some investigations about possible sources for funding might
prove very helpful.®®

%5 For a list of further advantages of open, global standards cp. Uniform Code Council (2004), p. 2.
% Cp. Nucleus Research (2004), p. 1.
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Existing literature:

Although first hand experience is very important, especially in regard to RFID, there is
also a lot of literature that should be consulted to learn about the basics of RFID. There
are a lot of known issues, technical as well as organizational ones, that are addressed in
most of the existing papers and can be considered as common knowledge about RFID.

Knowledge within the company:

Although RFID adoption is in general a very difficult and complex topic that requires the
involvement of external partners, one should not miss the opportunity to include as much
of the knowledge available inside the company as possible. This will help to make sure
that at least a basic knowledge exists within the company. A knowledge base is required
to coordinate between different external partners and to be able to do adjustments on the
EPC/RFID system without the need to involve other parties. Establishing an
(interdisciplinary) experts group might be helpful not only during, but also after the
implementation phase. To improve the interchange of knowledge about EPC/RFID, e.g.
creativity techniques like brainstorming can be used.

Consultancy:

Although many questions can probably be answered by a literature review and
participation in projects, it is still likely that some unanswered questions will remain. In
most cases, the involvement of external consultants will be required (also refer to the
guidelines regarding the project participants).

Hardware and software suppliers:

A very good way to get an overview about the RFID technology is to take a look at the
existing suppliers of RFID equipment and software products. Some authors of publicly
available articles and papers have published lists of major vendors for different RFID
related products such as transponders, antennas, readers, middleware, etc..> In respect
to RFID hardware, as mentioned in section 2.1 e.g. Texas Instruments is providing a wide
range of products. *® RFID tags are usually divided into active and passive tags and
categorized by technical attributes like operation frequency (e.g. HF or UHF) or
supported standards (e.g. ISO or EPCglobal standards).

To know what these attributes stand for, it is necessary to obtain a basic knowledge
about the technology and the consequences of choosing hardware with certain attributes.
An example of an attribute for a transponder is the frequency it supports. The frequency
has got consequences in respect to the read range and the impact of the presence of
metallic or liquid substances as well as the impact of existing wireless infrastructure.
These attributes are discussed in many papers.* Of course, depending on which third
parties are involved, external partners will probably know which equipment fits best into
the existing environment, but even in this case it is advantageous to have a basic
knowledge about the technology.

To facilitate decisions between different types of tags and to enable interoperability,
standardization organizations like ISO and EPCglobal have created standards for RFID.
Especially in scenarios, where RFID tags are read by different companies, compatibility is
an extremely important aspect. Thus, in most cases it is crucial to choose standard’s
based solutions even in cases where the interchange of tagged items is not planned for
now, but might become reality later. Basing implementations on standards is important to

57 E.g. there is a list in Shutzberg (2004), pp. 39 f..
%8 Cp. Texas Instruments (2007).
%9 E.g. in Asif, Mandviwalla (2005), pp. 395 — 402..
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ensure that hardware does not need to be replaced in the foreseeable future. This helps
to save investments and to avoid sunk costs.

While it is quite easy to get to know the hardware costs, costs for software components
like EPC Information Services differ largely, depending not only on the specific scenario,
but also on factors like the number of tagged items, the number of queries, the size of the
company, etc.. Furthermore, there are different pricing models for different system
components. However, an exemplary overview about cost implications was produced as
part of Deliverable D.3 of Bridge Work Package 6 [JJ ASSOCIATES (2007), pp. 31 — 33].

2. Current infrastructure and organizational enviro nment

In respect to the adoption of EPC/RFID it is crucial to know the existing infrastructure and
environment of the company. This includes the IT- as well as the organizational and spatial
environment. As during an RFID introduction project many changes and adjustments are
necessary, the exact knowledge of the existing infrastructure will help to save time and to
prevent interruptions in the design and implementation phase.

At the same time as reviewing the current infrastructure the requirements for an EPC /RFID
adoption should also be identified. On the one hand there are certainly some small migration
steps that can easily be implemented before the main implementation phase. This may help
to reduce complexity. On the other hand the migration steps that probably be most
challenging should also be identified, to get a first overview about what will have to be done
in the implementation phase.

Of course the existing infrastructure differs very much between companies of different
sectors and in different scenarios. There are, nevertheless, some aspects most companies
will have to survey. Here are some examples:

Survey of the area where tracked products will be h  andled:

To be able to foresee issues arising from the spatial environment where items are tagged
or particularly tags are read, the environment has to be surveyed thoroughly. Aspects
that have to be taken into consideration are e.g. possible disturbances arising from metal
or liquid substances in the tagged objects or in the read environment. Furthermore, the
positions where the RFID equipment could be installed should be planned and issues
such as how the equipment will be physically connected (e.g. wired or wireless), have to
be answered. In this respect it might be helpful to “Think like an RFID tag”®, meaning
that the route the RFID tag will take through the environment has to be anticipated in
respect to potential disturbances and interferences.

Survey of the physical and logical IT-Infrastructur e that might be affected:

Not only the area where items are tagged and tags are read has to be surveyed, but also
the existing IT-Infrastructure, because in nearly every adoption project, the existing IT-
Infrastructure will be affected.

Questions that have to be answered in this respect are, for example:

Which current business applications (ERP, SCM, MES, etc.) exist within the company
and which of them might be affected?

Which standards exist within the organization or within the supply chain (data
standards, software standards, etc.)? Which contracts have been signed (e.g.
contracts about Electronic Data Interchange)?

Which policies exist that might be affected?

€ Janz et al. (2005), p. 144.
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How large are the current network capacity and the current data load on network?
Does a Value Added Network (VAN) exist?

What is the current data storage capacity?

These questions strongly depend on the business processes in which EPC/RFID will be
used. In chapter 5, the integration into existing business applications will be highlighted in
a more specific way.

Anticipation of organizational changes:

To enable successful change management®™ it is necessary to foresee the impact of the

adoption of EPC/RFID on organizational aspects, especially the impact on the persons
working and acting in the current organization.

When the impact of the RFID technology on people within or outside organizations is
discussed, privacy issues are very often identified as a major challenge. Although this is
really an important issue, there are other person related issues as well. Especially in
respect to scenarios where RFID tagged products are not sold to customers, there are
also a lot of other person related problems that have to be anticipated. In the context of
EPC/RFID adoptions within organizations, there are a lot of indirect impacts, which are
not caused by the RFID technology itself but by the changes enabled through this
technology. The EPC/RFID adoption might result in changes in the roles and tasks of
people affected by the changes coming with the adoption. These changes have to be
anticipated, firstly to be able to judge if they are desirable and secondly to start the
education and training of the employees affected before they have to deal with these
changes.

To be able to discuss potential problems and to invalidate prejudices it is important to
know about the impact of the upcoming changes. For example, if some employees fear
for the loss of their jobs, it is important that the persons who are responsible for the
project know about the impacts of the upcoming changes on employment and are able to
discuss them.

Another question that has to be answered in this respect is if the power structure
between different organizational units might be affected through the use of the new
technology. If this is likely or if there are provisos in this respect, it has to be clarified if
these changes in the power structure are desirable. If not, countermeasures have to be
taken. The fact that this might be an important issue is exemplified by the following
citation:

“Almost 15 percent of retail respondents reported internal distrust and animosity toward
the IT department, and approximately 30 percent of retail respondents indicated a fear of
change within their organizations. Manufacturers and distributors reported similar or even
higher frequencies of cultural problems.”®

Last but not least, it is important that not only problems are recognized, but also
opportunities are identified. If only problems are visible to the persons affected, conflicts
are unavoidable. Such conflicts are a significant menace to the success of the project.

3. Technical requirements

In addition to surveying the current infrastructure and technical environment it is necessary to
specify the requirements for the EPC/RFID adoption. After the current capacities have been

b1 Refer to the guidelines under point 5.
2 Deloitte (2004), p. 8.
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surveyed and the requirements have been identified, it is possible to compare the existing
capacities with the requirements and to identify what has to be changed.

Impacts on Network infrastructure:

At the same time as surveying the current network, the impacts of the EPC/RFID
adoption on network traffic must also be surveyed. If RFID-readers are connected to the
local area network it is likely that the data load on the network will increase significantly.®®
If the current free network capacities are not sufficient this will lead to the necessity to
upgrade the network.

Processing requirements for business applications:

One often mentioned and very important aspect of item-level data integration is the
impact of the amount of data that has to be processed. Thus, in general it is no option to
directly integrate item-level data into existing business applications like ERP-systems.®
Large amounts of item-level data being directly integrated into ERP-systems will cause
significant problems with data processing. This has lead to multi-layer architectures like
the EPCglobal architecture where data is filtered and aggregated as it is passed from
layer to layer. Still, it is necessary to foresee the impact of item-level data integration and
the processing capacities required at each level. Especially it is necessary to find
possible bottlenecks and to make sure that the item-level data integration will not affect
the performance of crucial business applications. In practice, a lot of effort is undertaken
to protect business applications, which can lead to the exclusion of some potential
system designs for reasons of precaution.

Identifying the right tags and the right readers:

Before being able to choose the right hardware, as mentioned above it is necessary to
know about the relevant characteristics as well as the advantages and disadvantages of
the different kinds of hardware.®® After being informed about the relevant aspects to
consider, the spatial area where tags shall be attached or read has to be examined as
well as the products that will be tagged.

There are also possibilities to test the feasibility of different tags by testing the interplay
between the tags and the products selected for tagging. This can be done in RFID
laboratories which are nowadays provided by a number of companies.®® These
laboratories also provide the opportunity to check the compliance of the selected
infrastructure with the mandates of companies like Wal-Matrt.

Tags and readers can be selected independently from the layers that are above the
infrastructure layer as it is possible to abstract from the physical devices. Nevertheless,
an aspect that has to be considered in addition to the requirements taken from the spatial
area and the objects to tag is the support by standards. As it is most likely in many
scenarios that tagged objects will be passed to other vendors, the use of tags that are
specified by global standards is crucial.

4. System requirements

Besides the technical requirements for single components of the RFID system there are also
requirements for the system as a whole. Which requirements apply, again depends on the
respective scenario, but there are some that are probably relevant in nearly all scenarios.

83 Cp. Niederman et al. (2007), p. 98.

%4 Cp. Thiesse, Gross (2006), p. 183.

% Compare the guidelines under point 1.

® One example for such a laboratory is the Sun RFID Test Center (http:/Awww.aptesting.com/rfid.htm).
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Scalability and Flexibility:

Scalability is a prerequisite that is mentioned quite often by RFID experts, although it is
not always totally clear what “scalability” means in this context. What is meant by
scalability in this document is the ability of the system to deal with an increasing amount
of data. In the context of EPC/RFID it is also important, that more sophisticated solutions
can be easily included into the original system. EPC/RFID is often adopted in a leveraged
approach, thereby avoiding huge investments into the wrong solutions. Thus, scalability
and flexibility are major requirements for many EPC/RFID systems. Again, these
requirements show the importance of standards in the EPC/RFID context, because
compliance with standards is the best way to build future-proof systems. An additional
advantage of successful standards is their broad support, typically the existence of a
large community supervising the standard and the availability of complementary products
and standards.®” However, standards are only one aspect to consider when designing a
scalable system. Also basic infrastructures as the company’s local area network
infrastructure have to be scalable.®®

Exception handling/Robustness:

EPC/RFID is often adopted to automate processes. However, if processes are fully
automated this might increase the impact of exceptions and failures. Thus, possible
exceptional situations have to be identified before the implementation phase. It has to be
ensured, that business can continue even if there are exceptions or in worst case if
EPC/RFID system don’t operate properly or not at all. There has to be a plan detailing
about how the business can be handled in emergency situations. It has to be specified
what will happen if certain systems fail and how this will affect business processes.®
Especially if user intervention is not possible, the EPC/RFID system must be able to
handle exceptions autonomously without affecting the functioning of the complete
system.”®

Impact on process handling:

One impact of EPC/RFID adoptions that applies to nearly every adoption project is that
processes on the physical level will be handled differently after the deployment. Tags will
have to be placed on products, product codes might be read automatically where before
hand-barcode readers were used and products will probably be moved through the
application area in different ways then before. In some cases it is even possible that
process steps will be slowed down due to the use of EPC/RFID, for example because
people will have to wait for the “0.k.” of the backend system, after the introduction.”
Thus, again, it is important that these impacts are surveyed and documented very exactly
and that countermeasures against problems like the one mentioned above are taken.

Maintenance:

Maintenance costs can be an important factor in regard to the business case, but, again,
in regard to the design phase it is not sufficient to estimate the costs. Before starting to
run an RFID/EPC based system it has to be clarified how exactly this system will be
maintained, who will maintain the system and how the maintenance can be done with
minimal disruption of the business processes that are supported.

" The benefits of compatibility are also explained in Farrell, Saloner (1985), pp. 70 f..
®8 This has been described in more detail under point 3.

%9 Also compare Shutzberg (2004), pp. 25 f..

9 Cp. Thiesse (2005).

" Angeles (2005), pp. 61 f..
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Security:

Security is, of course, a general requirement for all IT-systems, but in regard to
EPC/RFID systems there are some special considerations to be taken into account. First
of all, one special aspect of RFID systems is that data is transferred wirelessly not only
between tag and reader, but often also between reader and device controller.
Transferring data wirelessly does not automatically imply security risks, but, nevertheless,
increased awareness in respect to security is required. Security is already an important
aspect if an RFID system is run within the boundaries of a company. However, it is even
more important if applications bridge the borders of different companies.”? As an RFID
tag links data to an item this means that data is automatically exchanged together with
the item. Of course, data also has been associated to products in the past, but RFID
enables the direct or indirect association of much more information. Especially if the
EPCglobal Network is used, the information that becomes available could be used in a
way not intended by the data supplier (for example, by the utilization of data mining
techniques). Thus, security aspects are relevant in particular regarding the EPC data
exchange standards.”® In work package 4 of the BRIDGE project security aspects are
analyzed and solutions for the EPCglobal network are on the way. However, for different
organizations different security requirements apply and thus, it is an important task for
every project manager involved in an EPC/RFID adoption project to ensure that the
solution meets the respective security requirements.

5. Change management

Under point 2 it has already been mentioned, that possible organizational changes have to
be recognized when adopting EPC/RFID. Of course, recognizing these changes is only the
first step. The second step is a structured and comprehensive change-management plan,

including communication, training and the addressing of special impacts like privacy issues.

Privacy issues:

Since privacy issues are considered to be very important in respect to RFID adoption it is
crucial to take this aspect very seriously. Even if it does not seem likely that RFID will
affect privacy in any way, it has to be confirmed that there are no hidden provisos or
prejudices from any affected party.” If there are implicit resentments against RFID, they
must be made explicit and have to be discussed. For example, workers could fear that
their performance on the job might be monitored. If this is not the case, this should be
stated to avoid misunderstandings and distrust. Everybody who is or could be affected by
the RFID adoption has to be informed about the technology and ideally has to be

involved in the planning.” This is a prerequisite to avoid apparent privacy issues arising
from mere prejudices. If, however, privacy issues are seriously affected (e.g. if the tagged
products are reaching consumers), the initiative has to be taken to anticipate and address
these privacy issues. The adopting organization has to establish concrete guidelines that
detail on how the company will make sure that data is kept private and protected. Existing
privacy guidelines might prove helpful in this case. EPCglobal for example, has
established privacy guidelines for the use of EPCs together with consumer products.
goes without saying that there are also legal regulations regarding data privacy and data
protection which have to be met.

Training and empowerment:

One important question in this respect is if decisions must be taken on another hierarchy
level after the EPC/RFID adoption. If this is the case, it has to be ensured that everyone

2 Cp. Thiesse (2005), p. 102.

"3 For the term ‘EPC data exchange standards’ compare Figure 2 on page 20 and Figure 4 on page 22.
™ Cp. IT Week (2007).

5 Cp. Strassner (2005), p. 97.

5 Cp. EPCglobal (2005b).
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who is expected to execute a certain task is also empowered to do so. Generally
speaking, it has to be ensured (by the project team), that everybody is prepared to deal
with the changes arising through the adoption project. In particular, everybody needs to
know what to do and who to contact if an exception occurs. If “management by
exception” rules already exist within the company, it might be necessary to adjust these
rules.

Managing human aspects:

As stated under point 3, knowing about the impact of the upcoming changes on people is
an important prerequisite for being able to address these changes. However, these
impacts also have to be communicated and a change management strategy has to be
established.”” In some technology adoption projects human aspects like resistance to
change can even be more challenging then technical problems.”®

The guidelines given above only provide an overview over some change management
issues. There is a broad literature about change management in general and most of the
aspects mentioned there also have to be considered in EPC/RFID adoption projects.”

6. Project participants / Project schedule

Knowing all project participants is a prerequisite for being able to coordinate their work and to
make sure that the contributions of external as well as internal project partners lead to the
desired solution. This is an extremely difficult task in supply chain scenarios where not only
external solution providers but also different partners within the supply chain have to be
coordinated. The coordination between supply chain partners will be discussed in more detail
under point 7 (Supply chain coordination). However, even if RFID/EPC is adopted within the
walls of only one company, coordination between external suppliers is often required. The
consequences of bad coordination might be massive delays as well as negative impacts on
the quality of the desired solution. Vice versa, a good coordination between the project
partners might lead to an acceleration of the project and to a successful outcome.

Identification of potential partners / suppliers:

Before the implementation phase can start it has to be analyzed where the support of
external parties will be required. Furthermore, these external suppliers have to be
selected. As mentioned under point 1, there are already lists of suppliers for different
components. After identifying which companies are providing the required solutions a list
of requirements for each solution should be created. To be able to rank the different
companies, the potential suppliers should be asked for a quote. Then, the offers can be
compared with the requirements (it might be useful to prioritise the requirements) and the
companies that best meet the requirements can be selected.

Coordination between the parties involved:

As soon as the external partners are identified it is advisable that a diagram is created
where the relationships between the parties involved are specified and described. If, for
example, a company intends to use EPC data in an existing Manufacturing Execution
System (MES) and the provider of the MES and of the RFID middleware are not identical,
this company will have to make sure that the MES provider specifies the data formats
that have to be supported by the middleware. The MES provider and the middleware
provider thus will have to communicate with each other. To avoid delays resulting for
example from absences of one of the partners it is necessary to ensure that there is co-
ordination between both providers.

" For a description of what to consider in the context of change management cp. Booz Allen Hamilton (2004).

"8 For an example compare Bunduchi (2005).

™ The ten points mentioned in Booz Allen Hamilton (2004) give a first impression of what should be considered in
addition.
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Including a consulting firm:

As RFID and EPC are evolving technologies and knowledge within adopting companies
might not be sufficient to manage the adoption process, the inclusion of a consulting firm
will be necessary in most cases. However, there are two important aspects to consider:
Firstly it is important to choose the right consulting firm, meaning a consulting firm with a
lot of experience with EPC/RFID adoptions, as there are consulting firms with different
levels of experience.®® Secondly, when including consulting companies, knowledge
transfer to the adopting company becomes an even more important question, especially
when RFID/EPC is adopted in a stepwise way.

7. Supply chain coordination

The reason why the guidelines on supply chain coordination are presented last (but not least)
is because only some EPC/RFID projects affect multiple companies or whole supply chains.
As indicated above, many companies use RFID for internal process improvements and do
not intend to interchange EPC data for now. Nevertheless, if a whole supply chain or at least
a part of the supply chain is affected, coordination between the different partners is a very
important and often also a very difficult task.

Supply chain participants:

The identification of all participants in the supply chain is an important prerequisite for all
other supply chain coordination issues like data sharing and balancing of interests. Of
course, this task does not only involve the identification of the companies in the supply
chain, but also the identification of the responsible persons within the company. This can
sometimes lead to a significant effort.

Data sharing in the supply chain:

Many important questions that have to be answered in the scope of supply chain wide
adoption projects concern issues regarding data interchange and data property rights.
Interchanging data with supply chain partners often leads to legal questions and thus
does require an interdisciplinary approach where people from the affected departments,
the IT department and eventually lawyers and other people have to work together.
Especially the amount of time needed to clarify all data related questions should not be
underestimated. In the context of the introduction of Electronic Data Interchange®
contracts between the supply chain partners had to be signed and the same has to be
done in the context of item-level data interchange. These contracts are important
because they specify, for example, when a good is considered to be delivered and how
the financial reconciliation is done.

Identification and balancing of interests in the su pply chain:

As different supply chain partners gain different benefits from an EPC/RFID adoption
there will certainly be different views about what kind of data shall be interchanged and
which items shall be tagged. For example, a retailer might be interested in automating his
goods inbound processes and therefore might want every incoming item to be tagged
and all information about these items to be sent to him. However, the manufacturers who
would have to tag their products and consequently would have to pay for the tags and the
adjustments in data interchange might not see the business proposition for themselves.
Large retailers like Wal-Mart are able to force their suppliers to tag the items that are
delivered to them but in other supply chains there is a balance of power preventing one
party to force other partners to adopt RFID. Thus, it is important to identify the different
interests of and the possible benefits for each supply chain partner and to discuss these

8 Cp. Shutzberg (2004), p. 43.
8 For a definition of ‘Electronic Data Interchange’ see section 4.2.
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benefits between the different partners. It is sometimes suggested that the partners with
low costs and high benefits could give (financial) incentives to the partners with high
costs and low benefits.®? However, many companies seem not to be willing to give
financial incentives (one possible reason for this is, that financial incentives might be
difficult to account for). Thus, in many cases there is no alternative to finding the
application areas that provide benefits to all supply chain partners, which can be a time
consuming effort. From a macroeconomic point of view, different interests of suppliers
and buyers might also influence decisions about the number of suppliers and might lead
to closer relationships between suppliers and buyers. If a close relationship between a
supplier and a buyer exists, there is a (non-financial) incentive for the supplier to invest in
this relationship.®’

In section 4.3 the similarities between EDI adoptions and EPC/RFID adoptions will be
highlighted. In this context, supply chain coordination tasks also play an important role.

As announced at the end of section 3.2, Table 6 illustrates the project phases in which
different guideline categories might prove helpful. While a cross marks the phase that is
mainly supported a cross in brackets shows the phases where the respective guidelines
might also be helpful, although they do not focus on this phase. It becomes clear that the
main phase supported in the scope of this paper is the design phase. Of course, further
papers using the framework below and providing guidelines for other phases are most
welcome.
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requirements X (X)

System requirements X X)

Change management X X)

Project participants /

Project schedule (X) (X) X

Supply chain

coordination (X) (X) X

Table 6: Project phases mainly supported in the scope of this document

8 This is demanded, for example, in Arndt (2006), p. 181.
8 Cp. Bakos, Brynjolfsson (1993).
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3.5 Afterword

The content of this chapter was intended as a starting point for organizations who plan to
adopt EPC/RFID and especially for the responsible people within these organizations. The
objective was to give general advice and suggest the practical considerations that should be
taken into account. Of course, these guidelines can only help to get a first impression of what
the adoption process might look like. How the aspects mentioned here can be addressed in
detail has to be derived from sector specific literature and from other information sources like
the ones mentioned in the previous section. Some issues to consider in EPC/RFID adoption
processes are very complicated and require a very detailed view and treatment. Probably the
most difficult and complex tasks that might have to be addressed are the coordination of
supply chain wide scenarios and the integration of item-level data into existing business
applications. The issues arising in the scope of these tasks will be exemplified in the
following.
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4  Relationship between EPC/RFID and Electronic Data
Interchange (EDI)

4.1 Introduction

In chapter 3, general guidelines for RFID/EPC adoption projects have been presented. In this
chapter, a more specific aspect will be discussed, namely the relationship between EPC and
Electronic Data Interchange (EDI). The reason for examining this relationship is because
one important aspect of the EPC adoption process is the definition of the data that shall be
integrated or interchanged and subsequently the definition of corresponding data formats.
The same task arises when EDI is introduced. The following interesting questions can be
identified in this context:

1. Is the diffusion process of EPC/RFID and EDI similar?
2. Can we learn from EDI adoptions when introducing EPCs?
3. How do EPC/RFID and EDI play together?

These questions will be answered in section 4.3 by comparing EDI and EPC in several ways.
Before, in section 4.2, a description of Electronic Data Interchange and Enterprise
Application Integration (EAI), respectively, will be given. In section 4.4 a short conclusion will
be drawn.

4.2 EDI and EAI

Electronic Data Interchange (EDI) can be defined as follows:

“Electronic Data Interchange is the inter-organizational, computer-to-computer exchange of
business documentation in a standard, machine-processable format.”*

Electronic Application Integration (EAI) in contrast covers the intra-organizational ,
computer-to-computer exchange, meaning that internal business application systems and
business processes are coupled.

It should be mentioned that in the above definition of Electronic Data Interchange not only
the exchange of electronic business documents, but of business documentation in general is
included. Thus, for example the exchange of procedural data is also addressed. However,
the main focus in this paper will be on business documents like purchase orders, invoices or
Advanced Shipping Notices.

The main reason for exchanging business documents electronically is that media
discontinuities can be avoided and business processes can be automated. This may lead to
lower costs, faster business process execution, strategic advantages and higher customer
satisfaction.®

As a standard format for electronic documents is required, EDI and EAI standards have been
established. These standards specify data elements, the data segments the elements may
contain as well as the structure of the complete electronic document.®® This enables the
automated processing of electronic documents. In addition, complementary standards and
products (e.g. communication protocols) have been developed for the EDI document format
standards. The advantages of EDI standards are at hand: If a number of organizations plan

8 Emmelhainz (1993), p. 4.
8 Cp. also Westarp el al. (1999), p. 23.
% Cp. edipipeline (2007).
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to interchange business information they can agree on a specific EDI standard thereby
decreasing the coordination effort.

The coordination is in fact done by using Mapping Documents. The standards specifying the
format of an electronic document usually include the maximal number of data segments and
elements that could possibly be used. In a concrete business context only some of these
segments and elements will be required. Thus, if a company wants to tell their suppliers what
data they expect to be sent in a specific electronic document, it can publish a Mapping
Document specifying which segments are required and which elements these segments
have to contain. Furthermore, the receiver will probably specify how the data provided by
their suppliers will be used and which values are allowed for specific parameters.®’

While this approach works, it means that setting up EDI communication between companies
is relatively complicated and time consuming. This is because selecting the most appropriate
elements from the large number of similar elements has proven to be very difficult which in
turn has led to the use of different data elements for essentially the same business
requirement. This has led to overly complex and incompatible data structures. EPCglobal
standards are aware of these problems and is trying to avoid them in the use of RFID.

As common standards for Electronic Data Interchange are available today, a very important
foundation for the interchange of electronic documents has been laid. Nevertheless, there
are still a lot of problems remaining. One problem certainly is that there are still too many
competing EDI standards. The UN/EDIFACT standard containing different sector specific
subsets is the most widespread EDI standard and very common in Europe. But there are
other standards like ANSI ASC X12, which are mainly used in the USA. To enable the
interoperability between companies using different EDI standards, converters can be used.
However, these converters can be quite expensive.

Although Electronic Data Interchange seems to be a straight forward approach and quite
easy to understand, there are a lot of details that make EDI a really complicated topic. It is
beyond the scope of this paper to provide all the background information needed to fully
understand how EDI is currently used today. At this point only a brief overview can be given.
What has to be kept in mind is that the software landscape of companies of different sizes is
quite inhomogeneous leading to very different needs in respect to data interchange and data
integration. Thus, EDI can be seen as a summarizing term for a lot of different data
interchange solutions. EDI solutions can be classified as described in Table 7.

8 Cp. edipipeline (2007).
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Criteria Description
Communication | EDI messages are traditionally sent over a Value Added Network
infrastructure (VAN). VAN are privately run networks including services like data

security services. Today, the use of the Internet is a cheap

alternative especially for companies planning a new EDI adoption.®

Underlying EDI Usually traditional EDI standards like EDIFACT are distinguished
standard from XML-EDI standards. While many large supply chains,
especially in the automotive sector, are using traditional standards,
XML standards are more and more evolving, offering new
opportunities and being supported by cheap or free converters.*

Level of Probably the most important distinction has to be made in respect
integration/ to the way, in which the information, that is passed, is integrated
automation and processed. On the one hand, e.g. in the automotive sector,

there are fully integrated EDI solutions where business information
is automatically send from one party to another and immediately
integrated into the business information systems of the receiving
party. On the other hand there are also solutions where one party
provides Web Interfaces which can be used by other parties to
manually enter data that is immediately included into the business
applications of the interface provider. Whether this second way
which is often referred to as Web-EDI meets the definition of EDI is
a question that will not be discussed here.

Table 7: Classification of EDI solutions

There might be a number of other criteria, but these are the most important in this context. It
should be mentioned that if XML-EDI is introduced, usually the Internet is used to
communicate the data.®® The main focus on EDI in this document is supply chains with
stable, continuous business relations, usually between larger companies. In these scenarios
it is most likely that EDI is used to automate processes like the goods-inbound process and
in this context EDI is also an enabler for new supply chain concepts like just-in-time ordering
and delivery.

4.3 Comparison of EDI and EPC/RFID

In this section EDI and EPC/RFID are compared in two different contexts. Firstly, the
diffusion of EDI and EPC/RFID is compared in brief, meaning that it is analyzed how these
technologies become more and more widespread. Secondly, it is analyzed in which way EDI
adoption projects resemble EPC/RFID adoption projects.

4.3.1 Comparison of the diffusion of EDI and EPC/RF ID

When comparing the diffusion of EDI and EPC/RFID, it is quite interesting to look at the cost
structure of adoption projects in relation to the amount of information that will be processed
after the introduction. The following figure (Figure 10) is just illustrative. It highlights the fact
that, due to the acquisition of tags, the costs in an EPC/RFID adoption project usually
increase significantly if a larger number of objects have to be tagged. In an EDI adoption
project, however, the rise in project costs generated by a larger number of electronic
documents is usually insignificant.” The differences in the cost structures are due to the fact
that in the EDI context only additional data storage capacity is needed if the number of
electronic documents increases, while in the EPC/RFID context, additional objects imply

8 Also compare Westarp et al. (1999), p. 25.

8 Foranin depth comparison of traditional EDI and XML-EDI compare Buxmann et al. (2005).

0 Cp. Buxmann et al. (2005), p. 414.

91 Although, in cases where a Value Added Network is used, the EDI user sometimes has to pay depending on
the number of EDI messages sent over the Network.
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additional hardware (tag) costs. Furthermore, in the scope of an RFID adoption there might
be large variable costs depending on tags being reused or not.

Figure 10: lllustration of project costs for EDI and EPC/RFID adoptions

How significant the costs for tags and readers can be, is shown by the following table (Table
8) that depicts an estimation for the project cost a manufacturer shipping 50 million cases a
year might face. This illustrates why even large companies might be reluctant to tag a large
number of their products on item-level. This also explains why companies who consider
adopting EPC/RFID are looking for a clear business case and are determining exactly which
product groups should be considered and which ones should not.

Cost factor Exemplary costs (mean valug) ~ SNare on project

costs
Tags and readers $7.5 million 41.7 percent
System integration $4 million 22.2 percent
Changes to existing $4 million 22.2 percent
supply chain applications
Storage and analytics of .
the large volumes of data $2.5 million 13.9 percent
Total $18 million 100 percent

Table 8: Exemplary project costs for an EPC/RFID adoption®

The first EDI adopters were mainly large companies, interchanging a lot of information with
their suppliers who were mandated to adopt EDI. Particularly in the automotive sector the
use of EDI is widespread today. Looking at the costs and benefits depending on the number
of documents interchanged, this is not surprising. Nevertheless EDI is mainly used by large
companies in well defined supply chains and smaller companies still seem to be reluctant to
adopt EDI, although new XML-based standards promise new opportunities especially for
small and mid-sized companies without sophisticated IT infrastructures.®

92 Source: Based on Asif, Mandviwalla (2005), p. 26.
5 Cp. Buxmann et al. (2005), p. 413.
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In regard to the adoption of EPC/RFID the diffusion process seems to be a bit more
complicated. The advantages of large companies, which provide or receive a large number
of goods, depend on the way that EPC/RFID is used and which products are tagged.
Especially the question of how many items have to be tagged and how valuable these items
are is quite important. Nevertheless, the diffusion of EPC/RFID in inter-organizational
scenarios very much resembles the diffusion of EDI. Large organizations like Wal-Mart and
the US Department of Defense mandate the use of RFID tags and many smaller suppliers
follow because they are urged by the large supply chain partners. At least in respect to
adoption projects within a supply chain, larger companies seem to have fewer problems in
justifying the expenses than smaller companies. Furthermore, large companies have got
better opportunities to test the RFID technology. Setting up RFID test centers and pilot
projects in selected application areas does not require a significant share off their total
investments.

The fact that the diffusion of EDI as well as the diffusion of the RFID technology was initially
driven by large vendors forcing their suppliers to join is quite remarkable because it raises
the question if traditional diffusion models are still valid. The diffusion of technologies which
are enablers for the integration of supply chains seems to be quite special. In [Asif,
Mandviwalla (2005)] the following is stated:

“Is it possible to mandate and control the introduction of new technologies? Wal-Mart and the
DoD with their mandates required suppliers to adopt a new technology. Such an approach, if
successful, may throw into question the traditional adoption and diffusion models which are
premised on an assumption that technology users enjoy freedom of choice. The historical
parallel is the experience of the automotive industry with EDI adoption. Can the insights from
EDI adoption and all the missteps assist researchers and practitioners with RFID
implementation?***

Today, it is difficult to foresee the diffusion process for EPC/RFID because the technology is
still evolving. Some remaining problems have to be resolved until the main adoption process
is likely to start. The potential of the technology is enormous but as it can be seen from the
EDI diffusion process this does not necessarily mean that the diffusion process takes a short
time. Nevertheless, there are a lot of early adopters, not only in the retail sector, but in a
broad range of sectors and scenarios, from whose experiences one can learn.” A rough
indication for the current speed of diffusion can be derived from the number of RFID case
studies. Figure 11 shows that recently the number of RFID case studies did not increase
significantly. However, this is only an indication of the quantity and not the quality of new
RFID adoption projects. Recently, there have been some adoption projects where RFID has
been used in a quite sophisticated way and as stated above, the diffusion process certainly
will heavily depend on the evolution of standards and the reliability of the RFID technology.

% Asif, Mandviwalla (2005), p. 412.
% Probably the largest set of case studies can be found at IDTechEx (2007).
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Figure 11: Number of case studies in the RFID knowledge base®

4.3.2 Comparison of the introduction process of EDI and EPC/RFID

The EPCglobal Network is a large step towards standardization of EPC data interchange, but
it will still be the task of the supply chain partners to define what data shall be interchanged.
Definition of the data that will be interchanged was and is already a main issue in respect to
EDI adoptions. Thus, it seems to be likely that this will also become an issue in respect to the
EPC adoption. Another important aspect that can be learned from EDI as well as barcode
introductions in the past is that in supply chain scenarios the willingness to openly share
informath;n between supply chain partners is a crucial prerequisite that can not be taken for
granted.

Other similarities between EDI and EPC data interchange are:

Both are enablers that can help to avoid media discontinuities.

EDI as well as the use of EPCs for item-level tagging both enable the automation of
processes. Thus, both technologies might also lead to resentments because, amongst
other aspects, downsizing might be a consequence of the automation.

Both technologies are usually introduced in a stepwise approach. Thus, scalability and
flexibility of the evolving solutions is quite important.

Both heavily rely on data networks (no matter if adopted only within the company or used
for interchange with other companies). In cross-company applications there are two
alternatives: The use of a VAN (Value Added Network) or the Internet. Both require an
extensive analysis of a large part of the companies IT infrastructure and data flows.
EDI as well as EPC/RFID adoptions usually affect a lot of departments (not only IT).
Thus, in both cases one major problem in respect to project management lies in the
interdisciplinary approach and in the intermediation between different interests.

Even the diffusion process for both technologies shows some similarities as has been
discussed in section 4.3.1.

As there are a lot of similarities, there are also some opportunities to benefit from the
experiences gained in former EDI adoptions. One opportunity is the possibility to use
knowledge that has already been gathered and published in the context of EDI adoptions.
For example, a description of the EDI introduction process can be found at [GXS (2007)] and
in [EMMELHAINZ (1993), Pp. 131 — 141]. If one compares these guidelines with guidelines
created for EPC/RFID adoption projects, the similarities are striking, especially in regard to
the change management tasks necessitated by the technology adoption. Another opportunity
one should take into account is to include an EDI/EAI expert into EPC/RFID project teams in
certain scenarios. If EDI and RFID experts work together, this might lead to synergy effects,

% source: Ibid.
" Cp. gci, IBM (2005), p. 13.
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to knowledge interchange and to more ambitious projects and more valuable results. This
also raises questions regarding the role standardization organizations play and could play in
regard to joint efforts.

In the context of the standardization efforts for EDI and EPC/RFID especially GS1 has got a
very interesting role. GS1 is on the one hand responsible for the EANCOM standard, a
subset of EDIFACT. On the other hand GS1 is also involved in the standardization process
for the EPC and RFID. In general, one can get the impression that both topics are treated
separately by GS1. Nevertheless, there is in fact some interrelated work. For example, GS1
Germany recently published an EDI application proposal for the transmission of EPCs. This
proposal defines the way that SSCCs and SGTINs can be included into dispatch advices.*®
Already in 2006, GS1 Germany presented a document, specifying the integration of SSCCs
and SGTINs into two different EANCOM message types (dispatch advice (DESADV) and
inventory report (INVRPT)). This description was initially intended as an interim solution for
pilot projects,®® but recently the solution for the transmission of EPC data through dispatch
advises became an application proposal. This circumstance exemplifies, that there is still
work to be done to clarify the relationship between EDI and item-level data exchange. This
will be discussed in the following section.

4.3.3 Relationship between item-level data usage an d EDI

Clearly there are some open questions in regard to the relationship between the interchange
of item-level data and the exchange of electronic documents: How do EPC/RFID adoptions
affect the existing EDI infrastructure? Does the existing EDI infrastructure need to be
adjusted in certain scenarios or can EPC data be exchanged without changing the
interchange of electronic business documents? Is it necessary to redo the work that has
been done during former EDI adoptions (specification of documents that are interchanged,
etc.)?

Another important question in this context is if it is advisable for companies who do not use
EDI already, but are sure that they want to tag items, to combine an EPC/RFID adoption
project with an EDI adoption project. Most of these questions can not be answered in the
scope of this paper but are part of the ongoing standardization process. Furthermore, the
answers to these questions also depend on the specific situation in a supply chain on the
business processes that will be supported by the use of RFID and on the degree of
integration into existing business information systems that is required in this context.*®

EPC/RFID should be seen as part of a suite of technologies, including barcodes, global data
synchronization and EDI, adoption of which must progress together to deliver efficient supply
chain processes.

That some open questions remain can also be seen from the following two quotations:
“Overall, RFID is still financially, technically and operationally infeasible for many
businesses, especially those whose supply chain, manufacturing, and logistics processes are
not rationalized and standardized."***

“It should be noted that some companies are exploring ways of realizing supply chain
benefits without the use of EPC, through data synchronization and other collaborative
process changes involving the retailer (e.g., Serial Shipment Container Code [SSCC],
Advanced Shipment Notification [ASN] or Dispatch Advice [DESADV], and Evaluated
Receipts Settlement [ERS] or Receipt Advice [RECADV])."**

% Cp. Kuhimann (2007).
% cp. Kuhlmann (2006).
100 ¢, JJ Associates (2007), p. 31.
101 Asif, Mandviwalla (2005), p. 408.
102 4ei, IBM (2005), p. 11.
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To give an impression of the remaining challenges, one example will be described in more
detail in section 5.3, namely the automation of the goods delivery process between two
different companies.

As standardization is continuing, it will be interesting to see how the EPCglobal
standardization efforts and EDI standardization will play together. There are already some
calls for an integrated approach where RFID and EPC are considered in the context of EDI
standardization:

“In the future, as an example over the next five years, | expect RosettaNet to be the de facto
standard, not only for high tech, but some of the related industries to high tech. | also see
RosettaNet being leveraged with other standards such as RFID and EPC so that you can not
only get information on the 'what' and the 'where,' but also the 'how."”*%

4.4 Conclusion

One important conclusion that can be drawn at this point is that in some cases Electronic
Data Interchange is a prerequisite if EPC/RFID is to be used for process improvements and
process innovations. For example, the EPCglobal Network gives a goods receiver the
possibility to query information about goods that arrived at his location. Thus, it can be used
to “pull” information from the information systems of the supplier. EDI is fundamentally a
“push” service. Although the EPCglobal Network through the use of “standing queries” can
provide a push service nevertheless the exchanging information such as Advanced Shipping
Notices is probably better handled, in the short to medium term, by existing EDI since this
avoids business process changes.

There are certainly cases, where the use of the EPCglobal Network is not necessary,
because the existing EDI infrastructure can be enhanced and EPCs can be easily included
into electronic documents. As mentioned above, GS1 Germany has proposed a solution for
EANCOM standard defining how SSCCs and SGTINs can be included into dispatch
advices.'® The EPCglobal Network is not intended to be used as a competing but as a
complementary standard to EDI. It will enable additional functionality such as the possibility
to track and trace products throughout the whole supply chain. However, with the availability
of the EPCglobal Network, in future it might also be possible to avoid the inclusion of EPCs
into electronic documents.®

Being able to combine knowledge about EPC/RFID as well as EDI might be a key advantage
for a solution provider. Introducing EPC/RFID and at the same time adjusting the business
document interchange requires an extensive knowledge of organizational, technical and
standard-related aspects. This will be an important prerequisite for the successful adoption of
EPCs in many scenarios. In this context it would be most valuable if standardization
organizations would give advice in regard to the combined use of EDI and EPC/RFID. As the
EPC/RFID standards are still evolving, this is to be expected for the near future.

At the beginning of this chapter three questions were presented. These questions can be
answered as follows:

1. Is the diffusion process of EPC/RFID and EDI sim ilar?

The diffusion processes have indeed got some striking similarities. Large companies have
enforced the use of Electronic Data Interchange and the same is happening with RFID.

103 Quotation from Manish Modi, Oracle Vice President, Manufacturing and PLM Development, taken from
RosettaNet (2007).

104 cp. Kuhlmann (2007).

105 cp. section 5.3.
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Furthermore, the diffusion of both technologies heavily depends on the availability of the
appropriate standards. Thus, the diffusion process of EPC/RFID will heavily depend on the
progression of the ongoing standardization efforts.

2. Can we learn from EDI adoptions when introducing EPCs?

We can learn a lot from EDI adoptions, for example how to specify data formats, how
important agreed standards are, how cooperation between supply chain partners works, how
the coordination can be done and much more. Thus, the use of existing knowledge from
former EDI adoptions and the consultation of EDI experts might prove most valuable. In
addition, former EDI adoptions can reveal, which problems have to be expected when
adopting a technology in supply chain wide scenarios.'®®

3. How do EPC/RFID and EDI play together?

On the one hand EDI and the EPCglobal Network can be seen as concurring standards
because in theory the use of some important parts of the EPCglobal Architecture (like the
EPCIS) could be avoided by adjusting electronic documents. However, this is not the way
EPCglobal expected the EPC to be used and it does not seem to be future proof to integrate
item-level data in this way. Instead, the EPCglobal Network provides a flexible and scalable
way to query item-level data and thus seems to be a good choice if item-level data has to be
retrieved from databases of other companies, especially where this is done on an exception
basis. . EDI vice versa is used to “push” data from one company to another one where
complete data is required; for example for orders and invoices.

196 Also compare Niederman et al. (2007), p. 99.
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5 Integration of item-level data into business info rmation
systems

5.1 Introduction

In this chapter, changes regarding business information systems, necessitated by the
adoption of EPC/RFID will be described and discussed.

Table 9 contains a classification schema for different types of projects.’’ This table also
shows which project classes imply which kind of changes. For example, it is stated that
especially process innovation projects and projects aiming at enhanced supply chain visibility
imply changes regarding application systems. This is the starting point for the further
approach in this chapter.

Transponder technology/

-standards bs X bs X
Capturing infrastructure X X X X
Reader device protocol X) X X) X
Middleware X) X X X
Application system changes X X
Interplant integration X) X) X

Table 9: Changes necessitated by in different types of RFID adoption projects'®®

In the following, the two different application types mentioned above, namely supply chain
visibility applications as well as process innovation and automation applications, will be
discussed. The main focus will be on cross-company scenarios. Thus, the interrelation
between item-level data exchange and EDI will be highlighted again.

5.2 Supply chain visibility applications

Especially enabled by the EPCglobal standards, the visibility of goods flowing through supply
chains can be expected to increase massively in the next years. Some questions that can be
answered in this context are, for example: What data about a specific item can be retrieved
from the business applications of the supply chain partners? Where has a specific item been
at what point of time? What has happened to the goods in a specific batch? Figure 12
provides a rough overview over the general context.

97 Eor some more sophisticated classification schemas refer to section 3.2.

198 Source: Following Thiesse, Gross (2006), p. 185 (translated from German).
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Date, time, location, business context

Figure 12: Overview: Supply chain visibility applications

The higher levels of the EPCglobal architecture (the ONS and the Discovery Service)
concentrate especially on supply chain visibility scenarios. Traditional examples of the
benefits of supply chain visibility are the elimination of the bullwhip effect, and reduction of
lead times and inventories etc.. These examples can be supported by data warehousing and
analytical processing and thus, the availability of item-level data can be most valuable in this
context.’® In addition, some totally new supply chain wide ‘track-and-trace’ applications like
anti-counterfeiting, identification of recalled products etc. have also been recognized as
being enabled by the EPCglobal Network.**°

In Table 9 it was stated that RFID adoption projects aiming at supply chain visibility require
that application systems are changed. However, although new application systems like EPC
Information Services are required, it is arguable whether existing application systems have to
be changed if new supply chain visibility applications are introduced. This certainly depends
on the business value that can be obtained through the use of a track-and-trace solution.

Generally speaking, there are three alternatives:

1. A connection between an RFID application (meaning a system using and processing
item-level data) and the ERP system is established, business data is retrieved from the
ERP system and transactions in the ERP system are triggered by EAI applications.

2. Business data is retrieved from the ERP system but functions in the ERP system are not
triggered. The process logic is held outside the ERP system.

3. ltem-level data is managed completely outside the existing business applications. The
ERP system is left untouched.

Figure 13 shows in a simplified scenario with only two supply chain participants how the
relationship between EPCglobal Architecture components, an RFID track-and-trace
application, and the existing Backend systems could look like. This figure is just an
illustration. Some aspects could differ from case to case. For example, instead of using
discovery services a direct connection to the EPCISes could be established or only one
EPCIS could be used for all partners. Besides, instead of using a centralized RFID
application, a number of decentralized applications could be connected. However, the main
focus here lies on data and process integration illustrated by the dashed lines. Again, there
are various possibilities how integration can be done in this context. An interesting question
in this context is, whether a separate integration infrastructure is used or not. An example for
such an integration infrastructure will be given in section 5.5.

109

110 Cp. Niederman et al. (2007), pp. 99 f..

For a list of ‘track-and-trace’ activities compare gci, IBM (2005), p. 11.
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Figure 13: Integration of EPCglobal Architecture components and backend systems

Whether full integration between item-level information systems and backend applications
like ERP systems is required, depends on the question, whether transactions in the backend
system have to be triggered. For example, if the EPCglobal Network is used to identify the
location of products which have to be recalled (product recall scenario) it could be desirable
to automatically trigger functions in business warehouse systems. At the moment, scenarios
for the usage of item-level information are still evolving. The identified ‘track-and-trace’
application fields like anti-counterfeiting and product-recall are surveyed and piloted in a
number of projects, but automation of subsequent processes seems to be out of scope at the
moment.

Companies like SAP are currently working on preconfigured anti-counterfeiting solutions.
These solutions might provide a means to easily integrate anti-counterfeiting solutions into
backend systems, but it is too early to be definite about that.

Nonetheless, at least an idea of how backend systems and track-and-trace solutions might
be interrelated will be given here: In a manufacturing process the knowledge about which
products will be produced usually only available in Manufacturing Execution Systems (MES).
The information about the data that has to be written on a specific tag, on the other hand, is
usually only available in the track-and-trace application. Both, the information about the
product that needs to be tagged and the information about the data that has to be written on
the tag, is required.*!

The connection of RFID/EPC applications with ERP systems for the automation and
alteration of existing standard business processes, in contrast, is definitely in scope as
various examples in the retail sector and in other sectors show. Where and how RFID/EPC
applications and ERP systems are integrated will be discussed in the following section.

5.3 Process innovation / Automation of business pro cesses

In the following, the use of EPC/RFID will be discussed for a cross-company application area
which is typical for a lot of companies dealing with physical goods. Figure 14 provides an
overview over the general context.

1L A description of how, for example, the SAP All can be extended (with the help of the XI) to include the

information contained in production order messages can be found in SAP (2007f), p. 5.
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Figure 14: Overview: Process innovation/automation applications

In the scenario shown in Figure 14, EPC/RFID is used to automate business processes like
the goods receiving process. The focus is not on pure information retrieval but on automated
information processing. This enables a range of process improvements as the reduction of
the need of human intervention which will in turn lead to faster and more accurate process
handling. However, automation comes at the price of having less tolerance and flexibility in
the way information is interchanged and processed. In particular, process steps that have
been executed and documented in an informal way before may have to be specified exactly
by formal rules if automation is desired. *? Practically, this results in an effort to identify and
specify all parameters and functions at the interface level. Furthermore, there have to be
legal agreements about the data content as well as the data format and the exact
specification of the data interchanged. These are exactly the same issues that arise when
EDI is adopted and thus it is not surprising that in the following the interrelation between EDI
and item-level data interchange will be discussed again, this time on a more concrete level.

To provide an example for the automation of business processes, the inclusion of EPCs and
the use of RFID in goods-inbound and —outbound processes will be discussed in more detail
in the following. The automation of other business processes like the ordering process is also
imaginable, but goods-inbound and —outbound processes are the most prominent examples
for business processes that can be automated by the use of EPC/RFID and hence are widely
supported.

The reduction of manual labor in the goods-inbound process is a major issue, especially for
large retailers. Automation of business process steps in goods-inbound leads to faster and
more accurate handling of the incoming goods and can also help to detect shipping and
receiving errors. *** Additionally, the automation of goods-inbound processes is also a
prerequisite for the continuous automation of following business process steps. However, an
important prerequisite for the automation of the goods-inbound process of the receiving party
is, of course, the cooperation of the sending party. In this section this is taken for granted, but
it has to be kept in mind that the balance between different interests of supply chain
participants is one of the most challenging issues in regard to inter-organizational data
exchange.

Figure 15 shows the procedures for the inbound and outbound processes when goods are
tagged on item level. This figure is an example for the use of SAP’s Auto-ID
Infrastructure (All), but the procedure depictured can be generalized.

12 e Niederman et al. (2007), p. 98.
13 cp. gcei, IBM (2003), p. 29.
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Figure 15: “Goods inbound and outbound in the SAP Auto-ID Infrastructure™**

The goods-inbound and -outbound scenario has also been described by the UCC in 2004 in
more detailed process steps:

=

A Buyer sends a Purchase Order to a Supplier.

2.  The supplier begins to pick the order. As the order is picked, the supplier
maintains a record of which products are picked and placed into a particular
carton or pallet. GTINs® (Global Trade Item Numbers®) identifying the picked
products and the quantity of each is information that would be collected during the
picking process.

3. When the carton is closed, the supplier assigns an SSCC to that carton/pallet.
The SSCC is cross-referenced in the database of the supplier with the contents of
that particular carton/pallet.

4.  The SSCC (or license plate) is encoded in a UCC/EAN-128 bar code on the
shipping label and placed on the carton/pallet.

5.  The supplier creates and transmits an electronic message known as the
Advanced Ship Notice (the ASN or 856) to the buyer or receiving party. The ASN
contains all the information concerning the order and each carton/pallet within the
order that the buyer needs to know (quantity of GTINs, P.O. #, etc.) It is the
responsibility of the supplier to ensure that the buyer receives the electronic
transmission prior to the physical receipt of the product.

6.  The buyer receives and processes the ASN and stores the information in their
system.

7.  The buyer, upon receipt of the electronic message (ASN) containing the serial
number, can choose to use the information to schedule appointments for carriers
to deliver the products and to schedule labor and equipment needed to unload
and process the shipments.

8.  The shipment is delivered to the receiving location.

14 Source: Following Thiesse, Gross (2006), p. 184 (translated from German).
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9.  The receiver scans the SSCC located on the carton/pallet.

10. The receiver’s application retrieves the information that relates to the SSCC that
was just scanned.

11. Using the SSCC as the search key, the system finds all the details for that
carton/pallet.

12. The receiver is now able to process the carton/pallet without having to open the
carton and manually account for the contents. It should be noted that this
assumes that sufficient audits of prior shipments have been conducted to ensure
the accuracy of the shipper. This process can account for significant cost savings
while reducing the time to get the product to the destination (a specific
department, reseller, customer, etc.)

13. The carton/pallet may now move directly to location in the receiving/distribution
facility to be stocked for future orders, or cross-docked for shipment to a

distribution center or customer.
2115

When this approach was presented, the standards for the EPC had not yet been defined.
Thus, product instances could only be tagged with GTINSs, describing the manufacturer and
the product type, but not identifying the single item on instance level. Today, it is possible to
tag items with a SGTIN and thus to uniquely identify single items. Furthermore, the
improvements of the RFID technology in the last years offer the possibility to replace
barcodes with RFID tags.

The availability of the EPC standards and the RFID technology enable some improvements
in the goods-inbound process described above. The main advantage of the use of RFID tags
is that the incoming goods can be recognized automatically without the need of manual
scanning. This advantage can already be gained if only pallets are tagged with RFID tags.
One main advantage arising from the tagging of items on instance level is the possibility to
automate the check of completeness (cp. step 12 in the description above). Today, in many
companies the completeness of a delivery is only checked by drawing samples if at all. Very
often the costs arising from a manual control are not feasible. Thus, the Electronic Product
Code is an enabler for a business process step that was not practicable until now. The ability
to check the completeness of a delivery without having to open the packaging is certainly an
advantage for many companies. However, this does not come without costs and problems as
will be discussed later.

To gain these and other advantages, several changes in the process described above are
necessary. First of all, the supplier has to tag the carton/pallet and the single items
contained. Therefore, RFID tags carrying an EPC are used. As stated in section 2.3.3
SSCCs as well as SGTINs can be coded into EPCs. Thus, the only aspect that has to be
changed, when recording the products that were picked, is that not just GTINs and quantities
are recorded, but instead for every single product instance a SGTIN is stored. The cross-
reference between the SSCC and the contents of the carton/pallet is now done by
associating the SSCC and the SGTINs of the contained items. Thus, the suppliers database
has to be adjusted or replaced e.g. by the introduction of an EPCIS. Another change induced
by the tagging on instance level is the necessity to submit the item-level data to the receiver
of the delivery. This is a quite interesting aspect that will be discussed in more detail below.

The receiver on the other hand also has to implement some changes. Of course, there are a
lot of technical changes arising from the necessity to read the RFID tags of the shipping
containers and of the items contained. The data has to be read, filtered, aggregated and
transferred into business logic. Furthermore, before the goods arrive, the receiver has to
retrieve and store the SSCCs and SGTINs of the expected delivery. The way the data is
retrieved depends of course on the way that the data is provided by the supplier. This will be

15 Uniform Code Council (2004), pp. 3 f..
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discussed later. Last but not least, the supplier has to introduce an application that compares
the incoming deliveries with the deliveries expected on item level. In this context, rules have
to be defined, specifying what happens if a delivery is complete and what happens if it is not.

If the delivery is incomplete it is likely that, following the principle of management by
exception, a human operator is informed. If all expected goods have arrived and have been
recognized, the delivery can be booked. This booking step is also displayed in Figure 15 on
page 55. The booking of the delivery is a task that has to be done in the ERP system of the
receiver. Thus, the application responsible for the handling of the completeness check (in
Figure 15 this would be the SAP All*'®) has to communicate the information to the ERP
system. In Figure 15 this is done via the SAP Exchange Infrastructure (XI)'*’. If the delivery
booking in the ERP is automated this way, following business process steps like financial
reconciliation can also be automated, thus leading to largely automated business processes
involving different companies.

The process steps described above seem to be straight forward, but there are some points
that have to be considered. First of all, there are a lot of technical problems, leading to a
recognition rate for item level data of less then 100 percent. Thus, a fully automated and
totally reliable completeness check is difficult to implement. Furthermore, the recognition of a
certain EPC at the goods-inbound does not necessarily mean that the associated product
instance has been delivered. Wrong deliveries and fraud can not entirely be excluded this
way. Nevertheless, compared to the current handling of completeness checks in many
companies, the use of the RFID technology still enables large improvements.

Above, a quite interesting aspect in the context of goods-inbound automation has been
mentioned, namely the question how the item-level information, especially SGTINs, can be
passed from the supplier to the receiver. This question leads back to the relationship
between EDI and the EPCglobal Network and the questions discussed in section 4.4.

The first possibility to interchange item-level data in the goods-inbound scenario described
above is to include the SSCCs of the shipping containers as well as the SGTINs of the single
items directly into the Advanced Shipping Notice sent from the supplier to the receiver (cp.
Figure 16). This solution requires that the existing electronic document interchange has to be
adjusted. As this may affect existing contracts which have been signed in the context of
former EDI adoption projects, these contracts might have to be adjusted as well. In this case,
the EPC adoption project requires a parallel EDI adjustment project and this might increase
the coordination effort. As the SGTINs have to be included into electronic documents, they
also have to be passed to the ERP system, or alternatively, EDI sending functionality has to
be added to the EPC integration infrastructure. As the direct integration of item level data is
not advisable in general, the second way is usually chosen. One example for a solution
where item level data is kept outside the ERP system is the SAP All.**®

116

i For a description of the All compare SAP (2007a).

For a description of this component compare SAP (2007b). Also compare the description in Thiesse, Gross
2006), p. 184.

glg The way how the All avoids the integration of item-level data into the ERP system is described in more detail
in section 5.5.
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Figure 16: Goods-inbound automation — Scenario 1

A second possibility is to include the SSCCs of the shipping containers into the Advanced
Shipping Notice but to provide the SGTINs through an EPCIS (cp. Figure 17). Especially if
SSCCs are already included in ASNs at present, this might be the way of choice. On the
other hand, this approach requires a reliable, high-performing and secure EPCIS at the
supplier’s site. Again, questions like - To what extent is the supplier responsible for the full-
time availability of the EPCIS and what are the consequences if data is not available for a
certain amount of time? — have to be clarified. At present it seems to be unlikely that supply
chains with established EDI solutions and large amounts of data will rapidly change their
existing infrastructure. However, for small, flexible and innovative companies, the use of the
EPCglobal network together with web-services and XML-based technologies is certainly an
interesting option.
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Figure 17: Goods-inbound automation — Scenario 2

In a third, quite futuristic usage scenario, the exchange of delivery notifications does not have
to be adjusted at all. Instead, the link between a delivery number and the EPCs of the tagged
items is only stored by the supplier. Every time a tagged shipping container arrives at the
receiver’'s gate, the receiving company enquires to which delivery this container belongs. The
company then decreases the number of outstanding items for this delivery until all items
have arrived and the delivery can be booked (cp. Figure 18).

Nevertheless, there are also some disadvantages coming with this approach. One possible
disadvantage is that the counting of the received goods might be very complicated.
Furthermore, a large number of queries to the EPCIS of the sending party would be
necessary. This would also mean that the customer would be quite dependent on the
infrastructure of the supplier and on the (internet-) connection to this infrastructure. Finally,
even in this scenario contracts and specifications about how a query should look like, what
the response time would have to be, etc. would be required. The coordination effort might be
even higher than for an EDI adoption. In addition, this scenario requires that all incoming
shipping containers are tagged. Furthermore, it would necessitate a lot of adjustments to the
current business process. Thus a convergent approach to this scenario is out of scope at the
moment. Nevertheless, there are of course a lot of benefits like increased flexibility, the
enabling of just-in-time delivery concepts and as a consequence lower inventories and faster
process handling. Another main advantage of this approach could be that it would be
possible to totally abstract from the different business information systems used in the supply
chain.
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Figure 18: Goods-inbound automation — Scenario 3

A possible alternative could be to write the delivery number directly on the tag, together with
the EPC-number. This would help to overcome some of the disadvantages mentioned above,
but on the same time would lead to new problems. For example, the tags would certainly be
more expensive. To prevent data fraud, encryption of the data on the tags would be
necessary, again leading to more expensive tags and the necessity to manage the security
keys.™® The additional data would have to be decrypted and read by the receiving company,
leading to longer read times. Furthermore, inconsistencies between the data written on the
tag and data in backend systems might be possible.'?*® Amongst others, these might be the
reasons, why EPCglobal proposed a framework, building on tags that usually only contain an
EPC number, serving as a reference. Thus, writing delivery numbers on tag memory might
be a risky alternative, as this might lead away from the global standards evolving and might
lead to a lock-in into solutions that do not support data interchange via the EPCglobal
network.

5.4 Technologies for implementing and integrating R FID
applications

A general overview about the integration of RFID systems into existing software
environments (in German language) is given in [THIESSE (2005)]. An overview figure taken
from this paper is displayed in Figure 19. The figure depictures a general logical RFID
architecture as well as a variety of software technologies that can be used for the
implementation of the components and interfaces of this technology.

19 cp. FuRler (2006), p. 6.
120 cp. Strassner (2005), p. 103.
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Figure 19: Technologies for implementation and integration of RFID systems'*

As can be seen from Figure 19 there are a lot of different interfaces that can be used to
connect applications to backend systems and this list is not even complete. However, there
is one important aspect that has to be kept in mind in the context of application integration.
The connection of additional applications to legacy systems leads to even stronger
dependence on existing applications, because in case of a migration to newer systems, the
added connections have to be specified again. This is one of the reasons, why some
software vendors are pressing on the replacement of old versions of Business Information
Systems. Readiness to change is an important requirement for the deployment of state-of-
the-art applications.

After in this section a general overview about integration software technologies has been
presented, in the following section the integration of backend systems and EPC/RFID will be
exemplified by describing an existing integration solution.

5.5 Exemplary integration tool: SAP All/XI

It has already been mentioned in this paper, that there are tools that can facilitate the
integration of item-level data into new and existing business processes. In this section, one
integration tool will be described in detail, namely the SAP All in combination with the XI.*??
To illustrate the role and function of the All and the XI respectively, the automation of goods-
inbound and —outbound processes will be used as an example once again, this time
describing SAP’s solution.

5.5.1 General Overview:

The Auto-ID Infrastructure (All) as well as the Exchange Infrastructure (XI) are both
components of the SAP NetWeaver platform. The All can be deployed to integrate sensing

121 Eollowing Thiesse (2005), p. 110, (translated from German).

122 Eor a list of other vendors cp. Shutzberg (2004), pp. 39 f. and also Niemann (2004).
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devises like Barcode readers, RFID readers and embedded systems. The Xl on the other
hand is an Enterprise Application Integration solution. It can be used for a process-centric
integration of different business information systems.*?* Figure 20 depictures the way the All
and the Xl are used together.

ERP, R3 etc.

Device Controller Device Controller

? ?

Figure 20: Relationship between the All, the XI and backend systems***

5.5.2 The SAP NetWeaver platform

The SAP NetWeaver is intended as an answer to today’s challenges in information
technology as well as in business management. In many companies, business processes
and the IT-infrastructure these processes rely on have to be changed at the same time.
Furthermore, the frequency of changes is rapidly increasing. Thus, companies need very
flexible IT-solutions that are able to support fast and seamless business transitions.'®® In this
context, the SAP NetWeaver is supporting different application areas like data unification,
process integration and business information management.** The XI can be used in the
context of process integration. It is beyond the scope of this document to be more specific
about the NetWeaver platform but it is important to keep in mind that many of the recent
changes in IT are interrelated and have to be regarded together.

5.5.3 The SAP Auto-ID Infrastructure (All)

The All is SAP’s solution for handling item level data. In respect to the device level the All
provides the possibility to integrate devices like RFID readers. Usually, readers are not
connected directly to the All, but controllers are set on top of the readers. The device
controllers are then connected to the All. The All is capable to manage the device controllers
and to filter and process the item-level data it receives from the device controllers.

In addition to the item-level data filtering and processing capability, the All can also interact
with backend systems. This interaction functionality is provided via the Exchange
infrastructure.

123 cp. SAP (2007c).

124 Source: Based on SAP (2007d), p. 5.
125 Cp. SAP (20064).

126 cp. ibid.
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Basically, the All provides middleware functionality, as well as a data repository and
additional functionality, enabling RFID usage scenarios. The All can be configured by
specifying rules and conditions.*?’

5.5.4 The SAP Exchange Infrastructure (XI)

In brief, the XI enables the modeling and the software-side support of business-processes
and -scenarios. This involves the definition and realization of self-defined processes as well
as the use of preconfigured content. With the help of the Xl data and functions provided by
different applications can be connected to realize business processes that involve different
business information systems within and also outside the boundaries of a company. To
realize the various integration tasks, XI makes use of XML messages and Web service
standards.*?®

In general, it depends if SAP systems or non-SAP systems shall be integrated, but there are
solutions for both:

“SAP provides a range of adapters with SAP NetWeaver Exchange Infrastructure to integrate
not only existing SAP solutions through IDoc and BAPI interfaces, but also non-SAP systems
through file, messaging, database, or Web service interfaces.”*?°

In the context of goods-inbound and —outbound automation especially IDocs (Intermediate
Documents) play an important role. IDocs can be described as the SAP standard used for
EDI and EAI purposes. More exactly, there are different IDoc types specifying the general
structure of, for example, orders or delivery notices. An IDoc in turn is an instance of an IDoc
type. SAP IDocs can be used to exchange data between internal applications as well as for
data exchange between different companies (in the second case, adapters are likely to be
used).

5.5.5 Use of the All and the Xl for goods-inbound a  nd —outbound automation

A description of how the All and the XI can be used to automate the goods-inbound and -
outbound already exists.** This predefined integration scenario provides an example for how
integration challenges can be solved by using integration tools. As the general way how the
goods-inbound and —outbound can be automated has already been described in section 5.3,
this section will concentrate on describing the way how the open questions mentioned above
can bee addressed by using the All and the XI.**!

Probably the most interesting question in the context of application integration is how data is
routed between different applications. As mentioned above, routing data is the main function
of the XI. In the goods-inbound and —outbound scenario, data is split up into transactional
data and item-level information by the XI. Information that is relevant for transactions is
included into an IDoc and sent to the ERP system where the necessary transactions (e.g. the
creation of an inbound delivery) are executed as soon as the IDoc arrives. The item-level
information, however, is not passed to the ERP system but to the All, where the information

127 cp. SAP (2007d), p. 6.

128 cp. SAP (2007b).

129 SAP (2007h).

120 cn. SAP (2007e).

131 Note that in the following it is assumed that both, the sender as well as the receiver of goods are using an SAP
ERP system, the All and the XI. If this is not the case some aspects will differ (e.g. adapters are needed), but the
principle is the same.
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can be used e.g. to check the completeness of a delivery. Thus, the item-level information is
kept completely outside the ERP system.

Another question risen above is how information about the expected deliveries is transferred
from one company to another. If the All and the XI are used, this is done by enriching an
ASN with the EPCs of the items contained in the delivery. The ASN is created via the Xl by
including information from the supplier's ERP system as well as the All. To be able to include
EPCs (or in general, IDs) into ASNs, the XI provides the ASNElectronicLabelEnrichment
integration process. Basically this is a solution where ASNs are used as a container for
transactional as well as item-level information. Figure 21 and Figure 22 give a rough
overview about the process steps and the role of the Xl and the All in an RFID enabled
goods-inbound and —outbound scenario.**

Figure 21: ,RFID enabled Outbound Processing“'*®

132 £6r an in-detail description of the integration scenario compare SAP (2007e).

133 Source: Roediger (2005).
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Figure 22: ,RFID enabled Inbound Processing****

The main advantage of this solution arises from the possibility to use the Xl as an
intermediary between the ERP and the All. Thus, neither major changes in the All nor
changes in the ERP system are required, but existing interfaces can be used. This does not
mean that the necessary changes can be done by virtually everyone. An adoption project
and probably external consultancy are still required, but, nevertheless, the integration effort
can be reduced significantly as the configuration steps are predefined.**®

This general principle of using the XI as an intermediary between the All and backend
systems is not restricted to goods-inbound and —outbound automation but can be transfused
to other scenarios as well. In fact, further scenarios have already been defined involving, for
example, the generation of pedigree notifications.** In general, the interaction between
different applications can be realized by specifying which messages shall be exchanged. The
messages exchanged between the SAP All and the backend system can be extended or
changed by using Business Add-Ins (BAdIs)."*’ Using the XI is only one possibility to realize
enterprise system integration and enterprise system integration again is only one way to
extend the SAP All.**®

5.5.6 Conclusion

With the help of the All and the XI, the connection of EPC/RFID solutions and backend
systems can be realized by customization. This still requires a level of knowledge that is
usually not available within the IT department of a company. Thus, the involvement of
external consultancy will be a requirement in most cases. Nevertheless, the advantage of a
customizable solution is that once the initial setup is done, it is much easier to alter and
maintain the system. Thus, the adopter can gain in-house competence. As a result the
adopting company will be less depended from external parties than an adopter of software

134 Source: Roediger (2005).

135 Eor an in-detail description of the integration scenario compare SAP (2007e).

1% cp. SAP (2006bh).

137 Cp. SAP (2007e).

138 Cp. SAP (2007f), p. 1, where a matrix, listing different extensions and different methods and tools to realize
these extension, is presented.
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specially written for his purposes. So, the realization of additional EPC/RFID-based
scenarios might be much easier this way.

One aspect that does not only apply to the All/XI solution but also to other EPC/RFID
solutions is that technologies and software design principles are used or enabled that lead
away form traditional centralized software architectures. In the context of EDI/RFID
adoptions, three different transitions might be combined in one project: EDI over Value
Added Networks is replaced by EDI over the Internet, service-oriented environments are
included and item-level data is integrated into existing solutions. Today, Service Oriented
Architectures are more and more supported by Business Software Suppliers, but there is a
gap between existing solutions and newly available solutions. Therefore, the question how
difficult the integration of new applications like RFID systems into the existing business
landscape will be, of course, depends on the existing business landscape. This is why in this
chapter only a general example has been presented.
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6 Final conclusions and outlook

The following conclusions can be drawn from the previous chapters:

Many aspects have to be considered in an EPC/RFID adoption project. A high level of
information and professional help is a prerequisite for a successful adoption.

Standards are very important. The interrelation between different standards has to be
considered. Every organization has to decide autonomously which point of time is the
best to adopt and which approach fits best. To avoid high investments in the wrong
standards, a stepwise approach is advisable, especially for large companies that can
easily afford trials and pilots.

Leveraged approaches are advisable. Middleware and filter layers help to free legacy
systems from unnecessary data load and to specify rules outside the backend systems.
Coordination is a central task if supply-chain wide scenarios shall be realized. Although
there are some hints and guidelines about how coordination can be done successfully, it
is still left to the supply chain partners to identify the different interests and to find
agreements. This has to be done as early as possible in the adoption project.

Today, integration tools are available. These tools facilitate the inclusion of item-level
data into business processes. Nevertheless, a lot of customization and consultancy is still
required.

There are some business processes like “slap-and-ship” or goods-inbound and -
outbound automation that are documented and supported by software vendors. In
contrast, totally new business scenarios like anti-counterfeiting currently require the
adopting parties to find own solutions that fit to their supply-chain. Applications are in
development.

It is important to understand that the EPCglobal Architecture enables a totally new way to
exchange data electronically. Of course, this provides a lot of opportunities, but one has to
keep in mind, that fundamental changes can not be implemented over night. For a lot of
companies many business scenarios are out of scope today, because the required
infrastructure is not installed by now and high investments only for these business scenarios
can not be justified at the moment. However, as more and more companies find reasons to
use RFID to improve their internal processes, RFID infrastructure might be available in many
companies in the future. An interesting question in this respect is if in most organizations
RFID is adopted in a standard compliant way. Only then, the broad use of RFID
infrastructure like the EPCglobal Network in supply-chain-wide scenarios will be likely. Thus,
like for EDI, network effects will be an important factor and research on network effects in the
context of the diffusion of EPC/RFID is quite welcome.

The merger of UCC and EAN to GS1 shows the importance of uniform and global standards.
However, there are still different standardization approaches in respect to RFID. If RFID shall
not face the same problems like EDI, namely a lot of competing standards, it is crucial that a
compliant standardization approach is selected by the major standardization institutions and
especially by the adopting organizations. Thus, coordination on a global level remains a
crucial requirement.

A lot of new standards, technologies and concepts, like RFID, Web-Services and XML-EDI,
have become available recently or are evolving (cp. Figure 23). Many of these technologies
are interrelated (some of the interrelations have been described in this document). It is a
crucial requirement for companies who plan IT changes to take these interrelations into
account and to have a clear technology migration plan. Any work assisting in this task is
certainly most welcome.
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Figure 23: Factors impacting on auto-identification and data interchange

Although new technologies have become available recently, many companies are very
reluctant to change their existing IT-infrastructure. There are certainly very good reasons why
rapid technology changes are out of scope in many cases. Some reasons might be high sunk
costs, fear of disruptions in process handling, difficulties to estimate the Return on
Investment (Rol) etc.. Some remaining problems concern organizational and business
challenges, others concern unsolved technical questions. Much work has been done on both.
Nonetheless, the question, which migration approach is the right one, heavily depends on the
starting point, that is the existing infrastructure, the existing organizational context and the
existing business processes. As these factors are company-specific, this requires the
involvement of professional consultancy. What can be done from a scientific point of view is
to improve the emerging technologies, to give examples for successful migrations and to
inform about common challenges.

In respect to the EPCglobal Network one particularly important task regards the specification
of master data'®® supported by an EPCIS. This is a very difficult task, because, in general,
the information an organization might require depends on the industry, the supply chain and
even the position of the organization in the supply chain. However, if there is no common
specification about the business data that can be queried, it is difficult to automate ‘track-
and-trace’ processes building on item-level data. As process automation requires exactly
specified workflows, the semantics of data provided by other parties usually has to be known
in advance to a query. Concepts like discovery services, enabling the ad-hoc collaboration of
companies that do not have long-lasting business relationships, can only be used to their full
potentials if the underlying querying processes can be automated, too. In this context,
authentication means also play a very important role and an important task in this respect is
to investigate how formerly unknown parties can be authorized in a quick and secure way. If
reliable solutions for the problems mentioned afore were available a major step towards new
ways of collaboration would have been taken. EPCglobal has understood the importance of
master data. However, a description of master data is not part of the EPCIS specification as
can be seen from the following quotation:

139 For more information about the term 'master data’ refer to section 2.4.1.

D2.3 - Integration of Serial-level Data 68/78 December 2007



BRIDGE - Building Radio frequency IDentification solutions for the Global Environment

“The modeling of real-world business information as event data and master data is the
responsibility of the Data Definition Layer, and of industry vertical and end-user agreements
that build on top of this specification.”*°

Thus, at least for now, this task is partly left to the industry and input from companies
planning to utilize the EPCglobal Network would be most valuable.

140 Epcglobal (2007b), p. 17.

D2.3 - Integration of Serial-level Data 69/78 December 2007



BRIDGE - Building Radio frequency IDentification solutions for the Global Environment

7  Annex: Case Study

7.1 Introduction

This annex presents a business real scenario where a pilot RFID system has been deployed
to control in an automated way the delivery process. The impact of integrating serial-level
data into existing information systems has been examined, detailing the advantages
obtained, the incidences detected and some potential improvements identified after running
the system for more than three months.

This pilot has been deployed in an important food manufacturer (mainly dairy products and
other products derived from meat) sited in Andalucia (Spain), with more than 500 employees,
and around 1.000 purchase orders served a month.

7.2 Initial Scenario

In the initial scenario, different products and pallets are identified using barcodes for storage
and delivery control. All processes related to manufacture and delivery of products are
managed using an ERP and an Inventory System, over an Oracle database.

Regarding to physical environment, there are three different areas involved in the
managements of products, once they have already been manufactured:

- Packing area: where different products are packed in pallets and identified using
barcodes.

- Storage area: where different pallets are stored organised by type of products and
expiration date. In this area, that has more than 50 streets, pallets are moved by
robots.

- Shipping area: where pallets are loaded into lorries trough one of the 5 existing
docks.

When a purchase order must be served, robots move pallets from storage area to shipping
area. Later, following the delivery order, operators take the different pallets from shipping
area and load them into the lorry trough the assigned dock. Once all the pallets are loaded
into the lorry, the operator checks that the loaded pallets correspond to the pallets list
included in the delivery order. As last step, the lorry driver must go to the administration
department to ask for the generation of the delivery note.

The control of this process is not automated and, in spite of the number of checks performed
during the process, errors often happen, resulting in pallets loaded in the wrong lorry. Due to
the nature of products, with a very short expiration date in many cases, these errors usually
cause products are given up for lost.

7.3 Deployment of an RFID System

Having as main objectives to automate the control of the delivery process and to avoid
potential human errors, a control delivery system was designed and deployed based on
RFID technology.

The main components of the deployed system are:

Dual tags. The tag model selected also contains the presently used barcode. In the packing area
some dual RFID tags printers have been installed to attach tags to pallets (
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- Figure 24 left). Tags are attached to one pallets’ lateral side (right or left), in order to
be read more easily by the RFID portal.
RFID portal. It is equipped with an RFID reader and four antennas (two in each side). The portal also
has a sound alarm and lights in different colours in order to indicate if the pallet passing trough the
portal corresponds to the delivery order that is being loaded (

- Figure 24 right).

Figure 24. Tag printer and attachment system (left) RFID portal (right)

- Delivery Control Application. This is the core of the system. It is in charge of the
communications with business information systems and with RFID hardware through
the middleware. The Delivery Control Application triggers the appropriate actions
according to data received from the middleware and communicates with Business
Information Systems to update information about the status of delivery orders and
products. Also, this application associates the pallet information (type of product,
expiration date, etc.) with the EPC generated and recorded in its attached RFID tag

Figure 25. Data flow scheme

- Middleware. It processes the data received from the RFID portal and sends it to the
Delivery Control Application. The middleware isolates the application layer from the
specific hardware deployed in the project.

- Handhelds. Operators in the shipping area have Wi-Fi handhelds to monitor the
delivery process. The application running in the handhelds allows:

- To enter the code of a delivery order and retrieve from business information
system the pallets list included in the delivery order.

- To monitor the current status of a delivery order that is being loaded trough
one of the available docks (which pallets have already been loaded, etc.).
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- To receive alarm messages from the Delivery Control Application if an
incorrect pallet is intended to be loaded into the lorry.
- Once all expected pallets have been loaded, the control application indicates
the user that the process has finished and generates a summary report.
Wi-Fi network. The Wi-Fi network already deployed in the company has been used to
provide wireless connectivity between the handhelds and the Delivery Control
application.

7.4 Impact of Integrating Serial-level Data into Ex isting
Information Systems

The following benefits and improvements were identified after running the pilot for several
months:

Reduction of pallets misidentification. The system helped reduce pallets
misidentification errors by reinforcing control delivery procedures. During pilot none of
the pallets delivered was loaded into a wrong lorry.

A final check of pallets loaded into lorries is no longer necessary (currently it takes
about 2 minutes). Since around 1.000 delivery orders are processed a month, this
means more than 30 hours saved.

Different activities related to management, packing and classification of products
(such as inventory process) are also much more efficient. Experiences in similar
scenarios conclude that, using portable RFID readers, the time needed to check the
inventory is reduced by more than 70%, because many tags are read simultaneously.

The status of pallets in the shipping area is updated automatically in real time into the
ERP database when the pallets are loaded.

In addition to advantages listed above, some constraints have been identified during the
pilot, that should be addressed before the deployment in a real scenario. One remarkable
constraint is related to the location of the tag in the pallet and wrong readings. Although tags
are attached to one of the lateral sides of the pallets (the sides that pass nearest the
antennas), sometimes (in special cases) the pallet did not pass trough the RFID portal in the
natural position, and the tag was in the back side. In this case, sometimes the tag was not
read correctly. One solution could be to attach two tags to each pallet (in two sides in 90°
angle), increasing the cost.

Also, some additional features to be implemented have been identified in order to make more
efficient some processes related to management of purchase orders using handhelds. At
present, the application developed for handhelds is mainly focused on receiving information
about the status of delivery process, but it could be very useful if it could interact with the
ERP system for:
Changing the pallets’ codes included in a delivery order, if an error is detected.
Removing some pallets from a delivery order if, due to smaller than expected capacity,
all pallets cannot be loaded into the lorry.
Closing the delivery order and trigger the generation of a delivery note.

7.5 Conclusions

The main conclusion of this pilot is that RFID combined with other wireless technologies
(such us Wi-Fi) is suitable to develop solutions to automated processes in logistic sector. The
foreseen benefits have been demonstrated and the proposed approach based on RFID
technology may be expanded to other processes along the supply chain. As many other
research experiences in similar environments, this pilot shows that RFID technology is
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mature enough to become an important tool to help logistic professionals in many processes,
avoiding human errors and improving efficiency and resources availability.

After the success of this pilot, one of the potential next steps is to increase the level of
granularity, tagging not only pallets, but also packs. The aggregation of different packs to a
pallet could be managed, allowing a more detailed level of information in the traceability of
delivered products.

Also, a future step in the long term is to reach agreements with the companies along the
supply chain, in order to share the information using EPCglobal Network standards.
Traceability applications could then be deployed to add value to the supply chain and to
reinforce trust relationships between the different companies.
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