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Executive Summary 

The goal of Task 5.4 is the development of a general, industry-independent anti-

counterfeiting prototype based on RFID technology and track-and-trace data, in order to 

protect the licit supply chain from counterfeits. BRIDGE WP5 has developed and prototyped 

five different solution approaches to anti-counterfeiting, based on the analysis of standard 

EPC/RFID tags and track-and-trace data. The concepts and implementations of these 

solution approaches are described in this D5.4 Prototype Report. The following approaches 

are considered: (i) Tag authentication based on unique transponder ID (TID) numbers; (ii) 

Synchronized secrets approach to detect cloned tags based on writing a random number into 

the tag memory every time the tag is scanned. A back-end system that knows which random 

number has been written on which tag can detect cloned tags when the genuine products are 

repeatedly scanned; (iii) Rule-Based Anti-Counterfeiting approach that offers a flexible anti-

counterfeiting toolkit. Companies can specify conditions that indicate evidence of counterfeits 

in the supply chain. The conditions are specified in the form of business rules over track-and-

trace data as well as process, industry- and company-specific business information, while 

integrating into the whole stack of the EPC infrastructure. Rules are implemented using a 

declarative programming style based on first order logic. The last two approaches are based 

on statistical analysis to automatically detect cloned tags from track-and-trace data and they 

include (iv) a stochastic supply chain model (SSCM) and (v) a Hidden Markov Model (HMM) 

approach. First screenshots and initial evaluations of the prototypes are presented in this 

deliverable. 

All delivered solution approaches can be used with standard, low-cost UHF-tags. With these 

approaches, tagged products can be authenticated throughout the whole supply chain, 

making an early detection of counterfeits possible, in order to deter further propagation. In 

addition, the earlier counterfeits can be detected in the licit supply chain, the higher the 

probability to find the potential point of entry. Furthermore, when the tagged products can be 

authenticated inside the licit supply chain, the same techniques can be used to detect 

counterfeit products also in illicit distribution channels and by customs. A more detailed 

evaluation of the discussed approaches will be part of the next deliverable, the D5.5 

Evaluation Report. 
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1 Introduction 

1.1 Motivation 

Recent reports on counterfeiting in licit supply chains show an increasing number of those 

activities over the past few years. As already stated in the Problem Analysis Report (BRIDGE 

D5.1), counterfeiters continue to inject their illicit merchandise into supply chains, either 

disguised or intermingled with genuine products, or by other devious practices. 

BRIDGE WP5 is developing supply-chain spanning techniques and solutions - based on 
EPC/RFID-technology and track-and-trace data - to detect, prevent and respond to 
counterfeit-products in licit supply chains. We propose anti-counterfeiting solutions based on 
RFID technology and related interoperability standards, such as the EPCglobal network, to 
extend the range of authentication methods. Such solutions will require additional financial 
and organizational efforts from counterfeiters as well as present an increased risk for their 
detection. To insert illicit goods into legitimate, protected supply chains, they would need to 
apply RFID tags on their fake products. We believe that this already represents an obstacle 
to counterfeiting and offers some deterrence, but it is not yet a secure solution. Therefore the 
goal of WP5 is to develop anti-counterfeiting solutions that can detect cloned RFID tags that 
have valid EPC numbers, and other cases of counterfeit products. With these techniques, 
brand-owners can effectively protect their RFID-enabled supply chains from product 
counterfeiting. In addition, when the tagged products can be authenticated inside the licit 
supply chain, the same techniques can be used to detect counterfeit products also in illicit 
distribution channels and by customs. 

After the Problem Analysis Report in D5.1, the Requirements Analysis Report D5.2, and the 

Business Case Report in D5.3, this Prototype Report on the one hand discusses our 

proposed RFID- and track-and-trace based anti-counterfeiting concepts. On the other hand it 

presents their implementation in the form of prototypes and demonstrators. The proposed 

concepts include: (i) an approach based on the transponder ID (TID) of the tag, (ii) the 

Synchronized Secrets Approach1, where besides the EPC number, random numbers are 

written at each supply chain station on the tag and in the backend. The history can then be 

checked for cloned tags in the EPCnetwork. This approach was implemented and presented 

as a demonstrator at the Internet of Things Conference 2008 in Zurich, Switzerland. (iii) The 

Rule-Based Anti-Counterfeiting approach2, which offers a flexible, industry- and company 

adaptable anti-counterfeiting toolkit, is also described in this report. It was also presented as 

an industry demonstrator on the Internet of Things Conference 2008 in Zurich. With this 

approach, track-and-trace data as well as other business information, such as specific 

knowledge on counterfeiting activities, but also industry- and company-specific knowledge on 

supply chain processes, can be considered to detect counterfeit indications. Additionally, two 

approaches based on a statistical track-and-trace analysis, the (iv) the Stochastic Supply 

Chain Model (SSCM) and the (v) Hidden Markov Model approach are discussed in the report 

on RFID- and track-and-trace based anti-counterfeiting approaches. A thorough evaluation of 

these concepts and their implementations will be performed in the next deliverable, the D5.5 

Evaluation Report. 

                                                
1 This approach was presented as a demonstrator at the Internet of Things (IoT) Conference 2008 in Zurich, CH. 
2 This approach was presented as an industry demonstrator on the IoT Conference 2008 in Zurich, CH. 
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1.2 Relation to other Workpackages 

WP5 is tightly knit other workpackages of BRIDGE. The rule-based anti-counterfeiting 

approach, for example, employs the Discovery Service and Event Gathering prototypes 

developed in the scope of the workpackages WP2 and WP3, respectively. Moreover, the 

concept of rule-based analysis, which are described in the interim deliverable D4.6.1 “Supply 

Chain Integrity” of workpackage WP 4, are refined and adapted for the use in the anti-

counterfeiting context. In addition, In addition, Task 2 of WP4 explores anti-cloning solutions 

based on cryptographic tags, which complement the work of this workpackage. 

1.3 Structure of the Report 

Chapter 2 first introduces recent cases of counterfeit activities in licit supply chains. These 

cases illustrate very well that counterfeits are still entering the licit supply chain, and how the 

injection of counterfeit products affects supply chain partners and end customers. It then 

introduces the general concept of track-and-trace based anti-counterfeiting. Finally, it 

considers potential attacks of counterfeiters to the proposed solutions, both on the physical 

tagging of products and on the backend system. Countermeasures to these attacks are 

discussed in Chapter 3, which describes the different concepts behind the proposed 

solutions concepts. The solution concepts are discussed in dedicated subsections, namely 

the transponder ID (TID) approach in Section 3.1, the Synchronized Secrets approach in 

Section 3.2, the Rule-based Anti-counterfeiting approach in Section 3.3, and both statistical 

approaches, the Stochastic Supply Chain Model (SSCM) and the Hidden Markov Model 

approach, in Sections 3.4. 

(I) Introduction

(II) Track-and-trace based Anti-Counterfeiting

(III) RFID- and track-and-trace based Anti-Counterfeiting Solution Approaches

TID Approach
Synchronized 

Secrets

Rule-Based 
Anti-

Counterfeiting

Statistical 
track-and-trace 

based 
Approaches

(IV) Architecture and Implementation Description

(V) Conclusion and Outlook

(I) Introduction

(II) Track-and-trace based Anti-Counterfeiting

(III) RFID- and track-and-trace based Anti-Counterfeiting Solution Approaches
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Counterfeiting
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track-and-trace 
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(IV) Architecture and Implementation Description

(V) Conclusion and Outlook
 

Figure 1: Structure of the Prototype Report 

Each subsection starts off by presenting the general idea, followed by a more detailed 
description of each approach. Then potential attacks to the proposed solution are presented 
and potential mitigation strategies are discussed. Chapter 4 describes the software 
architectures and implementation details of the prototypes realized for the anti-counterfeiting 
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solutions presented in the previous chapter. Chapter 5 concludes the report with a summary 
and an outlook. Figure 1 illustrates the structure of this D5.4 Prototype Report. 
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2 Track-and-trace based Anti-Counterfeiting in Lici t 
Supply Chains 

2.1 Documented Examples of Counterfeits in Licit Su pply Chains 

Despite existing anti-counterfeiting efforts, the phenomenon of counterfeit products entering 

the licit supply chain is still increasing [1]. The following list enumerates five recent 

counterfeiting cases in licit supply chains: 

·  Case 1: Counterfeit Colgate toothpaste was found in different Dollar Plus and Dollar 

Shops across the United States. According to FDA investigations, the toothpaste was 

first found in Pennsylvania, and first sold by a small distributor in New Jersey. The 

toothpaste, which came allegedly from China, contained poisonous ingredients used 

in antifreeze [2]. Later, the counterfeit toothpaste was also found in a Stop N Save 

shop in Sturbridge (MA), USA [3] and in Canada, in a “dollar store” in Guelph [4]. 

·  Case 2: June 2006: French luxury retailer LVMH filed suit against Wal-Mart Stores 

Inc. They claimed that Wal-Mart’s Sam’s Club stores sold counterfeit Fendi bags in 

Las Vegas (NV) for USD 508, when authentic models sell for USD 930 [5]. 

·  Case 3: April 2006: French luxury retailer LVMH filed suit against French retailer 

Carrefour for allegedly selling counterfeit LVMH handbags in its Chinese retail stores 

for 6 USD, whereas the price for the genuine amounts to USD 880. LVMH sought 

USD 74.000 in damages from Carrefour [6]. 

·  Case 4: October 2006: Luxury handbag maker Coach is suing retailer Target Corp., 

alleging that the discounter sold a counterfeit Coach bag in at least one of its stores. 

Coach is seeking $1 million in compensation from Target for alleged trademark 

infringement [7]. 

·  Case 5: January 2008: Several thousand counterfeit USB sticks of three quality 

brands made it into the licit supply chain and subsequently to quality retail chains in 

Germany, Austria, and Switzerland. The counterfeit sticks claimed to have a storage 

capacity of 2-, 4-, or 8-GB, while having only 1 GB instead. The controllers of the 

counterfeit sticks were manipulated to simulate the designated capacity. To conceal 

the limited storage, the stick would override previously stored data after the actual 

capacity of 1 GB was exceeded. The sticks passed the brand owners internal quality 

control. An estimated 15.000 USB sticks were affected, 60.000 sticks were recalled. It 

is unknown how the counterfeits entered the licit supply chain. The Hong Kong 

supplier, Starline International Group limited, claims to have delivered flawless 

products [8]. 

The above documented cases clearly indicate that, despite existing anti-counterfeiting 

efforts, counterfeits are still entering licit supply chains. In particular: 

·  Case 1 shows that the propagation of counterfeit products in licit supply chains is 

possible even today. Counterfeit toothpaste was found in different shops of the same 
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retail chain, implying that the toothpaste may have entered at an early point in the licit 

supply chain and not (only) at the retailer. Unfortunately, due to the lack of monitoring 

applications (e.g., track-and-trace), it was not possible to determine the entry point of 

the counterfeit products. In this case, the distributor denied to name his supplier, 

referring to it just as a “big company“ [2]. Additionally, the easy propagation of 

counterfeit merchandise from distributors to retailers suggests that checks within the 

supply chain virtually do not exist. This could be the consequence of either existing 

trust relationship between the supply chain partners (and therefore, checks are not 

needed), underestimation (ignorance) of counterfeiting (checks are simply not 

considered), indifference of the shop owners (e.g., profit-driven shop owners do not 

care). 

·  Case 5 shows that counterfeit mass injection is still possible. 15.000 counterfeit USB-

sticks were injected into the licit supply chain and propagated through the whole 

chain from the manufacturer to different retail chains in Germany, Austria, and 

Switzerland.  
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Intermediary 

(here: Starline Int. 
Group Limited)

Brand 
Owner 

(here: Emtec)

Retailer B
(here: Saturn)

Retailer C
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DC 
of, e.g., Emtec

Retailer A
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? ? ?
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Figure 2: Starline-Emtec Supply Chain & Potential E ntry Points for Counterfeit 

USB-Sticks 

As in Case 1, it is unknown at which point the counterfeits were injected into the 

supply chain. The contract supplier, Starline International Group Limited, claims that 

the sticks in question were produced in Taiwan, and not in China. Hence, both the 

brand owner and the supplier do not know (or at least claim not to know) by whom 

and how the products could be injected [8]. 

·  Cases 2, 3, and 4 show examples in which retail chains are affected. Also in those 

cases, it is not known where the counterfeit products were injected into the supply 

chain, but the manufacturers accuse retailers for selling counterfeit products. 

In order to protect the licit supply chain from counterfeits (and consequently end consumers), 

it is necessary both to detect and close entry points for counterfeits into licit supply chains, 

and to authenticate products and detect counterfeits at early stages of the supply chain. 

These cases show that track-and-trace-based solutions enabling early checks (and not only 

at the point of sales) are necessary. The earlier the counterfeits are detected, the less they 

can propagate through the supply chain, the less they can do harm to consumers. The 
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following sections will present the general concept of track-and-trace based anti-

counterfeiting and its potential benefits. 

2.2 Track-and-trace based Anti-Counterfeiting 

In an EPCglobal world, the movement of an EPC-tagged item is tracked by RFID reads at 

different supply chain locations. Each reading produces a reading event, which is then stored 

in the EPC Information Service (EPCIS) of the supply chain partner which read the event. 

The combined EPCIS events related to a single item constitute the so-called trace record of 

that item. The trace record provides an overview of the route the item has taken from the 

manufacturer to the retailer. Figure 3 depicts different supply chain locations along the 

physical supply chain of item EPC 123 (upper part of the figure) and the corresponding 

information captured in read events (lower part). 

 

Contract 
Manufacturer

DC of 
Manufacturer

Brand 
Owner

Retailer B

Retailer C

Logistics 
Provider

DC of 
Retailer B

DC of 
Retailer C

EPC 123

EPC 123
• At Manufacturer (CM)
• Manufactured at CM
• Shipped to DC 

of CM

EPC 123
• At DC of Manufacturer
• Received from CM
• Shipped to …

EPC 123
• At Retailer C
• Received from 

DC of Retailer C
• Sold / killed

EPC Events
Physical Supply Chain

EPCglobal Network

Contract 
Manufacturer

DC of 
Manufacturer

Brand 
Owner

Retailer B

Retailer C

Logistics 
Provider

DC of 
Retailer B

DC of 
Retailer C

EPC 123

EPC 123
• At Manufacturer (CM)
• Manufactured at CM
• Shipped to DC 

of CM

EPC 123
• At DC of Manufacturer
• Received from CM
• Shipped to …

EPC 123
• At Retailer C
• Received from 

DC of Retailer C
• Sold / killed

EPC Events
Physical Supply Chain

EPCglobal Network

 

Figure 3: Storing EPC Events from Physical Supply C hain Readings 

 

The EPC events of a single item are typically stored in the different EPCISes of the various 

partners involved in moving the item through the supply chain. The trace record can be seen 

as a virtual representation of the physical activities (including, among other information, time 

and physical locations) an individual item has undergone in the real-world supply chain. The 

general idea behind track-and-trace-based anti-counterfeiting is to analyze the trace record 

of items for counterfeit indications. If convincing evidence is found, the product in question 

can then be subjected to manual testing. In this deliverable we present four RFID and track-

and-trace-based anti-counterfeiting approaches in order to protect the licit supply chain from 

counterfeits. 
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2.3 Anticipating Counterfeiters’ Countermeasures 

Track-and-trace based anti-counterfeiting solutions within EPCglobal network actually 

leverage existing investments into the EPCglobal network (see also BRIDGE D5.3 Business 

Case Report [9]), and allow licit supply chain partners to collaborate and thus to detect and 

prevent counterfeiting. To insert illicit goods into legitimate, protected supply chains, 

counterfeiters would need to apply RFID tags on their fake products. We believe that this 

already represents an obstacle to counterfeiting and offers some deterrence, but it is not yet 

a secure solution. Therefore the goal of WP5 is to develop anti-counterfeiting solutions that 

can detect cloned RFID tags that have valid EPC numbers, and other cases of counterfeit 

products. However, counterfeiters can adapt their strategies and bypass anti-counterfeiting 

solutions. With our techniques, we can anticipate these adaptations and can evaluate the 

strengths and weaknesses of our solution approaches. Hence, for an overview of possible 

attacks including tag cloning, injections and replacements, this section lists nine cases of 

potential counterfeit attacks on licit RFID- and track-and-trace enabled supply chains: 

1. Counterfeit products without tags 

Counterfeit products without tags may be used to avoid trace analysis in two ways. 

Firstly, assuming an environment where only a fraction of products of the same type 

are tagged, counterfeiters could introduce their counterfeit merchandise un-tagged 

into the supply chain. Then supply chain partners and customers may consider it 

normal to find some products without tags. Secondly, assuming that all products of a 

given type normally carry a tag, counterfeits without tags could still go unnoticed if 

mixed with other, potentially untagged, products. Thirdly, assuming that products are 

mainly bulk read (as opposed to visually checking the presence and validity of a tag), 

counterfeiters may speculate that their untagged counterfeits are considered read 

errors or broken tags, and thus pass testing without raising suspicion. 

2. Counterfeit products with non-functional tags 

In case of visual testing of RFID tags, counterfeiters could equip their products with 

non-functional tags hoping that they are considered genuine but broken tags (or 

persistent read errors), and therefore pass testing. 

3. Counterfeit products with tags with invalid prod uct identifiers 

Counterfeiters could equip their products with tags carrying invalid product identifiers. 

Based on a certain probability of finding invalid numbers, some counterfeit products 

can be simply assumed to have an invalid number, and therefore pass through the 

supply chain 

4. Counterfeit products with fake product identifie rs 

Counterfeiters could also deliberately label their products incorrectly. For example, 

counterfeit automotive spare parts could be labeled as toys (on the tag, package, and 

logistics documents). If the testing authorities, such as customs, relied on this false 

information, the counterfeit products may pass testing. This attack may be most 
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successful if the attacker are also faking or manipulating the previous trace records 

(as discussed below). 

5. Removal and reapplication of genuine tags 

Counterfeiters can reuse genuine RFID tags, reattach them to their counterfeit 

products and (re-)inject them into the licit supply chain. Supply chain partners relying 

on these EPC readings may regard it as a genuine product. However, the extent to 

which this practice is possible is limited by the number of genuine RFID tags 

available. 

6. Replacement of original products with counterfei ts  

If the product packaging is RFID-tagged but not the product itself, counterfeiters could 

replace the genuine contents with counterfeit products, leaving the original tag intact. 

This is a 1:1 replacement of genuine products with counterfeits (if there is no tamper-

proof tag in place). 

7. Counterfeit products with cloned RFID tags 

The counterfeiter could clone valid RFID tags and attach them to counterfeit products. 

The counterfeit would then appear to be genuine, completing the trace of the original 

product. 

 
Besides tempering with physical products, tags and identifiers, counterfeiters could also 
attack the EPCglobal backend system by creating (adding), replacing, cloning, or 
manipulating product traces. For the reason of completeness, the following two cases were 
added in order to demonstrate that counterfeiters could also attack and corrupt the backend 
system (backend system attacks are beyond the scope of BRIDGE WP5, we rather 
reference to work conducted in BRIDGE WP4, Tasks 5 and 6). 
 

8. Creation of trace records 

Counterfeiters could create or guess a valid yet unused EPC number, and use it to 

create a “virtual trace” for their counterfeit products in the corresponding EPCIS of 

different supply chain partners (e.g., from the manufacturer to the retailer), and thus 

pretend a correct product trace. Such a trace may be indistinguishable from a 

genuine trace, thus evade detection. 

9. Manipulation of existing trace records 

A counterfeiter could change the EPCIS data for genuine tags (with correct EPC 

numbers) so that these can be reused. For example, EPC numbers that are actually 

marked as “sold” can be reset to a state such as “still in the supply chain at retailer 

XY”. The counterfeiter can thus reuse these EPC numbers and “reactivate” them for 

his counterfeits. 

Although many cases have been covered, this list is not conclusive. Table 1 summarizes the 

attacks mentioned above. 

Table 1: Summary of counterfeiting attack types on the EPCglobal Network 
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Counterfeiting Attacks in the licit supply chain on … 

Physical 
Tagging Attack # Short description 

 1 Counterfeit products without tags 
 2 Counterfeit products with non-functional tags 
 3 Counterfeit products with tag with invalid product identifiers 
 4 Counterfeit products with tags with fake product identifiers 
 5 Removal and reapplication of genuine tags 
 6 Replacement of original products with counterfeits  
 7 Counterfeit products with cloned RFID tags 
   
Backend 
System  

Attack # Short description 

 8 Creation of traces 
 9 Manipulation of existing traces 
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3 Solution Approaches 

3.1 Transponder ID (TID) Numbers 

Question 1: One way to get a proof of authenticity of an RFID tag is to read the static, write 

protected and unique transponder ID (TID) number that is written on the chip during 

fabrication [10]. Unique TID numbers are written on many existing EPC Gen-2 chips and they 

will become a common feature of Gen-2 tags in the near future. Since it is not possible to 

copy a given TID number to an off-the-shelf Gen-2 tag today without very sophisticated 

equipment to tamper with the physical memory cells of the chip themselves, unique TID 

number is currently advertised as a tag security feature. Furthermore, unique TID numbers 

are available in existing UHF tags today. Therefore this countermeasure is of high practical 

relevance for the end-user companies who want to protect their products from copying. 

Question 2: From the point of view of cryptography, however, static and unprotected ID 

numbers do not provide any security: nothing prevents an adversary from reading the 

unprotected ID number from a tag and transmitting the number to an interrogator. Therefore 

the security community does not consider TID as any kind of security measure. The 

increased barrier to clone a chip that TID numbers provide relies on the fact that in today’s 

RFID chip market fully programmable UHF chips are not available, and to the fact that the 

chip manufacturers use proper ways to permalock the TID memory bank (to the best of the 

authors’ knowledge). In the long term, however, security depends on the cost to break of the 

security mechanism and the incentives that adversaries have in breaking it. 

Question 3: The original purpose of the Transponder ID (TID) memory bank of EPC tags 

(Figure 4) is to identify the chip type and the possible custom commands and optional 

features. This can be done without unique identification of the chip and the EPC TID format 

does not require serialization of the TID numbers. When the TID is appended with a unique 

serial number, such as in the ISO TID format, also the unique chip can be identified. 

 

Figure 4: Memory Banks of EPC tags [11] 

Question 4: TID numbers begin with an 8-bit ISO/IEC 15963 allocation-class (AC) identifier 

[11] ISO/IEC 15963 describes the mechanism to guarantee uniqueness of the TID numbers 
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and presently four organizations have been assigned an AC identifier [12]. For example, the 

allocation-class identifier for EPCglobal is 111000102 = E2h.3 For tags whose AC identifier is 

E2h, the EPC Gen-2 standard requires that the TID memory is comprised of a 12-bit Tag 

Mask-Designer Identifier (Tag MDID) and a 12-bit Tag model number. According to the Gen-

2 air interface specification [13], the TID memory may also contain tag- and vendor-specific 

data (e.g. tag serial number). The content of the TID memory bank defined by existing EPC 

standards is illustrated in Figure 5. 

 

Figure 5: TID memory structure in the current EPC s tandards [13] (non-serialized TID) 

Question 5: For tags whose AC identifier is E0h, the ISO/IEC 15963 requires that the TID 

memory comprise of an 8-bit tag manufacturer ID and a 48-bit tag serial number. 

Furthermore, the standard requires that the TID memory be permalocked. The ISO TID 

structure is illustrated in Figure 6. 

 

Figure 6: TID memory structure in the ISO standards  [13] (serialized TID) 

Question 6: The upcoming EPC Tag Data Standard is likely to make locking the TID 

numbers mandatory and define a way to specify serialized TID numbers. This is likely to be 

done with an extended tag identification number (XTID) that extends the current EPC TID 

format with a 48-bit (or more) serial number and information about key features implemented 

by the tag. Though chip manufacturers can still opt for a non-serialized version of the TID 

within this scheme, the new standard is likely to foster the adoption of unique TID numbers. 

Question 7: Since the TID numbers appear to provide an inexpensive barrier against tag 

cloning for what comes to the tag price, it can be used today as an additional security 

measure. But the scheme is by no means fool proof and a thorough vulnerability analysis is 

needed to evaluate the level of security the TID numbers provide in practice. This analysis 

will be part of future BRIDGE deliverable D5.5, the Evaluation Report. RFID Tag security is 

further addressed in WP4, Task 4.2 that is partly motivated by the weaknesses of the TID 

scheme. 

                                                
3 Subscripts 2 and h stand for binary and 16-based (hexadecimal) number formats, respectively. 
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3.2 Synchronized Secrets Protocol to Detect Cloned Tags 

Question 8: The available methods to secure low-cost RFID tags from cloning are limited. 

In particular, cryptographic approaches cannot be used with currently available UHF tags. 

Though the development of cryptographic UHF tags is undertaken in WP4 to solve the 

security and privacy problems in the UHF range, the cryptographic functionality will increase 

the RFID tags’ price. The proposed method attempts to partially address this problem. The 

described concept has been developed in ETH Zurich and presented as a demonstrator in 

the Internet of Things conference [14]. 

3.2.1 Description of Concept 

Question 9: This method makes use of the tags' rewritable memory. In addition to the 

static object and transponder identifiers (e.g. EPC, TID), the tags store a random number 

that is changed every time the tag is read. We denote this number a synchronized secret 

since it is unknown to all who do not have access to the tag. A centralized back-end system 

issues these numbers and keeps track which number is written on which tag.  

Question 10: When a tag is read, the back-end system first verifies that it has a valid static 

identifier and, if this is the case, it then compares the tag's synchronized secret to the one 

stored in the back-end for that particular tag. If these numbers match, the tag passes the 

check – otherwise an alarm is triggered. After the check, the back-end generates a new 

synchronized secret that is written on the tag. This simple principle is illustrated in Figure 7. 

 

Figure 7: Illustration of the Synchronized Secrets Protocol 

Question 11: The synchronized secret can be understood as a counter. If a tag's static 

identifier and counter value are copied to another tag and one of the resulting tags is 

scanned by an authorized reader, the tags will no longer be identical because the scanned 

tag's counter is incremented. The back-end system detects the tag with an old counter value 

as soon it is scanned. The only difference of this simple counter scheme to the proposed 

synchronized secrets method is that the synchronized secret is a random number which 

makes it hard to guess for adversaries. Since the back-end becomes an interesting point of 

attack in this scheme, and the only point for realistic non-DoS attacks, it needs to be secured 

from unauthorized readers and from man-in-the-middle attacks. 

Question 12: If a tag has an outdated synchronized secret, either the tag is genuine but it 

has not been correctly updated (desynchronization) or someone has purposefully obtained 

and written an old secret to the genuine tag (vandalism, or denial of service attack), or the 

genuine tag has been cloned. Since unintentional desynchronization problems can be 
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addressed with simple acknowledgments and the described form of vandalism appears 

unrealistic and can be partially mitigated (see subsection 3.2.3), an outdated synchronized 

secret is as a strong indication of tag cloning attack. Following the same logic, if a tag has a 

synchronized secret that has never been issued by the back-end (e.g. guessed by an 

adversary), the tag is not considered genuine. 

Question 13: An outdated synchronized secret does not necessarily indicate that the tag 

under study is cloned; if the cloned tag is read before the genuine one after tag cloning 

occurs, the genuine tag will have an outdated synchronized secret. Therefore an outdated 

synchronized secret is only a proof that tag cloning attack has occurred, but not a proof that 

the tag under study is the cloned one. For this reason the presented method needs to be 

used together with manual inspections or another security feature that can ascertain which of 

the two (or more) tags with the same identifier is genuine. 

Question 14: In addition to knowing that a cloning attack has occurred, the back-end can 

pinpoint time window and location window where the cloning happened. Thus, the method 

makes it also hard to repudiate tag cloning to parties who handle the tagged objects. This is 

a security service that preventive measures such as cryptographic tag authentication do not 

provide and it helps finding and prosecuting the illicit actors. 

3.2.2 Security 

Question 15: Security of detection based measures is characterized by their detection rate. 

In this subsection we evaluate the level of security of the proposed method with a statistical 

analysis. 

Question 16: We assume a system which consists of a population of tags { },..., 21 ttT =  that 

are repeatedly scanned by readers that are connected to the back-end B . The probability 

that Tti Î  is scanned in the future at least one more time is constant and denoted by Q . 

Tti Î"  there is a static identifier and a field of rewritable memory for the synchronized 

secret. Every time Tti Î  is scanned, its synchronized secret is updated on both tag and 

back-end. The time between these updates for a single tag is denoted by the random 

variable 
updateT . 

Question 17: An adversary can copy any Tti Î , including the static identifier and the 

synchronized secret, and inject the cloned tag into T . The time delay from the copying attack 

to when the copied tag is scanned is denoted by the random variable 
attackT . In addition, an 

adversary can try to guess the value of the synchronized secret. 

Question 18: The system's responses can be statistically analyzed. First, the probability to 

successfully guess a genuine tag's synchronized secret is 
N2/1 , where N  denotes the 

length of the synchronized secret in bits. Even with short bit sizes, e.g. 32=N , guessing the 

synchronized secret is hard4 (ca. 2x10-9) and the system can be considered secure against 
                                                
4 N.B.: There is no brute-force attack against this N-bit number since the only way to test the validity of number 

is by a transaction with the back-end. 
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guessing attacks. Second, when a copying attack occurs, three outcomes are possible (cf. 

Figure 8): 

·  Case 1:  The genuine tag is scanned before the copied tag and an alarm is thus 
triggered when the copied tag is scanned. 

·  Case 2:  The copied tag is scanned before the genuine tag and an alarm is thus 
triggered when the genuine tag is scanned. 

·  Case 3:  The genuine tag is not scanned anymore and thus no alarm is triggered for 
the copied tag. 

 

Figure 8: An Illustration of the possible outcomes of a cloning attack 

Question 19: In Case 1 the cloned tag is detected the first time it is scanned. In Case 2 the 

threat materializes (i.e. a cloned tag passes a check as a genuine) but the system detects 

the cloning attack. In Case 3 the security fails and the cloning attack goes unnoticed. As a 

result, the system's level of security is characterized by the probability of Case 1 that tells 

how many threats are prevented, and by the probability of Case 1 or Case 2 that tells how 

many threats are detected (cause an alarm): 

Question 20:  

Question 21: )1 CasePr(rate Prevention =        (1) 

Question 22: )2 Case 1 CasePr( rateDetection Ú=       (2) 

Question 23:  

Question 24: The probability of Case 1 equals the probability that the genuine tag performs 

at least one transaction, multiplied by the probability that the genuine tag transacts before the 

cloned tag. Let us assume that the time when the cloning attack occurs is independent of the 

transactions of genuine tags and uniformly distributed over the time axis, so the average time 
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before the genuine tag performs a transaction after the copying attack is 2/updateT . We can 

now calculate the probability of Case 1 as follows: 

Question 25:  

Question 26: 
�
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    (3) 

Question 27:  

Question 28: Assuming that ( )2,~ updateupdateupdate NT sm  and ( )2,~ attackattackattack NT sm , we can 

estimate the probability of Case 1 using a new random variable 
attackupdate TTZ -= 2/  as follows: 

Question 29:  

Question 30: ( )0Pr)1 CasePr( <×Q= Z        (4) 

Question 31:  

Question 32: Distribution of Z  can be calculated using the following rules: if ( )2,~ tuNX , 

then ( )( )2,~ tu aaNaX , and if ( )2,~ lkNY , then ( )22,~ ltku +++ NYX . 

Question 33:  
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Question 35:  

Question 36: Equation 3 shows that the level of security depends on the genuine tags' 

updating frequency with respect to the time delay of the attack, and on the probability that the 

genuine tag performs at least one more transition. The same finding is confirmed from 

equations 4 and 5 which show that, in the case of normally distributed time variables, 

Q=¥®- )1 CasePr(lim
updateattack mm . However, assuming that in the real world the 

variances of 
updateT  and 

attackT  are somewhat high and the thus the distribution of Z  has a long 

positive tail, there exist always some inherent uncertainty when deciding between Case 1 

and Case 2. The dependencies between the variables are illustrated in Figure 9. 

Question 37: After the last transaction of the genuine tag, a single cloned tag will always go 

unnoticed (Case 3). We assumed in the presented calculations a statistically average 

adversary who does not systematically exploit this vulnerability. However, a real world 

adversary who knows the system is not likely to behave in this way. Therefore this 

vulnerability should be patched, for example by tagging tags that are known to have left the 

system. 
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Figure 9: Illustration of Probability of Case 1 (eq uation 4) with .2== attackupdate ss  

3.2.3 Further Remarks about Synchronized Secrets 

Question 38: One physical back-end system is unlikely to be scalable enough to run the 

synchronized secrets protocol for large numbers of products that would be tagged, but it is 

also not needed. The back-end functionality can be distributed in principle to an unlimited 

number of servers, for example one server for product family, per product type, per 

geographical region, or even per subclass of products of a certain kind. This can be 

implemented either with statistic configuration lists that map EPC numbers to their 

corresponding back-end systems that are configured to reader devices, or with the help of 

EPC network’s ONS or DS. Moreover, the scalability requirements of the presented method 

are the same than in any RFID system where products are tracked (i.e. where the network 

knows the current location or status of the products). 

Question 39: In addition to securing the system from tag cloning, the presented protocol 

also provides hint of where the tags have been when they were cloned. This helps further in 

pinpointing the illicit players and problematic locations within supply chains. 

Question 40: Compared to track and trace based clone detection methods, the presented 

protocol is less prone to false alarms; an alarm in the synchronized secrets protocol always 

indicates a cloning attack, given that desynchronization problems are addressed. In track 

and trace based methods, alarms can also be generated by any irregular movement of the 

product in the supply chain. Furthermore, synchronized secrets method does not require 

sharing of track and trace data (location, business step). 

Question 41: The presented method provides a significant increase in security compared to 

standard EPC/RFID system where cloning attack is not addressed, with the cost of a reliable 

read/write channel and secure communication with a back-end infrastructure. However, the 

method also opens a small door for vandalism, that is, a new way to make genuine tags 

cause a false alarm. An eavesdropper that is located near to a reader device can learn the 

EPC number and the new synchronized secret of a tag, and impersonate this tag to a reader 

device (using another tag or a tag impersonating device). As a result, the genuine tag will 

have an outdated synchronized secret, it will raise an alarm next time it is scanned, and a 

manual inspection of the genuine product is needed. Though this manual inspection is mostly 
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wasted effort for the supply chain partners (since it does not result to finding a counterfeit 

product), it reveals the time and location of the impersonation attack. 

Question 42: Overall, the form of vandalism described above is somewhat sophisticated 

way to launch denial of service attack against the security system, and it is a possible only 

when adversaries have direct access to a reader device. Since in supply chain application 

the reader devices are located in premises of the supply chain partners, we consider the risk 

of such denial of service attacks small in supply chain applications. Furthermore, WP4 is 

looking for mechanism where the tag is able to compute a pseudo random number and 

where the communication between tag and reader is secure. These mechanisms could be 

used to effectively protect the tags from vandalisms, and even from tag cloning. 

Last, the method as it is presented in this deliverable is as vulnerable to rogue scanning and 
tampering of the tag data as any standard EPC tag. Without additional measures, an 
adversary can scan the synchronized secret from a tag and rewrite it as easily as the EPC 
number, and erase the information on genuine tags. However, by using the access 
passwords of the EPC tags, the user memory where the synchronized secret is stored can 
be protected from writing (and even from reading), addressing rogue scanning and tampering 
of the synchronized secret. By using the access password to protect the synchronized secret 
from reading and writing, and by permanently locking the EPC number, the only remaining 
vulnerability for denial of service attacks against the tags can be limited to eavesdropping. 
The problems of this countermeasure are in establishing a supply chain wide way to share 
the access passwords, and possibly in password eavesdropping. 
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3.3 Rule-Based Anti-Counterfeiting 

3.3.1 Description of Concept 

In an EPCglobal world, the movement of every item is tracked by reads at different supply 

chain locations. The sum of these reads of a single product constitutes the so-called trace 

record. The trace record of a product provides an overview of the route that a product has 

taken from the manufacturer to the retailer. Figure 10 shows that products are tracked by 

reads at different supply chain locations along the physical supply chain. This happens as 

EPC reading events are stored in the corresponding EPC Information Service (EPCIS) of the 

supply chain partners, and thus representing the physical supply chain electronically in the 

EPCIS systems. The general idea behind the rule-based anti-counterfeiting approach is to 

analyze these “virtual supply chain traces” for counterfeit indications. Industry-specific 

knowledge about counterfeiting activities on the one hand, and further information about 

general supply chain anomalies, on the other hand, is used to infer from this virtual supply 

chain to real-world events, like counterfeiting events such as injections. 
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Figure 10: Analyzing EPC Events for Counterfeit Ind ications 

 

With the rule-based anti-counterfeiting approach in place, companies can design conditions, 

which, once broken, give indications for counterfeiting activities. These conditions are 

implemented as rules. When a condition is broken, a rule triggers an alert. An illustrative 

example is described in the following: Company A from the automotive industry 

manufactures automotive spare parts in three different production sites in Europe. Each 

production site has a local EPCIS repository to store locally generated EPC events, such as 

manufacturing events. These are referred to in EPCIS terms as “ADD-events”. Parts are 

manufactured and tagged with EPC RFID tags, and corresponding ADD-events are created 
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and stored in the local EPCIS repository. In order to protect itself from counterfeit products, 

company A designs the following rule:  

“Trigger an alert, as soon as one of our supposed products is read, where the EPC number 

that is read is not stored in one of the designated EPCIS at any of the three production sites 

for this product.” 

This rule, for example, can be run at every supply chain station for the authentication of 

products. Tags with guessed EPC numbers would be identified, since they would not have 

an entry in the corresponding EPCIS systems of the manufacturer. With this rule, for 

example, the counterfeiting cases 3 through 10 from section 2.1 could have been detected. 

Another example of how the rule-based anti-counterfeiting approach could be used is 

described in the following scenario: products of a brand owner are supposed to take a 

predefined route, e.g., from the manufacturer to the retailer. Few alternative routes, involving 

other (trusted) supply chain locations, are possible or allowed. Manufacturers or brand 

owners, who are afraid of untrustworthy supply chain partners – due to the possibility of 

product replacements, for example, – can define the following rule: 

“Trigger an alert, as soon as the product takes or has taken a non-authorized, alternative 

route.” 

For this rule, the manufacturer would have to provide predefined supply chains with 

authorized supply chain partners, where products would be read. Thus, deviations and 

anomalies, such as omitted reads (non-authorized supply chain actor would not read the 

tags, for example), could be detected. This rule, of course, is company-specific. This rule 

could have helped in the counterfeit toothpaste scenario (Case 3), in the “supply chain 

switch”, and the “excuse abuse” case, mentioned in section 2.1. 

A third scenario could address the issue of stay durations at different supply chain locations. 

If the brand owner suspects that product replacements are carried out at a certain supply 

chain location, he could, for example, compare the stay durations of his goods at these 

locations, which might serve as a first indication for counterfeiting activities. The according 

rule could be: 

“Trigger an alert, as soon as the storage duration at any supply chain location exceeds the 

maximal or the standard duration time.” 

This rule is an example for rules that - taken on their own and compared to the ones 

mentioned above - do not provide strong evidence for a counterfeit indication. However, 

evaluated together with other rules that fire, they can support indications for counterfeiting 

events in a decision support system. 

A fourth example deals with the observation that counterfeit products do not travel alone in 

the supply chain, but are often aggregated together on a pallet or in a case. The probability 

for products that have been aggregated with a counterfeit in the supply chain are themselves 

counterfeits, is higher than for other products. A company might want to take advantage of 

this fact and design the following, general rule: 
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“Trigger an alert, as soon as a product is read that was previously aggregated with a 

counterfeit in the supply chain.” 

Depending on the implementation, the EPC numbers and the aggregation and 

disaggregation events of all known counterfeits would be stored either in a, e.g., third party 

EPCIS. For every incoming item at a supply chain location, the rule would check the previous 

aggregations in order to check whether the products were previously aggregated with 

counterfeits. In that case, the rule would fire and manual testing would be appropriate. This 

rule could have helped in the counterfeit toothpaste scenario (Case 3) to detect the 

counterfeits in the licit supply chain, before these could be disaggregated and distributed in 

the supply chain. 

These four examples give a first idea of how customizable and powerful the rule-based 

approach in the combat against counterfeiting activities in the licit supply chain is, and how 

well industry- and company-specific knowledge and requirements can be included. This 

approach actually offers a highly customizable toolkit solution, where different information 

and knowledge sources can be taken into account. 

Data Sources for the Rule-Based Approach – EPC Inte rnal and External Data 

While the third example from the previous section only requires information that can be 

extracted from the respective EPC reading events, the two first and the last examples require 

additional information such as “trustworthy supply chain partners”, “supposed product 

routes”, “information about EPCIS at the manufacturer production sites”,  or “detected 

counterfeits”. Hence, additional information is necessary in order to design company- and 

industry-specific anti-counterfeiting rules. Section 3.3.3 therefore introduces the rule-based 

anti-counterfeit toolkit, which considers information that is directly extractable from EPC 

reading events, like the transition time, the time that a product remained at one supply chain 

location, information about product aggregations, etc. In the remainder of this report we will 

refer to this data as EPC internal data. On the other hand, it also takes industry- and 

company-specific information into account, such as “countries that are considered suspicious 

for a certain product group”, or “suspicious retailers”, “unauthorized supply chain partners”. In 

the remainder of this report we refer to this data as additional, EPC external data. 

EPC internal data 

The following overview – derived from the EPCglobal specification [15] – lists all available 

EPC internal data available from EPC readings: 
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Figure 11: Supported EPCIS Events with Attributes 

Knowledge about real-world events can be inferred from these data. With the corresponding 

information about counterfeiting incidents from companies, initial, but rather general rules 

can be designed. 

 

EPC external data 

EPC external data means all to the EPC internal data additional knowledge that can be used 

in the fight against counterfeiting. This information is product-, company- and industry-

specific and is, compared to the information that can be deduced from the EPC reading 

events, extendable. The following list results from information taken from previous 

deliverables of this work package and the therein conducted interviews. Some examples of 

EPC external data, which were considered until now as relevant for the combat against 

counterfeiting, include: 

Exemplary supply chain information: 

·  Authorized retailers: Many brand owners allow only certain authorized retailers to sell 

their products. These retailers have typically undergone an evaluation procedure and 

are entitled to sell the products of a certain brand owner. It can be therefore deduced 

from a trace record whether a retailer is authorized or not. A product of a brand owner 

being sold by a non-authorized retailer can be considered as suspicious. 

·  Authorized and non-authorized supply chain partners: Same applies for the other 

supply chain partners. 



BRIDGE – Building Radio frequency IDentification solutions for the Global Environment 

D5.4 Prototype Report 27/63  

·  Supply chain station order: The route of a product, e.g., from the manufacturer to the 

retailer, can be predefined. Deviations from this route can be tracked for further 

investigations. 

Exemplary information about suspicious countries an d product origins 

·  Matching between products and their origin: The origin of product can be suspicious 

if, for example, the manufacturer does not have manufacturing sites in these 

countries. 

Exemplary Legal Aspects 

·  Information about illegal re-imports: Depending on the exhaustion regime5 of certain 

countries or regions, re-imports or parallel trading into the European Union can be 

illegal [19]. This information can be used to detect counterfeits that are disguised as 

re-imports. 

Exemplary information about aggregations and advanc ed shipping notice (ASN): 

·  Aggregations: mixing products of different categories in one shipment can be 

considered as suspicious in certain cases. In a purely automotive oriented supply 

chain, the aggregation of automotive spare parts and food can be considered 

suspicious because the counterfeiter could have disguised counterfeit automotive 

spare parts as food items. 

·  Advanced Shipping Notice (ASN): Comparing the items which are supposed to arrive 

according to the advanced shipping notice with the items that finally arrive can also 

help to detect irregularities like replacements or anomalies like shrinkage (e.g., theft). 

 

The advantage of the rule-based approach is that rules can be customized in a way that 

industry- or company-specific information can be included. Companies can use a certain 

standard set of anti-counterfeiting rules and design additional specific rules. The next 

subsection will discuss the mode of operation of the rule-based approach, while discussing 

the case of incomplete trace records. 

3.3.2 Mode of Operation  

The examples from Section 2.1 clearly show that frequent and supply chain-overarching 

checks at different supply chain locations are necessary, (i) in order to detect counterfeit 

products before they propagate in the supply chain, and (ii) in order to better localize 

                                                
5 The legal mechanism creating restrictions on parallel imports is territorial exhaustion of intellectual property 

rights (IPR). The term “exhaustion” is used because the right of the IPR holder to prevent re-sale is said to be 

“exhausted” when the goods are put legitimately onto the market [16-18]. According to the country or the region, 

“national”, “community” and “international exhaustion” are distinguished. The European Union applies 

community exhaustion and in turn does not restrict any product flows within the EU member states. Community 

or regional exhaustion permits parallel trade within a group of countries that define a region but prohibits parallel 

imports from outside the community [17]. 



BRIDGE – Building Radio frequency IDentification solutions for the Global Environment 

D5.4 Prototype Report 28/63  

potential points of entry. For trace-based anti-counterfeiting approaches in an EPCglobal 

world, these checks require data sharing among supply chain partners. If the supply chain is 

controlled by one party, such as in the luxury goods industry, for example, sharing data does 

not require the collaboration of many parties. However, if different stakeholders are involved, 

mechanisms and incentives in order to share data must be in place, because the rule-based 

anti-counterfeiting approach is most successful when the product-trace record is complete. 

Assuming that the access to the complete product trace is not always possible, we designed 

the rule-based anti-counterfeiting approach in a flexible way, so that for given rules and 

despite an incomplete trace, it can provide counterfeit indications. The following distinction of 

cases lists different environments for the rule-based anti-counterfeiting approach:  

1. Customs authorities using the system: Customs authorities compare the search 

for counterfeits with the figurative search for the “needle in the haystack”. They are 

quasi located in the middle of the supply chain and can thus control the products 

before they enter a country or the European Union. From the interviews conducted in 

the scope of the BRIDGE D5.2 Anti-Counterfeiting Requirements Report, we know 

that licit supply chain partners would collaborate for the common interest of a 

counterfeit free supply chain. Hence, the assumption of BRIDGE WP5 is that licit 

supply chain actors share their data with customs authorities for an anti-counterfeiting 

application. However, we have to assume that an illicit supply chain actor would not 

share this data at all or inject illicit readings. The anti-counterfeiting approach takes 

this observation into account. 

2. Companies using the system: 

a. Company-controlled supply chain: Companies in the luxury goods industry, 

as well as the apparel retail, for example, usually control the whole supply 

chain from the manufacturer to the retailer, or to their own retail shops. Thus, 

these companies have the control over the whole information flow and the 

complete product traces. The rule-based anti-counterfeiting approach can be 

easily used in this context. 

b. Company not controlling the supply chain: This is different for companies 

that are not controlling the whole supply chain and thus may not only retrieve 

complete, but also incomplete product traces. If the company does not get 

hold of the complete trace in the necessary time frame, the rule-based anti-

counterfeiting approach will only run a subset of the implemented rules. 

 

The implementation of a decision support system (see subsection 3.3.5), can and should 

support the user, especially in the case of an incomplete trace, for example, whether 

additional manual checks are appropriate or not. The next subsection will introduce the rule-

based anti-counterfeiting toolkit and anti-counterfeiting rules in more detail. 
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3.3.3 Rule-Based Anti-Counterfeiting Toolkit 

The rule-based anti-counterfeiting approach is designed as a “rule-based anti-counterfeiting 

toolkit”, which can be customized according to specific company- and industry-requirements. 

The previous subsections showed that multiple data sources are required for the combat 

against counterfeiting. Figure 12 shows that this approach takes these data sources into 

account in order to design industry- and company specific anti-counterfeiting rules. 

EPC internal data
EPC external, 
secondary business data

Anti-counterfeiting 
knowledge Data basis

ACF-Rules EPC Trace Record

Rule-Based Engine

EPC internal data
EPC external, 
secondary business data

Anti-counterfeiting 
knowledge Data basis

ACF-Rules EPC Trace Record

Rule-Based Engine
 

Figure 12: The Rule-Based Anti-Counterfeiting Toolk it 

 

On the one hand, the toolkit takes EPC internal data into account, which can be - as 

described in the previous section - extracted from the EPC reading events. On the other 

hand, it also considers EPC external data, which consists of industry- and company-specific 

information regarding supply chains, supply chain actors, etc. These two building blocks form 

the data basis for the rule-based anti-counterfeiting toolkit. The anti-counterfeiting rules are 

designed while using this data basis and the anti-counterfeiting knowledge (see Section 2, 

for example). In the rule-based engine, these rules are applied to the EPC trace records of 

the EPCs to be authenticated. In order to define rules, logical and temporal operators are 

used in the rule-based anti-counterfeiting toolkit. The following subsection exemplarily 

describes rules based on EPCglobal internal data. 
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Exemplary rules defined with EPCglobal internal dat a 

Figure 13 summarizes exemplary rules that were designed in this work package according to 

knowledge obtained from industry- and company interviews in previous deliverables. 

The product transit between two 
locations takes longer than expected 

Same reading record for the 
same item at two distinct locations

The complete transit time of a 
product surpasses the standard time

The order of the actors in the 
supply chain does not match 

the actual order in the trace-record

Aggregation and 
disaggregation information compared 

to the advanced shipping notice 

A “delete“ event was followed by a 
new “add” event in the product trace 

Rules using EPC internal data

The product transit between two 
locations takes longer than expected 

Same reading record for the 
same item at two distinct locations

The complete transit time of a 
product surpasses the standard time

The order of the actors in the 
supply chain does not match 

the actual order in the trace-record

Aggregation and 
disaggregation information compared 

to the advanced shipping notice 

A “delete“ event was followed by a 
new “add” event in the product trace 

Rules using EPC internal data

 

Figure 13: Exemplary Rules based on pure EPC intern al data 

These rules encompass: 

·  Rules for delays:  

o One of the designed rules monitors the time delay between two different 

supply chain locations. If it surpasses a predefined time delay, then the rule 

triggers an alert. 

o The same rule can also be applied for the whole trace. If the product takes too 

much time from, e.g. the manufacturer to the retailer, then the rule triggers the 

alert. 

·  Rules concerning the right order in the supply chain (reads): 

o Based on the EPC reading events, a rule was implemented that monitors the 

order of the physical supply chain actors, and triggers an alert, as soon as the 

predefined order is not maintained. 

o A second rule in the scope of the supply chain order was implemented. This 

rule, however, takes care of the correct order of the EPC events. Thus, an 

EPC ‘DELETE’ event may not be followed by an EPC ‘OBSERVE’ event, for 

example. 

·  Clones: 

o A first rule that was implemented in order to detect clones in the EPCglobal 

network detects whether the same EPC was read at two different locations at 

the same time. 
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·  Aggregation and disaggregation: 

o The aggregations of trade items onto a pallet and the disaggregation 

respectively constitute one possible situation to exchange original products 

with counterfeits. A comparison of the EPCs of the received trade items with 

the expected ones based on the Advanced Shipping Notice (ASN) can help to 

identify potential counterfeits. If there is no ASN available, possible counterfeit 

products can be detected through changes in the composition of the load of a 

pallet. 

In order to explain the operation of the rule-based anti-counterfeiting approach on EPC 

internal data, some examples are provided below: 

 

Time delays compared to the standard and order of t he supply chain stations 

As stated above, deviations in the transition time of products between two supply chain 

locations deviations in the stay duration at one location might give counterfeiting indications, 

because products could have been replaced. As a delay can also have other reasons, small 

deviations are supposed to be accepted. Furthermore, another clue for fraud is when the 

EPCIS Events are not stored in the correct logical order, in which the trade item has passed 

the different supply chain stations. 

Table 2: EPCIS event data extraction for the time d elays rule 

Searched Entity  EPCIS Event Action Field Master Da ta 
Attribute 

reference event 1  any any eventTime 

all reference event 2  any any eventTime 
logical supply chain order any any readPoint, 

businessStep 

 

In terms of EPCIS Events, two arbitrary events have to be defined as reference events. The 

values of the respective eventTime fields have to be extracted from the trace record for the 

relevant EPC (see Table 2). The time difference between the two events must not exceed 

the predefined standard time. A precondition for this check is the measurement of a 

trustworthy standard time or the taking of the average of all already existing times for this 

event combination. For the check of the correct order of the EPCIS Events according to the 

actual supply chain order, it is essential to extract the combination of eventTime, readPoint 

and businessStep fields for all EPCIS Events. In all the dimensions when, where and what, 

there has to result a logical order. This is, for example, not fulfilled when the timeline 

extracted of the trace record for a finished product outlines a shipping route from Germany to 

the US and afterwards to the UK. 

 

 

Supply Chain Injections 
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Injections of counterfeit products into licit supply chains represent a big threat. These 

injections are either performed by an illegal manufacturer, e.g. the counterfeiter, or a trade 

item was produced and introduced to the supply chain by the valid manufacturer but at a 

later step of the supply chain replaced by a counterfeit. This is why it has to be checked 

whether the manufacturer of the product is the registered producer, and whether the original 

product has been replaced by another one. In order to examine the credibility of the original 

manufacturer in terms of EPCglobal, it has first to be checked whether the company 

determined through the Company Code of the EPC matches the expected manufacturer. 

Table 3: EPCIS event data extraction for the supply  chain injections rule 

Searched Entity  EPCIS Event Action Field Master Da ta 
Attribute 

manufacturing 
company 

ObjectEvent ADD 

readPoint owner illicit product exchange ObjectEvent DELETE 
illicit product exchange ObjectEvent ADD 

 

The second step is described in the first line of Table 3. The manufacturing company and its 

location have to be identified. Therefore, the ObjectEvent with action equals “ADD” has to be 

extracted. This action means that the RFID tag has been added to a trade item. In the master 

data attributes of the readPoint event field, the owner of the origin location is specified. The 

determined producer has to be compared with the expected manufacturer based on industry 

knowledge. In the case of exchanged products, it is necessary to check whether there is an 

ObjectEvent with action that equals “DELETE”, indicating that the RFID tag has been 

removed from the trade item, or whether a second ObjectEvent exists, with action value 

“ADD” for the same EPC code. Both of these cases represent a strong counterfeit indication. 

 

Aggregation and disaggregation 

Table 4 shows that in the first case, the SGTIN-EPC codes of the childEPCs of the current 

AggregationEvent have to be extracted.  

Table 4: EPCIS event data extraction for the aggreg ation and disaggregation rule 

Searched Entity  EPCIS Event Action Field Master Da ta 
Attribute 

SGTIN-EPCs containing 
to one pallet 

AggregationEvent OBSERVE childEPCs 
 illicit exchange AggregationEvent DELETE childEPCs 

illicit exchange AggregationEvent ADD childEPCs 
exchange without 
capturing 

AggregationEvent OBSERVE childEPCs  

 
These EPCs have to be the same like the EPC codes contained in the ASN. In the case of a 
switch at an arbitrary point of the supply chain, all AggregationEvents are of interest. A 
sequence of an AggregationEvent with action value equal to “DELETE” and an 
AggregationEvent with action value equal to “ADD” with different EPCs in the childEPCs, is a 
signal for a potential exchange of products with counterfeits. An AggregationEvent with 
action value equal to “OBSERVE” is suspicious in the case that the content of the childEPCs 
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has changed after the last AggregationEvent with action value equal to “ADD” or “DELETE”. 
Then the exchange of trade items has been disguised and not been recorded by events 
explicitly. 

As most of the rules above show, rule-based anti-counterfeiting is possible with mere EPCIS 

event data. However, the last two rules show that for an effective and efficient anti-

counterfeiting approach, more information than the EPC event data is necessary. Relying 

purely on EPCIS reading events can be a limiting factor. This is why we introduce the notion 

of the so-called EPC external, additional data. For a really flexible and customizable anti-

counterfeiting application, additional external knowledge and data is indispensable. The 

following section describes rules, which were designed in the scope of this work package, 

according to interviews with affected companies and using EPC external data. 

Exemplary rules defined with EPCglobal external, ad ditional data 

Figure 14 lists some rules that were defined using EPC internal and external data. With 

additional data, more powerful anti-counterfeiting rules can be designed. The rules which 

were designed in this work package include, but are not limited to: 

·  Product type in combination with manufacturing country: 

o From interviews conducted with industry-partners we know that some 

countries have specialized on counterfeiting certain product and article 

groups. Taking this knowledge into account, the probability that, e.g. an 

automotive spare part, which origins from Turkey or the Middle East, is a 

counterfeit, is quite high. However, this does not represent a general 

suspicion. 

·  Contact with counterfeits:  

o Often several counterfeits travel together with genuine products in the same 

shipment. If one product is identified as counterfeit, it is likely that the products 

that were in the same shipment, are counterfeits themselves. As soon as the 

implemented rule detects that a product has been in contact with a counterfeit, 

it triggers an alert. The rule-based anti-counterfeiting solution can send 

notifications to other recipients of goods from the same shipment and mark 

their locations. 
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Rules with additional, external data

Product Type and Country Combination

The combination of 
the product  type and 

the country of 
origin is suspicious

According to the exhaustion 
regime, the country or region 
does not allow parallel trading

Registered Counterfeits

The product got in contact / 
was aggregated with a 

counterfeit in the supply chain

Products are not allowed for 
sale in all countries

Legal Aspects

The product trace includes 
non-authorized supply 

chain partners

The “add”-event was not 
registered at an authorized 

manufacturer or partner

Authorized Supply Chain Partners

Rules with additional, external data
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The product trace includes 
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The “add”-event was not 
registered at an authorized 

manufacturer or partner

Authorized Supply Chain Partners

 

Figure 14: Exemplary Rules based on EPC internal an d external data  

·  Authorization of the supply chain actors: 

o Especially in the luxury goods industry, manufacturers often have exclusive 

distribution channels. This implies that manufacturers authorize only specially 

licensed distributors and supply chain partners to ship their products. In this 

case, a further check is necessary which examines whether a product was 

only handled by companies, which were licensed by the manufacturer. Having 

non-authorized supply chain actors in the trace, there is a high possibility that 

the supply chain does not work as assumed. At a non-authorized trading 

partner, the probability that original products are replaced is higher. To run this 

check, it is necessary to get to know the companies owning the locations of all 

steps of the supply chain. Therefore, first the manufacturer of the trade item 

has to be identified through the Company Prefix of the given SGTIN-EPC 

code. Then, all actual supply chain partners have to be compared to the list of 

authorized supply chain partners. 

·  Legal aspects: 

o Besides anti-counterfeiting, the rule-based approach can also detect illegal 

parallel trading activities or detect products that are not allowed to be sold on 

certain markets. 
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Besides the description of these implemented rules, we will in the next subsection detect 

whether the cases from literature and the hypothetical cases are covered with this approach.  

3.3.4 Application of the Rules for the Automatic De tection of Counterfeits in 

Licit SCs 

The combination of EPC internal data and external data, along with the rule-based approach 

allows for the definition of highly customizable, industry- and company specific anti-

counterfeiting rules, leveraging company- and customs-specific anti-counterfeiting 

knowledge. Hence, using the knowledge of counterfeiting cases, and moreover of the 

“supposed-to-be” supply chain, companies can create their specific anti-counterfeiting rules, 

which can be then used to analyze the track-and-trace data. In this section we discuss the 

cases, which were developed in Section 2.3 in order to cover the majority of the reasons, of 

how counterfeits could enter the licit supply chain. 

Anticipating counterfeiter’s countermeasures 

1. Counterfeit product without a tag 

The idea behind the rule-based anti-counterfeiting approach is to enable highly 

automated, supply chain-overarching mass checks of products in order to detect 

counterfeits. These checks are based on the RFID bulk reading possibilities. 

However, in an EPCglobal world, products, which are supposed to have tags but do 

not, have a very high probability of being counterfeits. If these are not detected along 

the supply chain, they are finally detected at the retailer, and also identified as 

counterfeits. 

2. Counterfeit product with a broken (non functiona l) tag 

a. Broken tag in the supply chain: using the advanced shipping number and the 

therein stored information about the products, which are supposed to arrive, a 

broken tag would be recognized as a “missing product”. The user can then 

decide whether manual testing for counterfeits is appropriate. 

b. Broken tag in the retail store: there are two reasons for a broken tag at the 

checkout: (i) either the product with the broken tag was injected in the supply 

chain, or (ii) the tag was broken in the store. For the detection of counterfeits, 

a manual testing should be applied in both cases. 

3. Counterfeit product with a tag with an invalid p roduct number 

When the rule-based anti-counterfeiting approach is place, the rule that compares the 

manufacturing event information of the product with a guessed EPC number, would 

trigger an alert. Mass injection of counterfeits, would therefore be made impossible 

with this approach. 

4. Counterfeit product with a tag with mislabeled p roduct identifier 

When products are tagged in a tamper-proof way, counterfeiters would destroy the 

tag while trying to removing it. However, if the counterfeiter manages to apply valid 
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tags on his counterfeit merchandise, the rule-based approach – as all automated 

approaches – would not be able to detect these counterfeits with the mislabeled 

identifier. 

5. Removal and reapplying of genuine tags 

In this cases, as in the case above (number 4), the rule-based approach would not be 

able to detect these counterfeits. However, this practice is limited to the number of 

genuine tags available. Moreover, using tamperproof tags, such replacements would 

be very unlikely. 

6. Replacement of an original product with a counte rfeit in the supply chain 

See case 5 above. 

7. Counterfeit product with a cloned RFID tag 

Due to the fact that the rule-based anti-counterfeiting approach implements rules that 

check for duplicates in the supply chain, mass counterfeiting is not possible anymore. 

Cloned tags will be detected with the rule-based approach. 

8. Creation of a trace record, not tag 

This and the following case represent attacks on the underlying system or network 

and are therefore out of the scope of WP5. They can be formulated as WP5’s 

requirements towards WP4, which deals with security issues. 

9. Manipulation of a trace record, not tag:   

See case 8 above. 

A more thorough evaluation of this approach regarding the above mentioned cases and the 

detection of counterfeits in licit supply chains will be conducted in the next deliverable, the 

D5.5 Evaluation Report. 

3.3.5 DSS - The Rule-Based Anti-Counterfeiting Deci sion Support System 

While evaluating the RFID-generated track-and-trace data with the presented anti-

counterfeiting approach, the rule-based system will fire according to the implemented rules. 

However, some rules might give weak indications for counterfeiting activities in the licit 

supply chain (like the delay rules), others will provide more evidence, and for some rules, 

only the combination of different rules represents significant evidence for illicit activities with 

counterfeit products. 

Hence, the user is in a need for a decision support system that supports him to interpret the 

alerts and to take according steps. The company- and industry-specificity of the anti-

counterfeiting rules and their alerts has to be represented in this decision support system. 

This prototype system offers an approach, which enables the implementation of this decision 

support system as, e.g. another rule-set with the according output to take the adequate 

steps. However, since this work package was initially planned as a company trial, which is 

not the case anymore, a company-specific decision support system has to be considered as 

future work. 
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3.4 Statistical track-and-trace Data Analysis 

Question 43: Visibility allows location-based product authentication through detection of 

cloned products. For example, if track and trace data tells that product P is in warehouse x, 

one can conclude that a product that claims to be P but is not in warehouse x is in fact not P 

but a cloned one. In some cases, however, one only knows where a product has been, but 

not where it currently is. It means that the location of a product is known only at discrete 

points of time and the track and trace data tells, for example, that product P was observed at 

location x at time t. How does one know if a product that claims to be P some time after in 

another location is authentic or not? These cases call for some kind of authentication rules. 

Question 44: We present in this subsection two ways to automatically generate these rules 

making use of knowledge of the supply chain context. The authentication is done on 

statistical basis using machine learning techniques. The resulting system can detect cloned 

products even when the current location of the genuine product is not known. 

Question 45: Section 4.3 describes how the statistical methods presented in this subsection 

will be evaluated with simulation studies. The results of this evaluation will be published in 

the future BRIDGE deliverable D5.5, the evaluation report. (The presented methods are 

developed in ETH Zurich and based on a publication in 1st International Workshop on 

Security for Spontaneous Interaction, 2007 [20].) 

3.4.1 Stochastic Supply Chain Model (SSCM) Approach  

Question 46: Detection of cloned products is easy if the locations of the genuine products 

are known; for instance, if the track and trace data says that the genuine product is in 

Switzerland while a product in Japan claims to be the genuine one, the system can conclude 

that the product in Japan is a cloned one. However, if the track and trace data says that the 

genuine product was observed in Switzerland one week ago but makes no statement of 

where it currently is, the authentication becomes non-trivial. The location information can still 

be used in authentication, though the authentication results become inheritably less certain in 

the absence of complete location information.  

 

Figure 15: An Illustration of location-based Produc t authentication approach based on 

estimating the transition probabilities between the  observations 
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Question 47:  

 

Figure 16: Stochastic Supply Chain Model (SSCM) tha t estimates the transition 

probabilities between observations 

Question 48: As a solution, we propose that the product authentication system estimates 

the transition probability that the genuine product has moved from Switzerland to Japan 

between the observations. This location-based authentication method is illustrated in Figure 

15. If the transition probability is low, for example because the product should have moved 

faster than any commercial jet plane, the observed product in Japan is likely to be a cloned 

one. When we denote the previous observed location (or state) of a tag with Si and the 

current location with Sj, the observation times with ti and tj, respectively, this location-based 

authentication method can be formalized as follows. Product is authentic, if: 

Question 49:  

Question 50: 
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Question 51:  

Question 52: To estimate the probability in equation 6, we train a discrete-time stochastic 

supply chain model (SSCM) based on traces of genuine products. This model is illustrated in 

Figure 16. It is similar to a Markov chain with the exception that the time that the system 

spends in one state is not defined by the transitions from a state to itself, but by separate 

time distributions. Such models are sometimes called time delayed Markov models. 

Question 53: The model has N+1 distinct states, S0, S1, S2, ..., SN, The first state S0 is so 

called “state of non-existence” where all products are before they are manufactured and 

each other state corresponds to a reader device in the supply chain network. When a product 

is scanned by a reader in the real world, it enters the corresponding state in the model. In 

particular, the first state where a product enters corresponds to the first business location 

where the product is scanned after manufacturing. 

Question 54: The time, measured in number of discrete steps, that a product waits in a 

state is given by a probability density function (PDF) specific to each state. For Si, this PDF is 
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denoted as )Pr( iTD 6. The state transition probabilities are time independent and denoted as 

)Pr( 1 itjtij SqSqP === -
, where qt is the state of the product at time t. The state transition 

probabilities have the following properties: 
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Question 57:  

Question 58: When nSS,...,1  is the sequence of states where the product has been 

observed, we consider the set of location transition probabilities, 

{ })(),...,( 112 -= nn SSPSSPL
, and the set of probabilities of waiting times between the 

observations, { })Pr(),...,Pr( 11 -DD= nTTT . We define and study two different confidence 

values that estimate the transition probability in equation 6. When { },..., 21 oo=W  stands for 

any subset of sets of probabilities L and T, these confidence values are: 
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Question 60: ii
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Question 61:  

Question 62: The reasoning behind the first confidence value (c1) is that the transition 

probabilities of a trace that is corrupted by a cloned product has multiple unlikely elements. 

The confidence value is normalized by the number of events/transitions (n) in the model so 

that traces of different length yield comparable confidence values. The reasoning behind the 

second confidence value (c2) is that a cloned product in a trace is characterized by a single 

improbable event. We study the performance of all six different confidence values that can 

be derived from the SSCM, i.e., )(Wic with { }2,1Îi  and { }TLTL ÚÎW ,, . Like this we 

can learn how both time and location information in the trace data can be used to detect 

cloned products. Using these confidence values, equation 6 is transformed into the following 

form. Product is authentic, if: 

Question 63:  

Question 64: ,)( e>Wic   { }2,1Îi       (10) 

 

                                                
6 We use Pr(.) to denote a probability mass function and lowercase p(.) for a probability density function 
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3.4.2 Hidden Markov Model (HMM) Approach 

Question 65: When a genuine product (G) and a copied product (C) flow in a supply chain 

where tracing information is shared, the events generated by G and C are appended to one 

single trace. In other words, the trace of G is corrupted by events that origin from C. This is 

illustrated in Figure 17. In this way, product authentication can be presented as a 

classification problem where the traces of products are classified into traces that are 

generated by only one, genuine product, and traces that are generated by genuine and (one 

or more) copied products.  

 

Figure 17: illustration how a copied product corrup ts the trace of a genuine product 

(G), creating a virtual path for the genuine produc t that is seen from the trace 

(t1<t2<t3<t4) 

Question 66: Dividing the time axis into equally-spaced discrete steps allows us to 

formulate observation vector v whose elements tell the last observed location of a product for 

a given time step. Hence, the observation vector effectively presents the known trace of a 

product. When there are no copied products in the supply chain, v is generated by G that 

moves in the supply chain. When there are copied products in the supply chain, v is 

generated by multiple products, G and (one or several) C. Using two models, M1 and M2, that 

represent uncorrupted and corrupted traces, respectively, we formulate the authentication 

problem as follows. Product is authentic, if: 

 
( ) ( ) e>- 21 |Pr|Pr MvMv       (11) 

 

Question 67: To estimate the probabilities in equation 11, a hidden Markov model (HMM) 

classifier is trained. The HMM (Figure 18) is a very powerful statistical method of 

characterizing observed data samples of a discrete-time series and it has been successfully 

applied in many classification problems such as keyword spotting [21]. The underlying 

assumption of the HMM is that the data samples can be well characterized as a parametric 

stochastic process, and the parameters of the stochastic process can be estimated in a 

precise and well-defined framework [22]. 
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Question 68: A Markov chain can be extended to a HMM by introducing a non-deterministic 

process for each state for generating the output observations [22].We build the classifier by 

training two models, M1 and M2, that represent the cases where there are one or, 

respectively, multiple products in the supply chain. The number of hidden states of both 

models can be set empirically to the one that gives the best results. The models can be 

trained using the standard Baum-Welch expectation-maximization algorithm (e.g., [23]). 

Features that are fed to the models are observation vectors v cut after the first element of the 

last observed location. 

 

Figure 18: An example of a (left-to-right) Hidden M arkov Model with 5 internal states 

(Q) 
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4 Architecture and Implementation Description 
In this Section we present the implementations of the developed RFID-and track-and-trace-

based anti-counterfeiting solutions. First, the implementation and some pictures of the 

synchronized secrets demonstrator are presented. Secondly, the implementation of the rule-

based anti-counterfeiting solution is presented and screenshots are provided. And thirdly, the 

implementation of the track-and-trace laboratory trial on statistical data analysis of track-and-

trace data is presented. 

4.1 Synchronized Secrets Demonstrator 

Question 69: The synchronized secrets protocol is implemented using standard EPC Class-

1 Gen-2 tags (e.g. Dogbone tags from UPM Raflatac using Monza 1A chips manufactured by 

Impinj). The reader device is A828EU UHF reader from CAEN and it is controlled by a laptop 

that runs the local client program. The back-end system is implemented as a web server that 

stores the EPC numbers, synchronized secrets, and time stamps in a MySQL database. The 

hardware set-up is shown in Figure 19. 

  

Figure 19: Hardware set-up of the Synchronized Secr ets Demonstrator 

Question 70: EPC standards define a user memory bank where the synchronized secret 

can be stored. As an illustration of the real hardware constraints of low-cost RFID tags, many 

existing EPC tags do not even have any user memory to minimize the chip cost. 

Nevertheless, the presented method can be used with tags that provide even a modest 

amount (e.g. 32 bits) of user memory, or when a part of the EPC memory can be used to 

store the synchronized secret. 

Question 71: The protocol between the back-end system (B), the reader device (R), and the 

tag (T) is presented below. The symbols are explained in Table 5. 

Question 72:  

Question 73:  

Question 74:  

Question 75:  

Question 76:  
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(1)   R� T: ReadEPC 
(2)   T� R: EPC 
(3)   R� T: ReadSyncSec 
(4)   T� R: si  
(5)   R� B: EPC, si, timei 

(6)   B: if (si
B

 = si), answer = ok 
        if (siB

 �  si), answer = alarm 
(7)   B: si+1= RND32 

(8)   B� R: answer, si+1 

(9)   R� T: WriteSynSec(si+1) 
(10) T: write si+1 to non-volatile memory 
(11) T� R: ack 
(12) R� B: ack  

Identify the product 
 
Read the synchronized secret 
 
Send the synchronized secret to back-end 
 
 
Generate new secret 
 
Update the tag’s synchronized secret 
 
 
Notify the back-end that update was done

 

Question 77:  

Table 5: Description of Symbols 

Symbol Description 
EPC Electronic Product Code 
si Synchronized secret number i 
timei Timestamp of update number i 
answer Answers whether product under study passes the check or not 
ack Acknowledgement 
ReadEPC Method call to read the EPC 
ReadSyncSec Method call to read the synchronized secret 
RND32 Method call to generate a 32-bit random number 
WriteSynSec Method call to write new synchronized secret on tag 

 

Question 78: The same synchronized secrets demonstrated is also used to demonstrate 

how unique TID numbers can be used to detect cloning of EPC numbers. This can be done 

with a database that links EPC numbers to the corresponding TID numbers. 

Question 79: The goals of the synchronized secrets method demonstrator are following: 

·  Illustrate the feasibility of implementation of the synchronized secrets method on 
standard (EPC) hardware. 

·  Illustrate how synchronized secrets can be used to detect cloning of tags in different 
scenarios. 

·  Measure the time overhead of running the synchronized secrets protocol. 

·  Illustrate how unique TID numbers can be used to detect tags with cloned EPC 
numbers 
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4.2 Rule Based Anti-Counterfeiting Demonstrator 

To provide a better understanding of the application and its possible usage, an example 

scenario is presented at first. Afterwards, the general technical concept, the structure, the 

architecture and the implementation of the rule-based anti-counterfeiting approach of 

BRIDGE WP5 are presented and explained. Moreover, the access to the Event Gathering 

Layer prototype, developed in BRIDGE WP2 and 3, is explained.  

Scenario 

In the following example real-life scenario, we present a potential use case of the rule-based 

anti-counterfeiting system. The anti-counterfeiting application is used at customs facilities 

where different goods arrive that have to be authenticated. This scenario is illustrated in the 

activity diagram below: 

act Customs control

Good 
[unchecked]

Good arrives a 
customs station 

(RFID reader)
Good [checked]

Invoke anti-
counterfeiting 
application to 
check trace

Generate 
positive 

EPCISEvent

Check 
authenticity of 

product 
manually

Generate 
negative 

EPCISEvent

[Trace shows no anomalies]

[Trace shows anomalies]

[Authenticity check succeded]

[Authenticity check falied]

 
Figure 20: Activities of the Customs Scenario 

The proposed scenario can be described as follows: as soon as one or several aggregated 

goods arrive at the customs facilities they pass a gate with an RFID reader. The reader 

successively reads out the EPC number of every RFID tag that passes the gate and 

generates a corresponding EPCIS event. The event is passed to the anti-counterfeiting 

application which obtains the trace of the product in terms of events and evaluates it 

according to the specified set of rules. If the result of the evaluation points to a potential 

counterfeit, it is manually analyzed by a customs officer.  

This scenario is only one of many realistic scenarios in which a rule-based anti-counterfeiting 

application can be very beneficial. The main benefit of this application is that it can be used 

as a decentralized solution. This means that every location where RFID tags are scanned 

can use this application for automated anti-counterfeiting and can also apply individually-

tailored rules. 

 
Structure of the Application 

The rule-based anti-counterfeiting application consists in total of four parts: an invoking 

application, two main components and a user interface. First, the invoking application 

generates an according EPCIS event and hands it to the core component of the system. 

Such an invoking application might be integrated in the supply chain infrastructure of a 



BRIDGE – Building Radio frequency IDentification solutions for the Global Environment 

Prototype Report 45/63 Created on 10/10/2008 

company so that every EPC number that was read by an RFID reader is automatically 

passed to the anti-counterfeiting application. 

The second part is a preprocessing data layer which collects and preprocesses all data 

needed by the actual rule engine. This layer is responsible for gathering EPCIS traces or 

loading external data such as products externally noted to be recalled and delivering this 

data to the rule engine. After this evaluation, the results are collected from the rule engine 

and displayed in the user interface.  

The third part is the rule processing part. Its capabilities are provided by a third party 

implementation. Beside the mandatory BRE, this part can also include an appropriate BRMS 

and other tools for rule processing. 

The display or user interface part of the application receives the results of the rule engine 

and displays them to the user. The user interface is fully decoupled from the main 

component and operates via XML messages exchanged locally or over HTTP. 

This architecture is illustrated in the following figure: 

 
Figure 21: Components of the Rule-Based Anti-Counte rfeiting Application 

Figure 21 can be explained as follows. In the proposed scenario of customs facilities, the first 

part of the system, the invoking application, is integrated in the EPCIS infrastructure of the 

customs. Every EPC number that is processed is automatically passed to the anti-

counterfeiting application with related data packaged as an EPCIS event. All other steps are 

transparent to the invoking application. After the evaluation, the results are displayed on the 

connected user interface(s).  

The preprocessing data layer receives an EPCIS event from the invoking application. To 

obtain all the related data, the preprocessing layer can either query one EPCIS repository 

that holds all data, or a number of EPCIS repositories that hold the respective data, or it just 

accesses the Event Gathering Layer, which is provided by BRIDGE work package 2/3. 

Afterwards, all external data is retrieved from the specified data sources. Finally, the 

preconfigured rules and the collected data are committed to the rule engine to start the 

evaluation. After the evaluation, the results are collected from the rule engine and displayed 

for the user interface. 

Figure 22 illustrates the interaction between the four components of the anti-counterfeiting 

application: 
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Figure 22: Sequence Diagram of the Rule-Based Anti- Counterfeiting Application 

 

The rule evaluation part i.e. the business rule engine (BRE) is provided by a third party 

implementation. The selected rule engine, which is used for this part of the system, is 

presented in more detail in the next section. In addition, the reasons for the choice for this 

BRE are explained. 

The Selected Rule Engine 

The BRE that was selected to be integrated into the application is Drools. Drools is the most 

mature and comprehensive rule engine among the evaluated open-source solutions. In 

addition, Drools is available under the terms of ASL which makes it useable for commercial 

purposes without any restrictions to the own source code. 

While many of the evaluated BREs offer only core functionality, i.e. the rule engine, Drools 

offers three main components:  

·  the BRE,  

·  the BRMS,  

·  and the developer plug-in for Eclipse.  

The BRE is a forward reasoner and implements the Rete algorithm. It provides automatic 

conflict resolution. Additionally, each rule can be parameterized with a priority parameter 

named “salience”. Also, custom resolution strategies can be applied to the system.  

The rules that are processed by the BRE are defined in separate rule files. This facilitates 

rule editing and administration compared to direct writing rules in the source code or rules 

represented by Java classes. The used rule language is a proprietary language called Drools 

rule language (DRL). All rules consist of a left hand side (LHS) and a right hand side (RHS). 

The LHS holds the actual rule, i.e. the conditions for the rule to be true or false. If all 

conditions hold true, the statements on the right hand side, which is in general some Java 

code, are executed. The rough structure of a rule can be visualized as follows: 
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rule  "name"  
   *attributes* 
  when 
   *LHS* 
  then 
   *RHS* 

end  

All in all, there are three optional and one mandatory declaration in a DRL rule. While the 

name of a rule is mandatory, attributes, the LHS, and the RHS are optional declarations. 

With the use of attributes, the behavior of a rule can be manipulated. There are different 

attributes like salience to give a rule a priority or no-loop to explicitly avoid recursion. If the 

LHS is empty the rule is always true. If the RHS is empty the rule has no actual 

consequences. In both cases it is still a valid rule. An example for a valid rule is given below: 

rule  "We have an honest Politician"  
    salience  10  
    when 

         exists ( Politician( honest == true  ) )  
    then 

         System.out.println( "Hurrah!!! Democracy Lives" );  
end  

DRL is first-order logic complete. Hence, problems that can be expressed by first-order logic 

can be translated into DRL. In the above example the term exists  was used as a 

representation of the logical quantifier $ .  

The syntax of DRL is designed for easy readability to allow non-technical business domain 

experts to model rules without advanced knowledge of a programming language. These 

requirements are highly important, since different stakeholders (users from companies, 

industry-representatives, and others), affected by counterfeiting activities, are supposed to 

use this application. For more simplification, complex DRL terms can be substituted by 

simpler Domain Specific Language (DSL) terms. The next rule shows an ordinary DRL rule: 

rule  "New Ticket"  
  salience  10  
  when 
   customer : Customer( ) 

ticket : Ticket( customer == customer, status == 
"New"  )  

  then 
   System.out.println( "New : "  + ticket );  

end 

This rule can be simplified to enhance readability by specifying DSL substitutions and using a 

corresponding mapping and wildcards.7 A possible substitution for the LHS would be: 

There is a customer ticket with status of " {status} "  

which would substitute the original term: 
                                                
7 See also: http://downloads.jboss.com/drools/docs/4.0.7.19894.GA/html/index.html. 
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customer : Customer( )    

ticket : Ticket( customer == customer, status == 

" {status} " ) 

Using another substitution for the RHS like: 

Log " {message} " 

which would substitute: 

System.out.println(" {message} "); 

these substitutions would allow the following rule to be valid: 

 
rule  "New Ticket"  

  salience  10  
  when 
        There is  a customer ticket with  status of "New"  
  then 
     Log "New ticket..."  

end  

Another powerful means of Drools are rule flows. Rule flows allow defining the order in which 

rules and rule groups, respectively, have to be executed. These rule flows allow the definition 

of rule-orders and different statuses and facilitate the implementation of a decision support 

system. 
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Figure 23: Exemplary Rule Flow [24] 

Another feature of Drools is the support of decision tables. For this purpose, decision tables 

can be expressed using common Excel spreadsheets or CSV files. In particular, 

spreadsheets are a common work tool in business. This allows people who have no specific 

technical knowledge and are unfamiliar with Eclipse or web based applications, but are 

experienced in the use of spreadsheets, to model and edit rules. 

For the rule administration, a web based BRMS is provided, which also allows rule modeling. 

It supports multi-user rule development and offers a version control for rules. Rules can be 

categorized into self-defined rule categories for easier locating. After rule editing, multiple 

rules can be combined to rule packages and be deployed for a direct use in an application. 

To develop rules in a test-driven approach or simply to test rules in advance, an open-source 

test framework for Drools is available. It is called FIT for rules. This framework can be used 

to define a set of basic tests in order to test frequently changing rules under the same 

conditions. Also, different scenarios can be deployed to perform “what if” test runs. 
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The next section describes the implementation of the anti-counterfeiting application and the 

integration of the selected BRE, i.e. Drools. 

The Implementation 

The goal of the implementation of the proposed rule-based anti-counterfeiting application is a 

prototypical implementation of the three components described in section 4.2 to prove the 

major concepts which can be summarized as:  

·  Gathering EPC data from an EPCIS (preprocessing data layer), 

·  Gathering EPC data from the Event Gathering Layer, provided by BRIDGE work 

packages 2 and 3, 

·  Gathering additional external data and providing it to the rule engine 

·  Establish valid formal rules based on the informal rules (BRE), 

·  Invoke rule evaluation and assert the received results (Invoking application) 

·  Display results on the user interface. 

The four components of the prototype are presented in the following subsections. For 

reasons of clarity the second layer, i.e. the preprocessing data layer, is described first, 

followed by the first, third layer and fourth layer. 

4.2.1 The Preprocessing Data Layer 

The preprocessing data layer is the intermediary between the invoking application and the 

(business) rule engine (BRE). This layer is responsible for gathering EPCIS data (either from 

one EPCIS or from the Event Gathering Layer) and the required external data as well as 

returning the results of the trace analysis.  

The trace analysis is supposed to be invoked via the analyze method of the TraceAnalyzer 

class. This method needs an EPC number, the trace of events related to this EPC, a list of 

names of rule files and rule flow files, respectively.  

To connect to an EPCIS and to an external data source, respectively, in each case a Java 

interface is provided, which has to be implemented in order to connect to the respective data 

source. For the connection to the Event Gathering Layer, the prototype implementation of the 

BRIDGE work packages 2 and 3 was used.  

To provide an additional connector to an EPCIS the interface EPCISConnector has to be 

implemented. The implementation must implement the method getEPCISEvents, which 

connects to an EPCIS, in this case the Accada EPCIS, and returns a set of EPCIS events. 

The EPCISConnectorFactory is responsible for creating the desired instance of the 

implemented EPCISConnector. 

 

For performance and separation of roles concerns the BRE does not gather an EPC trace on 

its own, it rather relies on the data preprocessing layer to do this job.  The data 

preprocessing layer uses its own EPCIS query client implementation to obtain the desired 
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information from a single EPCIS source or from the EGL and then passes the data to the 

BRE. 

 

 // Details for web service  
File wsdlFile = new File( "etc/wsdl/EPCglobal-epcis-query-
1_0.wsdl" );    

 URL wsdlLocation = wsdlFile.toURI().toURL(); 
QName epcisServiceName = new QName( 
"urn:epcglobal:epcis:wsdl:1" , "EPCglobalEPCISService" ); 
URL epcisServiceLocation = new URL( 
"http://localhost:8080/epcis-repository-
0.2.3/services/EPCglobalEPCISService" ); 

    
 // New instance of the EPCIS connection client  

EPCISServiceClient epcisClient =  
new EPCISServiceClient(wsdlLocation, epcisServiceLocat ion, 
epcisServiceName); 

    
 // Create poll  

EPCISObjectFactory objFactory =  
new EPCISObjectFactory(); 

 Poll poll = objFactory.createSimpleEventPoll(); 
 QueryParams queryParams = new QueryParams(); 
 QueryParam param = objFactory.createQueryParam(); 
 param.setName(matchParam); 

ArrayOfString epcArray =  
objFactory.createArrayOfString(); 

 epcArray.getString().add(epc); 
 param.setValue(epcArray); 
 queryParams.getParam().add(param); 
 poll.setParams(queryParams); 
 

// Run query  
 IQueryResultsDecorator results = epcisClient.poll( poll); 

 

In order to support a distributed EPCIS infrastruct ure the 

anti-counterfeiting application employs the Event G athering 

Layer (EGL) developed in BRIDGE WP 2/3. In this way  it can 

connect to multiple EPCIS and Discovery services to  obtain a 

more complete product trace. The EGL layer may need  to 

discover EPCIS repositories through discovery servi ces and may 

query those repositories several times to obtain co mplete 

trace – for example follow parent containers. 

To connect to an external data source the interface ExternalDataSourceConnector has to be 

implemented. In the implemented prototype, three such connectors have been implemented 

which insert external data into the committed rule session of the BRE. One connector inserts 
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a list of IDs of authorized traders. In business, it is a common approach that a brand owner 

authorizes certain business partners to be part of his supply chain. This trust relationship 

already provides a certain degree of security against counterfeiting activities. Other traders 

are not allowed to deliver parts to the respective company or to deal with its products. A 

second connector inserts a list of “suspicious countries”. This can be explained by the 

observation that certain countries are often known as sources for different faked products 

[25]. The third connector inserts a list of IDs of already identified counterfeits. This connector 

mainly provides information for the rule “contact with counterfeits”. If a product has ever been 

aggregated with a counterfeit it may be likely that this product or some other products of the 

aggregation are counterfeits as well. Since the analyze method has no knowledge about 

implemented ExternalDataSourceConnectors on the client side each connector has to be 

enlisted in the externaldata.properties file. The enlisted implementations are successively 

instantiated by the preprocessing data layer, so that the external data is received and 

inserted into the rule session of the BRE. This is done by the following code within the 

TraceAnalyzer: 

// Retrieve external data  
 Properties extDataProps = new Properties(); 

extDataProps.load( 
new FileInputStream( "externaldata.properties" )); 

 Enumeration<Object> dataSources = extDataProps.key s(); 
      
 // Insert data into session  
 while  (dataSources.hasMoreElements()) { 
       
  Object key = dataSources.nextElement(); 
  String sourceName = (String) key; 
  Object value = extDataProps.get(sourceName); 
  String className = (String) value; 

ExternalDataSourceConnector extDataSourceCon = ( 
ExternalDataSourceConnector) 
Class. forName (className).newInstance(); 

      extDataSourceCon.insertExternalData(session);  
 } 

The results of the rule evaluation are stored in implementations of the ActionHandler 

interface. Each time a rule fires, it is supposed to create a new ActionHandler and insert it 

into the rule session. A simple implementation of this interface only implements the 

getMessage method. This method returns a message in which, for example, the name of the 

rule can be stored that fired. To retrieve additional information besides this message, 

individual ActionHandlers can be implemented with additional fields and methods to store 

additional data. According to the Java rule engine API, the BRE is not supposed to return 

any results. Thus, the created instances of ActionHandlers have to be queried by the data 

layer, explicitly. Therefore, the following statement is required to retrieve all created  

ActionHandlers from the rule session: 

// Retrieve all ActionHandlers  
Iterator handlerIt = session.iterateObjects( 
new ClassObjectFilter(ActionHandler.class)); 
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These ActionHandlers are returned to the invoking application which is explained next. 
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4.2.2 The Invoking Application 

After rule evaluation, the invoking application retrieves a list of ActionHandlers. These 

ActionHandlers hold the information that was created by the rules that fired. To demonstrate 

the range of information that can be stored in an ActionHandler, for each rule an individual 

handler was implemented. The structure of the implemented ActionHandlers is illustrated in 

Figure 24. 

 
Figure 24: Class Diagram of Implemented ActionHandl ers 

As illustrated, ActionHandlers can contain various types of data which can be retrieved by 

the according get-methods. Therefore, an ActionHandler can be regarded as a simple bean 

class. It depends on how the invoking application chooses to evaluate this data and how to 

display the received information. The implemented prototype, for example, displays the 

results in Google Maps. For more details, please refer to section 4.2.4. 

4.2.3 The Business Rule Engine 

The third component of the anti-counterfeiting application is the BRE. We show here that the 

identified anti-counterfeiting rules can be expressed as formal and valid rules, which can be 

evaluated by the BRE. To prove this, some representative cases, which are listed below, 

have been implemented: 

·  Too long time for total transit between for the whole product trace 

·  Too long time for transit between two supply chain locations 
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·  Contact with other counterfeits  

·  Supply chain injection 

·  Cloned tags 

·  Shrinkage 

 

To give an impression of a demonstrative and valid rule, the case of “contact with 

counterfeits” will be presented below in more detail.8 

The following code-snippet implements the “contact with counterfeit” rule in Drools.  

 
rule  "Contact with Counterfeit"  

    dialect "mvel"  

     

    when 

        // our EPC 

        $counterfeit : EPC() 

        // ... is a counterfeit ... 

        $cfEvent : ObjectEventType( 

            epcList.epc contains $counterfeit,                    

          disposition == "urn:epcglobal:epcis:disp: fmcg:COUNTERFEIT" 

        ) 

         

        // ...aggregations containing the counterfe it -there may be 

    //multiple. 

        // store list of children... 

        $ev : AggregationEventType( 

            action == ActionType.ADD, 

            $children : childEPCs.epc, 

            childEPCs.epc contains  $counterfeit 

        ) 

        // ... for each of the children... 

        $epc : EPC() from $children 

        // ... find the latest associated the objec t events 

        $lastEvent: ObjectEventType(  

                epcList.epc not contains  $counterfeit, 

                epcList.epc contains  $epc 

        ) 

        // ...  

        not ( exists  ( ObjectEventType( 

                    epcList.epc not contains  $counterfeit, 

                                                
8 Minor simplifications have been applied to support the readability and the idea of the rule. 
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                    epcList.epc contains  $epc, 

                    baseExtension.otherAttributes[ new 

QName("timeMillis")] > 

                    $lastEvent.baseExtension.otherA ttributes[ new 

QName("timeMillis")] 

                ) 

            ) // end exists 

        ) // end not 

         

    then  

        System.out.println ( "Contact with counterfeit" );        

insert ( new CounterfeitContactActionHandler( "Contact with 

counterfeit" , $cfEvent, $lastEvent, $counterfeit ) ); 

end  // end rule "contact with counterfeits" 

 

        // our EPC 
        // ... is a counterfeit ... 
        // store list of children... 
        // ...aggregations containing the counterfe it -there may be  
    //multiple. 
        // ... for each of the children... 
        // ... find the latest associated the objec t events 
        System.out.println("Contact with counterfei t");         

 

This rule checks whether the current EPC is a known counterfeit, while looking into the list of 

registered counterfeits and then alerts the user. It takes all possible aggregations into 

account.  

The above mentioned cases have been implemented representatively for the established 

rules from section 3.3. They include both types of rules, i.e. rules that need only EPC data 

and rules that also need additional data. Furthermore, the rules cover a wide range of 

complexity to prove the power and flexibility of the rule-based approach. All other rules, 

which have not been implemented, yet, are similar to the ones that are implemented. 

Therefore, they could be realized analogously. 



BRIDGE – Building Radio frequency IDentification solutions for the Global Environment 

Prototype Report 57/63 Created on 10/10/2008 

 

4.2.4 The Display Component 

The displaying component of the rule-based anti-counterfeiting approach is highly flexible, 

since it has to meet different industry- and company-specific requirements. Moreover, it has 

to be useable for stakeholders such as customs authorities. An exemplary implementation of 

the display component of the rule-based anti-counterfeiting prototype, which was 

implemented using Google Maps, is presented in the following. 

Figure 25 shows the display component alerting to the case of the “Contact with 

Counterfeits” rule. Counterfeit sunglasses were aggregated in Lisbon with other products 

onto the same pallet. In Istanbul, customers or the customs authorities identify the 

sunglasses as counterfeit products.  

 

Figure 25: The Display Component of the Rule-Based ACF-Prototype (without popup) 

 
Therefore, they check all aggregations of this product along the supply chain and issue a 
notification in order to warn all stakeholders in the supply chain that a product of the same 
aggregation (e.g., from the same pallet), was detected to be a counterfeit. 
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Figure 26: The Display Component of the Rule-Based ACF-Prototype (with popup) 

 
According to our experience, therefore the probability of the other products to be a 
counterfeit themselves is quite high. Figure 26 shows a caption that informs the supply chain 
partner in, for example, Rome, which has received the other products from the same palette, 
which were disaggregated in Paris that these products were in close proximity of counterfeit 
products. The supply chain partner in Rome can now order a manual testing of the products 
from this shipment. 

4.3 Track-and-trace Laboratory Trial 

Question 80: We study the different statistical track and trace based authentication 

approaches presented in subsection 3.4 in a simulated supply chain environment. The goal 

is to find out how the process of detecting cloned tags from track and trace data can be 

automated and optimized. 

Question 81: A supply chain simulator is implemented to generate discrete events from 

products that are distributed from manufacturers to retailers through different distributors. 

After reception of goods, every supply chain partner holds the products for a time that is 

defined by a time distribution that is specific to the supply chain player, and then the goods 

are shipped to another location. Transportation times between nodes are assumed constant. 

Reader devices with certain reading rates can be placed in reception points, shipping points, 

as well as in internal processing points. The simulator is implemented in Matlab and it is 

based on discrete time steps. 
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Question 82: The used supply simulator does not capture the details of dynamics of real 

supply chains but it is an adequate method to study the performance of the statistical 

methods. Modeling these dynamics would have negligible effects on the performance of the 

studied track and trace based anti-counterfeiting methods since their performance is 

completely defined by the available read events, and not on the ways the read events are 

generated or depend on each other. 

Question 83: We have described seven different statistical methods whose performance will 

be evaluated, including six variants of the Stochastic Supply Chain Model (SSCM) approach 

(subsection 3.4.1) and Hidden Markov Model (HMM) approach (subsection 3.4.2). The 

performance of these methods is characterized by the probability to detect a cloned tag 

versus the probability that a genuine tag is categorized as cloned. This relationship is 

commonly referred to as the Receiver Operating Characteristics (ROC) curve. The results of 

the track and trace laboratory trials will be part of future BRIDGE deliverable D5.5, the 

evaluation report. 

Question 84: The laboratory trial will simulate the supply chain of the pharmaceutical 

laboratory trial of BRIDGE project, WP6 (Figure 27). In addition, the performance is 

evaluated in more generic settings to provide results that can be generalized. The counterfeit 

products with cloned tags are injected in the supply chain i) before the genuine product is 

manufactured, ii) while the genuine product is in the supply chain, and iii) after the genuine 

product has left the system. Case ii is the most important one since the other two cases can 

be addressed by knowing which serial numbers are valid, and by flagging consumed or sold 

products.  

 

Figure 27: Illustration of a Pharmaceutical Supply Chain that is used in Simulations, 

Reader devices are marked with letter ‘R’ 

Question 85: The goals of this track and trace laboratory trial are following: 

·  Evaluate and compare the performance of different statistical track and trace data 
analysis methods in anti-counterfeiting. 

·  Find out which information in track and trace data can be best used to detect cloned 
products (e.g. time or location information, single events or combined events). 
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·  Evaluate the effect of read errors (missing reads) to the reliability of different clone 
detection methods and find out guidelines how read errors can be taken into account.  

·  Evaluate the effect of limited visibility (e.g. some supply chain partners do not share 
the data).  

Question 86: A basic statistical clone detection method is also implemented as an 

additional feature in the supply chain visualizer developed in ETH Zurich, as a part of 

BRIDGE deliverable D4.6.1 (Supply Chain Integrity). The supply chain visualizer calculates 

the transition probabilities between all supply chain nodes based on a training data set, and 

compares these probabilities to the incurring transitions in the testing data set. If an unlikely 

transition is detected (e.g. one that never happened in the training data), this transition is 

highlighted as it might origin from a cloned product. 

  

Figure 28: Statistical Clone Detection in the Suppl y Chain Visualizer (ETH Zurich) Left: 

Illustration of unprocessed track and trace events.  Right: By comparing the 

probabilities of supply chain transitions to traini ng data, unlikely transitions that 

indicate a cloned product can be detected (red arro w). 
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5 Conclusion and Outlook 
 

Due to a missing industry partner for a trial, the BRIDGE WP5 team opted to develop, 

describe and implement different RFID- and track-and-trace based anti-counterfeiting 

solution approaches. The results obtained in this task, and documented in this deliverable 

are encouraging: RFID-technology and track-and-trace data from the EPCglobal network 

provide a good means for the deterrence against counterfeiters. Four different anti-

counterfeiting solution approaches were developed for detection of counterfeit products from 

RFID data. Although the approaches are based on the same technology, they on the one 

hand work differently, but on the other hand can also be used complementarily. The next 

step in this work package is to thoroughly evaluate these approaches in the next deliverable, 

the D5.5 Evaluation Report. With these solution approaches in place, it will be more difficult 

for counterfeiters to inject their illicit merchandise into the licit supply chain. Since the 

development and implementation of the approaches was in the focus of this work, only an 

initial evaluation of the solution approaches could be conducted. The descriptions and 

implementations of the developed and implemented solution approaches, based on RFID-

technology and track-and-trace data, are in the center of this D5.4 Prototype Report. 

In detail, we described the following five approaches: (i) the TID approach, where the 

transponder ID of the EPC tag can be used as a weak authentication method based on 

RFID. An analysis of different vulnerabilities against the TID scheme in order to estimate the 

real costs to break the system, along with a survey of major chip manufacturers to verify that 

they provide proper protection to the TID memory bank in Gen-2 chips will be performed in 

the evaluation report of this work package. The real-world applicability of the (ii) 

Synchronized Secrets approach will also be evaluated more thoroughly in the next report. 

We will measure the time overhead of running the Synchronized Secrets protocol with 

different Gen-2 chips. Moreover, the evaluation of the (iii) rule-based anti-counterfeiting 

approach using either simulated or real-world data from the BRIDGE WP6 will also be part of 

the next deliverable. In addition, we will contact more companies in order to implement more 

(general and industry-/or company-specific) anti-counterfeiting rules, in order to protect the 

licit supply chain. Finally, for the two (iv)-(v) methods based on statistical track-and-trace 

data, we will evaluate and compare the performance of different statistical track-and-trace 

data analysis methods in anti-counterfeiting in order to find out which information in track-

and-trace data can be best used to detect cloned products (e.g. time or location information, 

single events or combined events), also with either simulated or real-world data from the 

BRIDGE WP6. Moreover, we will evaluate the effects of read errors (missing reads) to the 

reliability of different clone detection methods and find out guidelines how read errors can be 

taken into account. In the scope of this laboratory trial, we will also evaluate the effect of 

limited visibility (e.g. some supply chain partners do not share the data) on the anti-

counterfeiting approach. 
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