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Chapter 1. INTRO

Welcome to this EPC Advanced Infrastructure Implementation course.
We are happy to present you with this course where you will learn more

about implementing the infrastructure required for an EPC/ RFIDsystem.

Enjoy the course!

Implementing RFID is similar to implementing a new IT system or a new
business process.

To do so efficiently, you will need to follow good project management
methodology and define your im plementation road map

This implementation roadmap can vary from one company or one
industry sector to another.

This course focuses on the implementation aspects that are particular
to EPC/RFID infrastructure.

Those aspects are:

The selection of EPC/RFID sy stem design

The site analysis

The installation of the system

The security of the system

The monitoring & troubleshooting of the system

and therefore does not cover the others steps of the implementation
roadmap such as the cost -benefits analysis, the proj ect management
or the communication

This course also does not cover extensively the implementation of EPCIS
as this will be covered in a separate course.

This course builds on the knowledge that you have acquired in the

oBasics of EPCO6 anlDoAdcdv a@armee d EtPeCc Wn iRFa | asp.
courses.

It is strongly advised that i f youdre not
you first take the o0Basics of EPCO6 cour se.
It is also strongly advi sed toRdvancegdo u rst
technicalaspec t s6 i f you are not familiar th t

antennas or radiofrequency waves.
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Chapter 2: SELECTION OF THE
EPC/RFID SYSTEM DESIGN

What is in this chapter?
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2.1 Selecting the vendor(s)/solution providers

Vendors play a major role in helping you design, implement, and
manage your solutions and therefore finding the right vendors who can
help you address your business issues is critical.

This means that proper vendor selection often makes the difference
between a successful project and a failed one.

For an RFID project, this is especially true because its usage is relatively
new in areas such as supply chain where only a small set of indu stry-
wide references, best practices, and case studies are available.

2.1.1 Best-of-Breed approach

The Best-of-Breed approach involves selection of the

best vendor for each specific portion of an RFID é you a
project. control and
For example, you can select the best vendor of tags manage all
and readers, select another vendor that is best at asp ects of
installing and testing, and select yet another vendor the project
that is best qualified to do application integration i n hou

within your ente rprise.

The choice of which vendor is the best often depends on the specific
application and industry. For example, a vendor may offer the best

high frequency (HF) tags and readers for rugged environments but may

not be the best choice for UHF tags and re aders for inventory
management in a packaged goods warehouse.

The Bestof-Breed approach implies that you are in control and
manage all aspects of the project in -house.
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2.1.2 One-Stop-Shop approach

The One-Stop-Shop approach involves selecting
one single vendor to act as the primary contractor

vendor for the RFID project. € one
: . vendor is

In this case, the primary contractor often manages o
. . ) X primarily in

the entire lifecycle of the project and is responsible el
for all phases of the project including the selection :
¢ additional dors/sub iract manages all
of additional vendors/su -contractors aspe cts of
For example, if the primary contractor is a systems the project
integrator, it is likely to rely on an RFID hardware é

vendor to select the type of tags and readers most
suitabl e for the project.

The One -Stop-Shop approach means one vendor is primarily in control,
manages all aspects of the project, and takes responsibility for the
overall outcome of the project.

2.1.3 Which approach is best?

Both approaches havedsPRODOHE woud «CHMN mi X

example by maintaining the overall project management responsibility
in-house and hiring a vendor to act as a trusted advisor

While the Best-of-Breed approach provides more flexibility in
substituting another vendor if one does not work out as planned, this
approach also requires in -house expertise and in -house resources for
the project management.

On the other hand, the One -Stop-Shop approach generally ensures
you will have more time to focus on the business aspects and less
pro blems in integrating the different portions of the projects. Having a
single point of contact makes it clearer as to who is responsible but
failures are expensive in this configuration.

-10 -
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2.1.4 Comparing vendors

I n addition to the 0asdhesizeihealtih aodrquatite r i a such
service of the vendor, you should consider the following EPC / RFID
specific criteria when selecting your vendors:

It is important to determine if these references
have deployed projects similar to the ones you
are contemplating. The reference should also
confirm a track record of high  -quality work, on
time and within budget.

Customer

References

This criterion is important to consider if you
Technology believe that RFID experience is critical to the
Experience particular phase of the project for which you
are considering the vendor.

This criterion is important regardless of the
particular phase of the project for which you
Industry are considering the vendor. Without this
Experience experience, a vendor i s not likely to do a good
job that requires taking a holistic approach to
implementing a solution.

You should ensure your vendor adheres to
EPCglobal standards, open architecture, and
Intellectual Property Rights policies as to not
Involvement with being locked into one proprietary system. As a

EPCglobal Member of EPCglobal, your vendor will be
involved in the standard definition and in
collaborative work with other EPC / RFID users
and will therefore be best positioned to address
your need s.

-11 -
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2.2 Selecting the Operating Frequency

2.2.1 Why is it Important?

A tag and a reader use radio waves of a
certain frequency, called the operating
frequency, to communicate with each other.

125 KHz?

'~ 13.56 MHz?

‘ #5W 860-960 MHz?
N g

e 4 \\

The choice of frequency does affect the
sy st eperfdormance in areas such as speed,
range, and accuracy that are critical to your
application.

In addition, considering other radio services
such as radio, television or mobile phones have
operated before the arrival of RFID systems, it is
also important t o ensure that the selected
operating frequency does not disturb these services.

2.2.2 What are the Frequency Ranges?

An RFID systems operates in one of the four main ((:._"F:))
ranges of the radio frequency spectrum that are: Ultra High (UHF)

Mi rowmies

Low Frequency (LH)

High Frequency (HF)

Ultra High Frequency (UHF)
Microwaves.

We will now learn the PROs and CONSs of each range and which bands
are available for EPC / RFID systems within these ranges.

-12 -



<<EPC/RFID Advanced Infrastructure Implementation>>
Student 6 Blandbook v1. 1

2.2.3 The Low Frequency Range

G ) &

H20
METAL

While the Low Frequency range extends from 30 KHz to 300 KHz, RFID
systems in this range typically operate at 125 KHz and 134 KHz.

RFID systems operating with Low Frequencies have:

e Short read range that is less than half a meter.

e Alow reading speed

e Very little interference with the surrounding and absorption or
reflection problems due to water or metal.

These characteristics make them suitable for

e access control

e animal and personnel tracking

-13-
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2.2.4 The High Frequency Range (HF)

SSASC

MORE ’
INTERFERENCE i

The High Frequency range extends from 3 MHz to 30 MHz but most of
the HF systems operate at 13.56 MHz which is the only globally
accepted radio frequency for RFID systems.

RFID systems operating with High Frequencies have

e A read range of about 3 meters.

e More problems to penetrate through materials than LF signals
can.

e A better data transfer speed, compared to Low Frequencies

Typical applications for HF RFID systems are :

e Building access control

e Item-level tracking, including baggage
handling

e Libraries

-14 -
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2.2.5 The Ultra High Frequency Range (UHF)

\ MORE ‘
INTERFERENCE |,
CONSUMER

The UHF range extends from 300 MHz to 3 GHz.

The frequencies being used by RFID systems operating in this range are
344 MHz and anywhere between 860 to 960 MHz depending on the
regulations of the country or the region.

The regularly updated list of UHF bands available for RFID systems
worldwide can be found on the EPCglobal website.

UHF RFID systems have:

e aread range up to 10 meters.

e a higher probability for inferences with the many consumer
de vices operating in this range and for problems due to
absorption by metals or matter.

e a high data transfer

e limited portability as a UHF system that works in one country
might not work in another country because the allocated bands
are different.

-15 -
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Their higher reading speed and longer read distance make UHF
systems attractive for:

e Automated toll collection

e Warehouse management

¢ Inventory tracking

-16 -
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2.2.6 The Micro Wave Range

¥ s el Fp i
| LONG READ DISTANCE /.

—

While the microwave range extends from 1 GHz to 300 GHz, . RFID
systems in this range operate at 2.44 GHz and 5.80 GHz

Microwave RFID systems have:

¢ Along read distance
e A high reading speed and data transfer rate
e Poor performance around water and metal

While these systems are sometimes used for supply chain applicati ons,
they are better suited for

e vehicle identification and

e automated toll collection

-17 -
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2.2.7 Summary

=
o
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|
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=
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| Worse
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LOW Frequency HIGH

As we have learned, the operating frequency will directly impact the
performance of the RFID system.

Therefore, the main factors that you should consider when selecting
your operating frequency are your application requirements  and the
operating conditions.

The read range requirements for your application will give you a very
good idea as to which freque  ncy you should select for your system.

Most application types such as warehouse management have a
common set of requirements and are therefore associated with
specific frequencies.

You should finally also factor under which conditions your system will
ope rate as higher frequencies are more subject to interferences and
problems with materials such as liquids or metals.

-18 -
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2.3 Selecting the Tags
2.3.1 How do | Select the Tags?

To select the right tags for
your application, you need

to consider various factors
such as tag types and
classes, operating
frequency, read range,

data capacity, tag form

and size, environmental
conditions under which the

tags will operate, and the

standa rds and regulations
with  which you need to
comply.

Most of these characteristics are covered in detail in the EPC / RFID
Advanced Technical Aspects training course.

Here we present a brief discussion regarding the role of these factors in
selecting tag s.

-19 -
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2.3.2 The Kinds of Tags

The type of tag you will select (passive or active) depends upon your

application.

If your application simply requires the tag to
store some data such as the identification
number and provide it on request, you can use
passive tags.

On the other hand, you must select active tags

if you require a very long read range or rea I-
time features such as sensing the temperature

or the humidity.

Similarly, you will select Read Only (RO), Write
Once Read Many or Read and Write (RW) tags
depending on the data you wish to store on the
tag and whether this data is subject to change.

-20 -
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2.3.3 The Read Performance of Tags

The read performance of a tag
depends on the read range, the
reading efficiency and the antenna
polarization a nd orientation

The reading efficiency , also called read
robustness, is the ratio of the number of
successful reads to the total number of
read attempts.

The reading efficiency is the ultimate
factor that needs to be optimized to
improve performance.

Read Performance

Read range ?

% of successful reads?
Antenna polarization?
Antenna orientation?

The read range, on the contrary, should only satisfy the application
requirements and should not be maximized as to avoid security and

interferences issues.

-21 -
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2.3.4 Other Considerations for the Tags

Choose a tag that has enough data capacity to
store the data required by your application.

Increased data capacity makes the tag more
useful but also increases its cost.

Data Capacity

Ensure your tag has sufficient security in case
your application requires security feat  ures such
as data locking to prevent tempering with the

tag data.

Security

Check that the tag is compatible with the item

to be tagged and the environment. The tag

should have an appropriate size and should &x’ l!-z‘ﬂ
have enough ruggedness if in contact with harsh
environ ment such as humidity or corrosive

material.
Compatibility
Your tags should comply to EPCglobal standards
as to ensure compatibility and interoperability
ith oth t ting th tandard '
with other systems meeting those standards @] EPCglobal ¢

-22 -
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2.4 Selecting the Readers

2.4.1 How do | Select the Readers?

The first check you should perform

is to ensure the reader operates at
your chosen frequency and
complies with vyour
requirements such as the
maximum power the reader can
emit.

Your reader should also have the
correct interface for your
applicatio n. Most fixed readers
would be connected to a host
computer or the network with a
serial cable while mobile readers
are usually wireless readers.

-23-
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2.4.2 Other Considerations for Readers

Readers have generally from 2 to 4 antenna
ports although some readers have up to 8
antenna ports. While the number of ports you
need depends of your
really go wrong by choosing readers with 4
antenna ports as their offer a better flexibility in
covering a wide area zone.

apeg

[

Antenna Ports

So as to save costs in the future, you should also

V1.0 V2.0
— &—
Upgrades

check that your readers can be easily
upgraded.
Finally, your application might require your

readers to be managed remotely as to being
able to diagnos e the reader and fix it if needed
without visiting the site.

Remote Diagnostics

=24 -
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2.5 Selecting the Antennas

2.5.1 What are the Types of Antennas?

Both tags and readers have their antennas and these come in various

types.

The main antenna types are:

Monopole

Linearly Polarised

lCircuIarly Polarised

Omni-directional

Helical

The types of antennas are covered in detail in the EPC / RFID
Advanced Technical Aspects training course and are therefore not

covered here..

-25-
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2.5.2 How do | Select Antennas?

Two factors are key for selecting antennas: the footprint and the

polarization

The footprint of an antenna is the ground area over

which the antenna delivers the signal. All tags

pl aced within the footprin
can be read by the antenna. Footprints can be
mapped using a spectrum analyzer.

The polarization will depend of the tag orientation:

- If the tag orientation is unknown use a
circularly polarized antennas as to
ensure some amount of power will be
transferred between the reader and
the tag antennas, regardless of the tag
orientation.

- If the tag orientat ion with respect to the
antennas is known, use a linear
antenna to receive the maximum
power and thereby increase the read
range.

-26 -
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2.6 Selecting the Transmission Lines

A transmission line is a physical medium
such as a cable used to connect the signal
source of the reader to the antenna.

The optimal transmission line would be the
one that transfers the energy from the
source to the antenna with minimum power
loss.

RFID systems generally use 50 ohms coaxial
cables as transmission lines as these have
low cable loss. Shielded pair cables are
also used frequently.

The length of the cables should be looked at too as the longer the
cable, the greater the loss of power.

Finally, you should ensure the impedance of the transmission line
matches the input imp edance of the antenna as a mismatch would
decrease the systemds efficiency.

-27 -
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2.7 Selecting the Portals
2.7.1 What is a Portal?

An RFID portal is an area where RFID tags are being
read or written to.

Portals can be stationary such as a dock door that
waits for the tags to pass through their interrogation
zone or can be mobile such as a forklift which moves
around to read the tags.

The most common portals for mounting your readers
are:

Dock doors
Conveyers

Forklifts

Stretch wr ap stations
Smart shelves

-28 -
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2.7.2 The Dock Doors

A door portal is a door that reads at the pallet level all the tags
attached to the items on the vehicles such as trucks, forklift or carts that
are passing through its interrogation zone

I Multiple antennas... I

I ...Single readerl

In general, mu ltiple antennas are mounted in an array on both side of
the door as to cover an interrogation zone of about 3 meters high by 3
meters wide.

In mounting the portal, attention should be given to the positioning of
the antennas as to form an efficient interro gation zone.

If the readers are activated by the motion of vehicle, they should be
turned on rapidly as to ensure t
for all tags to be read.

-29-
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2.7.3 The Conveyers

A conveyer portal is generally used for case -level tracking such as
luggage in an airport or boxes in a distribution center.

Multiple antennas are mounted on gantries around the conveyer as to
cover the 4 faces as the item to be read.

For optimal reading, the belt and roller for the conveyer should be
made of Radiofrequency friendly material at the read point, not of
metal.

The speed of the conveyer should also be adjusted for optimal reading

-30-
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2.7.4 The Forklifts

Forklifts are especially well suited for reading tags from items on a pallet
and they can be connected to data collecting computers for an
improving the inventory management for example.

Mounting antennas on forklifts also has some disadvantages such as:

e Forklift based systems require manual intervention from an

operator

e The readabilit y of the tags can be affected by various factors
such as the metal of the forks, the communication devices of the
forklift operator or even the speed of the forklift

-31-



<<EPC/RFID Advanced Infrastructure Implementation>>
Studentd Blandbook v1. 1

2.7.5 The Stretch Wrap Stations

Because a stretch wrap station is usually the final step before shipping,
an RFID system at this place guarantees the integrity of the containers.

A stretch wrap station is also extremely attractive for a portal
considering the orientation of the tags continuously changes while the
pallet spins making their reading very efficient
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2.7.6 The Smart Shelves

Smart shelves have significant advantages such as helping reduce out
of -stocks.

However, because they track the items on the shelves, they require
multiple readers and antennas leading to potentia | overlapping of
interrogation zones and signal interferences.

Densely packed items on the shelves could also result in the stationary
readers missing some items , which would result in inventory issues.
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2.8 Selecting the RFID Peripherals
2.8.1 The RFID Printers

RFID printers are devices printing smart labels that are labels combining
a barcode with a RFID tag.

Therefore RFID printers are able to print barcodes on the label and also
to read and write the tag inside the label.

RFID printers can be connected to a PC via a parallel, serial or USB port
or can be connected to the network using an Ethernet connection.
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2.8.2 How do | Select RFID Printers?

While your RFID printers should obviously be optimal for your
application, some of the factors to consider when selecting RFID
printers are:

faulty labels for example if the tag does not respond

e Does the printer has a feature to automatically void 6
properly to the read/write instruction?

e Has the printer been tested to be EPC ¢ ompliant?

@1 EPCglobal ®

e Will the printer support the harsh conditions, if any, it

will operate in? ! ' ‘

o Doe_s the printer supports various label sizes and \ T ™
multiple tag protocols? \ N
\‘
¢ |s the printing speed sufficient for my application now ,;:_5.:,%5
and in the future? R
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2.8.3 The Label Applicators

Label applicators are machines applying the labels on the products in

an automated way.

Pneumatic piston label applicators are
machines that detect the product and

have a piston to stop it for labelling. The
advantage of these label applicators is

t hat t he product doe
moving at a constant speed.

Wipe -on label applicators are machines
that detect the product and perform
labelling using a roller or a brush to wipe
down the label on the package. These
machines require the product to be
reliably moving at a constant speed
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2.8.4 The Feedback Systems

Feedback systems are generally used to report problems with the
system or to perform an action when an event is encountered such as

activating readers when tagged items are detected.

Feedback systems include:

e Photo eyes that detect the presence of
something coming or verify if the labels are
correctly placed

e Light trees that would indicate with a green light
that the package has been read successfully
and with a red light that something is missing or
incorrect

e Motion sensors that can be used to indicate the
arrival of tagged items at a dock door

e Real time location systems that would track and
report in real time the location of the assets that
are tagged to be tracked
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2.9 Chapter Summary

What wa s in this chapter?
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Chapter 3: THE SITE ANALYSIS

What is in this chapter?
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3.1 What is a Site Analysis

As you need to determine how your RFID system will fit into the existing
site infrastructure, a site analysis is required b efore you finalize the RFID
system design and before you install the RFID system.

The main goal of the site analysis is to ensure that the interrogation
zones will function properly, with maximum performance and without
interrupting the existing services.

The site analysis also facilitates a smooth integration with existing IT
systems for example by identifying the need to upgrade network
infrastructure.

You site analysis should be considered as a project and planned
accordingly.

Perform your site analy sis in 3 steps:

Prepare your site visit that is preparing the needed

" _ ) ) éePrepe
equipment and looking for the blueprints, which are your v
basically the site diagrams that you will need to
visualize the site infrastructure
Visit the site and perform a physical and an
radiofrequency environmental analysis as to determine e perform
the interrogation zones where you can mount the analysis é
readers for reading tags and define exactly where you
wi | | i nstal]l thhae readersd antuternn
Document your results in reports and also include your Document
findings in the blueprints. your results
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3.2 Preparing the Site Analysis
3.2.1 What is a Blueprint?

A blueprint is a plan or a facility diagram that
helps you visualizing the big picture of the site
infrastructure.

It will help you make a preliminary
determination of where you can possibly set
up the interrogation zones by showing you for
example which are the place you need to
avoid such as metalic material or motors that
can cause interferences.

| [ L] L N R
R HE |'-_'\-: Tl | 1‘ e '.'.l\..

i iﬁﬁﬁ.

You will also look on the blueprint where you will be able to get power

sources for your RFID system.

Blueprints generally use standardised symbols to represent electrical

and telecom devices.
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3.2.2 Which Equipment Do | Need?

The main part of the site analysis is to perform a physical and a

electrical environment analysis.

To do so, you need equipment for example for measuring the ambient

electromagnetic noise.
The equipment that you need consists of:

e The blueprints to visualize the site infrast ructure

e A portable computer to record the results

e An antenna covering 360 degrees of RF field
(e.g. a half -wavelength dipole antenna)

e A spectrum analyzer to measure the noise and
interfering signals

e A tripod stand to support the antennas
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3.3 Performing a Physical & Electrical Environment Analysis

3.3.1 How should I perform a Physical Environment Analysis?

Before setting up your interrogation zones, you first want to analyze the
physical environment for characteristics or objects that might af fect
your RFID system.

The various physical conditions you will look for are:

e Harsh environmental conditions such as
corrosive material, extreme temperature or
humidity which can damage tags or moisture
and water contents which can absorb the
Radiofrequ ency signals.

e Electrical devices such as motors and cabling
that could create interferences and noise.

e Metallic objects that would reflect the
radiofrequency signals.

e Any other physical sources that may have
adverse effects on the radiofrequency signal
propagation.
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3.3.2 Why should | perform a Radio Frequency Environment
Analysis?

Since you have performed the physical environment

analysis, you have identified some of the potential
sources of electromagnetic noise and interferences. | i r
Now you need to perform a radiofrequency [Su—

environmental analysis for further identifying the

sources of interference and noise and measuring them.

This analysis will help you decide where to place your interrogation
zones and also help you fi ne-tuning and configuring these zones for
optimal performance

The analysis will also ensure that your RFID system will not interfere with
the existing radiofrequency systems on the site.
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3.3.3 The Radio Frequency Environment Analysis i step 1

The first step is to measure the ambient
electromagnetic noise or AEN generated by the =
electrical devices existing at the site E
The AEN is measured in decibel by a device called
spectrum analyzer.

The spectrum analyzer measures the spectrum of an

electromagnetic w  ave and is useful for:
¢ identifying the sources of radiofrequency interferences
e measuring the radiofrequency output from these interfering
sources in terms of distortion, harmonic, modulation, quality and

noise

e displaying signal interference if it overla  ps the intended signal
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3.3.4 The Radio Frequency Environment Analysis i step 2

Now that you have measured the ambient electromagnetic noise, you

need to identify these sources of interference and collect data with the

help of a spectrum analyzer over a full operational business cycle,
which typically is a minimum of 24 to 48 hours.

This analysis, which is called a full Faraday cycle
analysis (FFCA), will tell you what frequencies will
cause the most problems when you operate your
RFID system in your facility.

When you have identified a device that might
create electromagnetic noise, turn on this device
and measure and record the results in the planned
interrogation zone nearby.
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3.3.5 The Radio Frequency Environment Analysis i step 3

Now that you have identified the sources of interference and AEN, you
will have to protect your EPC / RFID System from these interferences
and noise

To eliminate or minimize the effects of interference, you can consider
implementing the following solutions:

e Remove t he source of interference, if possible. For
example, it might be possible to ensure that a
forklift causing the interference does not operate
in the interrogation zone.

e Shield the source of interference or your RFID

system next to this source 'd
SHIELD
e Use filters, which permit only selected frequencies
to pass through a connected device by rejecting
all other frequencies.
FILTER
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3.3.6 The Radio Frequency Environment Analysis i step 4

Metals, liquids and obstacles affect the
radiofrequency signal so you need
measure the radiofrequency coverage area
for the reader antenna at different spots of
your planned interrogation zones.

For each spot, you will set up the antenna
and wuse the spectrum analyzer for
measuring the strength of the signal emitted
by the antenna

to

You will measure in different directions and mark down for each
direction at which distance from the antenna the signal becomes too

weak to be useful.

You will notice that the signal coverage area will decrease around
spots near obstructions, such as metallic equipment.
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