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Abstract—Product authentication is needed to detect counterfeit
products and to prevent them from entering the distribution channels of genuine products. Security is a critical property of product
authentication systems. In this paper, we study trust and security
in RFID-based product authentication systems. We first present
a formal definition for product authentication process and then
derive the general chain of trust as well as functional and nonfunctional security requirements for product authentication. Most
of the scientific literature that covers the topic focuses on cryptographic tag authentication only. This paper, however, provides
a broader view including also other known approaches, most notably location-based authentication. To derive the functional security requirements, we employ the concept of misuse cases that
extends the use case paradigm well known in the field of requirements engineering. We argue that the level of security of any RFIDbased product authentication application is determined by how
it fulfills the derived set of functional and nonfunctional requirements. The security of different RFID-based product authentication approaches is analyzed. To study how RFID supports secure
product authentication in practice, we investigate how the current
EPC standards conform to the functional security requirements
of product authentication and show how the unaddressed requirements could be fulfilled. The benefits of implementing a service that
detects the cloned tags in the level of the network’s core services are
identified.
Index Terms—Product authentication, product codes, radio frequency identification (RFID), security, system analysis and design.

I. INTRODUCTION

T

HERE is an ever growing risk that physical products are
not what they claim they are. Along with legally run businesses, there is a full-size underground industry that produces
and distributes illegal copies of virtually all kinds of products
[17]. As an illustration of the extent of the problem, the German
customs secured 117 containers of counterfeit and pirate products in the Hamburg port between August and November 2006,
constituting probably the world’s largest counterfeit seizure.
The infringing goods included, for example, more than one
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million pairs of counterfeit Nike, Adidas, and Puma sports
shoes, counterfeit toys, and over 100 000 counterfeit textiles,
with a corresponding overall original retail value of over 383
million euros [24]. In total, the European customs seize up to a
hundred million counterfeit and pirated goods every year [49].
Companies can launch countermeasures against counterfeiting at different fronts. These comprise legal actions,
consumer education, private investigations, and technological
countermeasures. The first three of these are rather inefficient.
They are expensive and slow and can only address a part of
the problem. In addition, counterfeiters are adaptive and can
continue or restart their businesses after these measures. The
technological countermeasures, however, have the potential
to destroy the counterfeiters’ business model: Today mass
products flow anonymously and counterfeiters can “free-ride”
the supply chain of genuine products. If this licit supply chain
would be secured by giving each item an identity and by implementing reliable ways to prove these identities, distributing
counterfeit products through this channel would become substantially harder—and economically unattractive.
With the development of mass serialization and Automatic
Identification (Auto-ID) technologies, in particular radio-frequency identification (RFID), the technical countermeasures
have enjoyed an increasing importance. There are three major
motivations for using RFID in product authentication. First,
RFID has recognized potential in anti-counterfeiting [18] because it allows for many ways to securely authenticate products
[10]. Different RFID-based product authentication approaches
are presented in detail in Section II. Second, RFID will be
adopted anyway in many applications due to its benefits in
retail industry and logistics, so also the potential for secure
product authentication will be given. A market study of GS1
and LogicaCMG [19] illustrates the expected adoption rate of
RFID in Europe. The study estimates that the number of RFID
tags purchased annually in 5, 10, and 15 years in Europe alone
is 3 billion, 22 billion, and 86 billion tags, respectively. The
same study concludes that the most growth is coming from
tagging of (high-value) items, instead of pallets or cases, and
the adoption is driven by retail and consumer goods industry.
One of the objectives of our study is to identify how the technology should be implemented so that all these tagged products
could be securely authenticated with relatively small additional
investments. The third motivation to use RFID in product
authentication is the emergence of near field communication
(NFC) technology. NFC denotes a technology that allows for
integrating RFID functionality in a mobile phone, making it
both a RFID transponder and a reader device [21]. According
to predictions of ABI research, in the year 2011 a total of 450
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million handsets (30% of all handsets) will be NFC-enabled
[20]. Because the NFC handsets might become the world’s
largest RFID reader infrastructure in the future, solving the
interoperability problems between NFC and other RFID standards, EPC in particular,1 is of great interest for the industry and
actively addressed by both practitioners [22] and the scientific
community [23]. If these two technologies will converge, also
the end-users and consumers could take part in verifying the
authenticity of tagged products. In addition, this could help
changing the consumers’ risk perception towards RFID [42] by
showing them what concrete benefits the technology can give
them.
In this paper, we study trust and security in authentication of
RFID tagged products. Overall, the existing theoretical knowledge of level of security different product authentication approaches provide or different products require within the context of product counterfeiting is sparse. In particular, formal
definitions for level of confidence in product authentication or
location-based authentication do not exist, though these concepts have high practical importance. Our goal is not to contribute towards improved RFID tag security, but towards secure
overall systems to authenticate tagged products. Therefore, an
important contribution is to derive the general chain of trust as
well as security requirements of RFID-based product authentication. The set of functional and nonfunctional requirements
is meant for designers of product authentication systems and
it also can be used to benchmark the level of security of existing systems. Most related scientific literature covers cryptographic tag authentication only, but companies who want to authenticate their tagged products have no such bias. Therefore,
we present a broader view of how RFID can be used to implement secure product authentication. Understanding the security
requirements of different approaches is important because there
are many different proposed RFID-based product authentication
approaches (e.g., [10]) but so far no methodology to validate and
compare the level of security different approaches provide.
This paper is organized as follows. In Section II, we review
related scholarly contributions and distinguish three distinct
approaches how products can be securely authenticated plus a
fourth category of techniques that cannot provide a comparable
level of security. In Section III, we present, first, formal definitions for product authentication process and location-based
authentication. Section IV presents the nonfunctional security
requirements for product authentication. To derive the functional security requirements in Section V, we apply the misuse
case methodology proposed by Sindre and Opdahl [2]. In
Section VII, we analyze the security of different RFID-based
product authentication approaches from the point of view of
the counterfeiter by arguing that the level of security depends
on how well the derived requirements are met. In Section VIII,
we analyze RFID-based product authentication in practice by
presenting how the current EPC network [30], which is the
most important standard for networked RFID, conforms to
the derived set of requirements. We finish with discussion and
conclusions.
1[Online].
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II. RELATED WORK
A. Authentication and Level of Security
Together with integrity, confidentiality, nonrepudiation, and
availability, authentication is one of the common security services. Product authentication has not been formally defined in
the scientific community, so we review general definitions for
authentication. Kurose and Ross [31] define authentication as
the process of proving one’s identity to someone else. Schneider
[29] defines authentication in cryptography such that it should
be possible for the receiver of a message to ascertain its origin.
Authentication can be based on different factors, namely what
the subject has, what the subject is, what the subject knows, or
a combination thereof.
Measuring the level of security is challenging. Schneider [52]
proposed that the level of security can be quantified by estimating the cost to break (CTB) of a system that is the lowest
expected cost for anyone to discover and exploit a vulnerability
in that system. CTB allows replication of the cost/benefit analysis of an adversary, for instance, a system that cannot be broken
for less than $1000 is strong enough to protect an asset worth of
$100 from an adversary seeking financial gain. This method has
good potential in evaluating the level of security of product authentication systems since we can assume that adversaries seek
financial gain and the value of the loot can be estimated, but
so far no tools exist to evaluate CTB of product authentication
techniques. Moreover, Schneider [53] argues that the amount of
security that is needed to stop a thief depends also on the probability of getting caught. This can be perceived from the fact that
burglars are less reluctant to target houses with an alarm system
that increase the burglar’s risk. This reasoning is employed also
to secure supply chains from counterfeit products, for example,
by mandating the use of electronic pedigrees for medicines (e.g.,
[54]) where all transactions are signed; if an illicit actor does not
update a pedigree file, the corresponding product is not valid,
and if he does update the pedigree, the illicit actions can potentially be later traced.
B. RFID in Product Authentication
There are different approaches how RFID tagged products
can be authenticated. Based on the authentication factors
(see Section II-A), we can categorize known and secure
RFID-based approaches into product authentication based on
what the product is (object-specific features-based authentication), based on what the product has (tag authentication), and
based on where the product is (location-based authentication).2
In addition, there are techniques that can be used to authenticate
products in certain cases but that do not provide a comparable
level of security than the first three approaches. We refer to
these approaches as weak authentication. We present a short
review of RFID-based product authentication techniques of
these four categories in the following. A more comprehensive
review is given by Lehtonen et al. [10].
1) Object-Specific Features-Based Authentication: The
first general approach to authenticate products is to make the
2Product authentication based on what the product knows in included in tag
authentication.
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products themselves hard to clone. Nochta et al. proposed a
technique to authenticate tagged products based on so called object-specific features [9]. In their approach, information about
physical or chemical features that are unique to that particular
product (e.g., weight, electric resistance, geometrics, a serial
number printed on the product itself or its packaging, unique
patterns in surface material, material concentrations, etc.) is
stored on the tag. These object-specific features are denoted
unique product identifier. The RFID tag stores a signature value
that is computed from the unique product identifier, unique
tag identifier, signature method, and brand owner’s validation
key. In this way, an entity who knows the public validation
key can verify that the couplet unique tag identifier unique
product identifier is issued by the brand owner. It follows that
the identity of a product can be verified by measuring the object-specific features of the product under study and comparing
them to the digitally signed unique product identifier data on
the tag.
The reasoning behind this approach is that only one product
has that particular feature value; if a genuine tag is put to a counterfeit product, the mismatch between the feature value on tag
and the product’s real feature value is detected. Another benefit
of this approach compared to cryptographic tag authentication
is that the tag only needs to store data, which keeps the tag price
low, but the cost and effort to check one product high.
2) Tag Authentication: The second general approach to authenticate products is to use security features that are hard to
clone. RFID tags can be protected from cloning in different
ways and many tag authentication protocols have been proposed
in the literature. The general property of these protocols is that a
reader device (or back-end) verifies if a tag knows a certain secret key. The secret key is never transmitted in clear text over the
radio-frequency interface which can be eavesdropped. Knowledge of the key is typically verified through a challenge-response protocol.
Since the cost and computing resources of RFID tags are limited, the protocols have to provide a tradeoff between security,
cost, and performance. Proposed low-cost tag authentication
protocols are based on cryptographic primitives like bitwise
operations and pseudo-random numbers (e.g., [32]–[34]) or
hash-functions (e.g., [35]–[37]). Also, different symmetric encryption-based tag authentication protocols exist, for example,
based on advanced encryption standard (AES) (e.g., [38]–[40]).
Conventional symmetric-key authentication protocol between
and can be formalized as follows:
1)
: “I am B”;
2)
: ch;
3)
:
;
4) A (verification):
.
Here,
denotes encryption with the symmetric secret
key shared by and , and
denotes decryption with the
same key. Asymmetric-key authentication protocol differs in the
way the verifier decrypts the response. When
denotes
encrypting with the secret key of , and
decryption with
the public key of , the conventional asymmetric-key authentication protocol can be formalized as follows:
1)
: “I am B”;
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: ch;
2)
3)
:
;
4) A (verification):
.
Asymmetric encryption is currently very challenging on
RFID tags, but due to advances in elliptic curve cryptography
(ECC) it is becoming more and more feasible. ECC allows for
less computationally intense encryption for resource-limited
devices (e.g., [56]). To illustrate the increased computational
efficiency, ECC has enabled implementing the world’s smallest
SSL Web Server in shape and size of a quarter dollar coin
[57]. Wolkerstorfer [55] has shown that ECC could be implemented by respecting the strict power and area constraints of
RFID tags. Furthermore, Batina et al. [58] have demonstrated
how authentication protocols based on elliptic curves can be
implemented on a constrained device such as an RFID tag
requiring between 8500 and 14 000 gates, depending on the
implementation characteristics.
Another way to implement a secret key on the RFID tag
is to use a physical unclonable function (PUF). The PUF is a
one-way function that allows for the calculation of unique responses using only some hundreds of logical gates without any
costly cryptographic primitives [41]. In order to make the use of
eavesdropped responses infeasible, several challenge-response
pairs have to be stored in a database. It has been estimated that
about 800 challenge response pairs are sufficient to distinguish
[26]. When
10 chips with the probability of about
denotes the unique response calculated by
a PUF from a challenge
, a PUF-based tag authentication
protocol works as follows:
1)
: “I am B”;
2)
:
;
3)
:
;
4) A (verification):
.
One possible candidate for a PUF is proposed by Lee et al.
[26]. The idea is to exploit the statistical delay variations of
wires and transistors across integrated circuits (ICs) to implement unique secret key on each tag. The evaluation indicates
that there exists significant delay variation of wires and transistors across ICs implementing this circuit, and that the idea of
leveraging this variation to uniquely identify and authenticate
an IC seems promising. The probability that the first measured
response bits to a given challenge on a chip is different from the
measured response for the same challenge on a different chip is
estimated to be 23%–40% depending on the PUF circuit architecture [26]. However, the technology is not yet mature enough
for practical adoption.
3) Location-Based Authentication: The third general approach how products can be authenticated is based on their
location. This approach is often referred to as track and
trace-based plausibility check, but in this paper we opt for the
more general term. The goal in location-based authentication
is not to prevent cloning of products but to detect the cloned
products in a defined environment such as a supply chain.
For example, if the track and trace data tells that the genuine
product is in Switzerland, a product that is seen in Japan
claiming the same identity is suspicious. Formal definitions of
location-based authentication have not yet been proposed in the
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scientific literature, but we will derive one in Section III. The
benefit of this approach is that the RFID tags only need to carry
an identifier, whereas the complexity is in the back-end side.
Staake et al. [8] discuss the potential of track and trace-based
product authentication approach within the EPC network and
bring forth some of its vulnerability. Also Mirowski [59] has
developed what essentially is a location-based authentication
system for RFID, however, not in a supply chain application
but in an access control application. The developed system can
detect some of the cloned tags by searching for deviations from
expected behavior, but the method is prone to false alarms.
4) Weak Authentication: It must be noted that also serial level
identification alone without verification of the identities can be a
powerful anti-counterfeiting tool. Juels [11] illustrates this with
an example from the art world where a Victorian painter issued
serial numbers to his paintings and catalogued them. The author argues that (partly) because of this reason, far less spurious
paintings of this particular painter turn up on the market than
from other painters. In particular, there are many methods that
cannot prove with a high level of certainty that a product is original, but that can prove in certain cases that a product is counterfeit. These methods do not implement secure product authentication as it is defined in this paper but they can, as the aforementioned example from the art world illustrates, be powerful
anti-counterfeiting tools. We refer to these methods as weak
product authentication and they comprise verifying if a product
has a valid ID number from a white list [14] and counting the
number of times a check has been performed.
C. Requirements Analysis
In this paper, we derive the security requirements of RFIDbased product authentication systems. Our scope is broader than
tag authentication, which is only one approach to authenticate
a tagged product. Finding and defining security requirements
of a system takes place in the system design phase. Security
requirements exist because people and the negative agents that
they create (such as computer viruses) pose threats to systems.
Security requirements define the security goals of the system
that answer the question, “What do you expect security to do for
you?” [25]. Moreover, security differs from all other specification areas in that someone is deliberately threatening to break
the system [1]. Security requirements are particularly important for product authentication that can be considered a security application because its only function is to provide security
against certain threats (i.e., copying of products). Correspondingly, in the absence of these threats, secure product authentication would not be needed because identification alone would
always reveal the real identity of a product.
Alexander [1] and Sindre and Opdahl [2] have examined the
concept of misuse cases that can be used to derive the functional security requirements of a system. Use cases [15] have
become increasingly common in requirements engineering, but
they offer only limited support for electing security requirements because they model the intended use only. Extending the
use case paradigm with misuse cases of illicit actors to model
and analyze scenarios in systems under design can improve security by helping to mitigate the threats. Sindre and Opdahl [2]
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propose the following five-step process for eliciting security requirements with misuse cases:
1) identify critical assets in the system;
2) define security goals for each asset;
3) identify threats to each security goal by identifying stakeholders that may intentionally harm the system;
4) identify and analyze risks for the threats using risk analysis;
5) define security requirements for the threats to match risks
and protection costs.
We apply this methodology in Section V and the resulting security requirements are presented in a use/misuse case diagram in
Section VI.
III. DEFINING AUTHENTICATION
To provide an unambiguous definition for product authentication, one first needs to distinguish between product’s identity
and identifier. Identity is something unique that all individual
products have, even products that are considered to be identical
like cans of soft drink, for instance. Product’s identity remains
the same throughout the product’s lifetime and it does not depend on the identifier or the tag of the product. Product’s identifier is a name or a reference to the product’s identity and it can
be either in product class level, such as the global trade item
number (GTIN), or in serial level, such as the serialized GTIN
(SGTIN). In this paper, we only deal with the case where products have unique, serial level identifiers. The aforementioned
definitions are needed to ensure that changing a product’s tag
does not change its identity. Based on these definitions, we can
derive the following, identity-based definition for product authentication:
Product authentication
Identification

Verification of the claimed identity.

This definition conforms to the general definition of authentication by Kurose and Ross [31]. When a product’s unique identity is linked to additional information, product authentication
as defined before can answer whether a product is genuine or
counterfeit, diverted from authorized distribution channel, expired, recalled, stolen, has warranty, etc. In this way, our definition also conforms to Schneider’s definition for message authentication [29], applied to products.
Product authentication has to deal with uncertainty. There are
different ways to verify the claimed identity of a product leading
to different levels of confidence. In other words, some authentication methods are stronger than others. If a product under
study fails an authentication check, it conclusively is not what
it claims, but if it passes the check, it still might not be what
it claims (i.e., the security feature is compromised). Thus, different verifications lead to different levels of confidence, which
can be seen as the probability that a product that passes a check
is what it claims. This principle is also employed in practice,
for example, by first verifying the overt security features (e.g., a
hologram), then the covert features (e.g., invisible ink), and last
the forensic features (e.g., microscopic taggants). Because perfect security does not exist, the 100% confidence level cannot be
achieved in theory. In practice, however, the 100% confidence
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Fig. 1. Level of confidence and verification steps in product authentication
process. Zero-level of confidence means that a product is not what it claims.

level can be associated with the most secure techniques. Level of
confidence in authentication process is illustrated in Fig. 1. This
model can also be used to explain the difference between weak
authentication and the three strong authentication approaches
(see Section II-B)—the level of confidence of weak authentication approaches can never reach close to 100% since those
methods have known and unaddressed vulnerabilities.
A. Defining Location-Based Authentication
While authentication based on what the subject is and what
the subject has are well established, location-based authentication has no formal definition. In this subsection, we present
such a definition that explains how products can be authenticated based on where they are. The underlying reasoning behind location-based authentication is that when the location of
the subject is known, clones can be found as being in wrong locations. The location can be a geographic location as well as the
location or the step in a process, such as in distribution or sold to
customer. If the current location of a product is known without
uncertainty, detecting cloned products is straight forward. For
example, this is the case when the track and trace data tells that
the authentic product is currently in a warehouse while another
product with the same claimed identity is observed in customs.
However, if the current location of a product is known with uncertainty, the system can only provide a guess whether a product
under study is what it claims or not. For example, if the track and
trace data tells that the product has been in a given warehouse
one week ago but makes no assumptions on its current location,
the location-based authentication system must reason whether
it is plausible that the authentic product is now in the observed
location or not. This leads to a lower level of confidence. The
level of security of location-based authentication is further analyzed in Section VII-C.
IV. NONFUNCTIONAL SECURITY REQUIREMENTS
In this section, we present the nonfunctional security requirements for product authentication systems in general. They arise
from the underlying logic of product authentication process and
complement the functional security requirements. If left unaddressed, also the nonfunctional security requirements represent
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vulnerabilities for the authentication process. The first two requirements concern product authentication in general, whereas
the third one is specific to location-based authentication.
1) Complete Coverage of Security Features: The underlying
logic behind any product authentication approach is that if a
product cannot prove its identity when it should, it is not genuine (cf. Fig. 1). This implies that it is not enough if only a part
of the genuine products have a security feature based on which
they can be authenticated. Consider a situation where a pharmaceutical manufacturer wants to improve the security of an expensive drug product and, therefore, it inserts a cryptographic
RFID tag on every second product. Though as a result, half of
genuine products can prove their identities in a rather secure
way, it does not help finding any additional counterfeit products
since the lack of the security feature does not explicitly mean
that a product is not genuine.
It is worth noticing that this requirement can be overcome
when single products have unique identities and the back-end
knows which products have which security features. In our
previous example, this would mean that every second product
should implement a cryptographic tag authentication protocol.
In this scenario, it’s important that the counterfeiters do not
know which products do not have the security features; otherwise, counterfeiters could simply target only the nonprotected
products.
2) Availability: The fact that products that cannot prove their
identity when they should must be considered counterfeits mandates a rigid availability requirement for the product authentication system. Since networked RFID systems are vulnerable
to denial-of-service attacks in both network and tag layer, this
is particularly worrisome for RFID-based product authentication. RFID tags can be destroyed rather simply for example with
handheld devices that send an intensive electro-magnetic pulse
[51].
3) Data Sharing: Location-based product authentication is
possible only if the locations of genuine products can be followed with a high enough degree of spatial and temporal granularity. Today, companies share this kind of information unenthusiastically and rather on a need-to-know basis than on a regular
basis. To make sure that a location-based product authentication application has all the information it needs to draw the right
conclusions in the presence of adversaries, the custodians of the
product need to collaborate and share this data.
V. CHAIN OF TRUST, THREATS, AND RISKS IN PRODUCT
AUTHENTICATION
Functional requirements state the functionality of a system
and they can be modeled with use cases. A use case models a
basic functionality of the system and it includes actors who interact with the systems. Use cases are often illustrated in use
case diagrams, and all the use case diagrams and their associated details for a specific system form the functional requirements of the system [15]. To derive the functional security requirements for product authentication, we apply the use and
misuse case methodology of Sindre and Opdahl [2] presented
in Section II. Our use case under study is product authentication
by a licit actor (e.g., sales clerk, customs officer, or consumer).
The misuse case is an attack where the illicit actor attempts to
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Fig. 2. Chain of trust (rectangles) and threats against (ovals) RFID-based product authentication system. The arrows indicate the different information flows that
take place within product authentication process. The product under study is illustrated by a black question mark.

fool the security mechanism to make a counterfeit product pass
the check as a genuine one. In this section, we derive the chain
of trust of general RFID-based product authentication process
to find all critical assets to be secured, and evaluate the threats
and risks against the general RFID-based product authentication
process. The resulting set of functional security requirements is
presented in Section V.
A. Chain of Trust in RFID-Based Product Authentication
In this subsection, we identify the links in the chain of trust in
general RFID-based product authentication process by studying
the information flow within the authentication process. The
first step in all RFID-based product authentication approaches
is identification, where the reader device interrogates the tag
attached to the product and the tag answers by transmitting
the serial ID number. We consider all three approaches how
a product can securely prove it has the claimed identity, as
presented in Section II.
In product authentication based on object-specific features,
the testing equipment measures the product’s feature value (the
product’s physical or chemical fingerprint) and transmits this
feature value to the product authentication application. We consider the product authentication application a software agent
that makes the final decision whether a product is authentic or
not and it resides in the internal IT systems of the company that
provides the service (e.g., the brand-owner). In order to draw the
final decision, the product authentication application compares
the measured feature value to reference information, the feature
value of the genuine product. We call this last process step verification of identity. If the two feature values do not match within
an interval of tolerance, the product under study is not the genuine one. The verification can be made also in a more general
manner where close match between measured and reference feature value result to high level of confidence and vice versa.
In product authentication based on tag authentication, the tag
proves its identity by showing that it knows a certain secret key
with an authentication protocol. We reviewed general forms of
existing protocol in Section II showing that they can be modeled
as a challenge-response pair over the radio-frequency interface

between the reader and the tag. To know what the correct response for a certain challenge is, the product authentication application needs reference information which usually is the tag’s
secret key (e.g., in [38]). In this approach, the verification of
identity deduces to comparing binary keys and thus the result is
also in binary form.
In location-based product authentication, the testing equipment sends time and location where the product has been observed to the product authentication application. The observed
location of the product under study is compared with the last
known location of the genuine product. Because products flow
across organizational boundaries of different supply chain partners, we assume that the history is retrieved from an external IT
system like the EPC network [30]. To authenticate the product,
verification of identity needs to know the set of rules and constraints that the observation locations must comply to. These
rules serve as reference information and they can define, for example, the allowed order and time frames of location observations. If the observed location is plausible, the product under
study is what it claims. The result can be in binary format, but
also a probability (e.g., level of confidence) if the reasoning is
done on statistical basis.
In order to guarantee the integrity of the previously mentioned
information flows, one has to be able to trust that the tag is attached to the right product, that the tag is original and not tampered with, that the radio-frequency communication is not tampered with, that the testing equipment works correctly, that the
reference information is authentic and true, that the product history is authentic and true, and that the product history is authentic and not tampered with. Finally, the verification of identity needs to draw the right conclusions based on the evidences.
This chain of trust is illustrated in Fig. 2. The arrows in the illustration indicate different information flows.
B. Threats in RFID-Based Product Authentication
Each step in the chain of trust is a possible point of attack
against the product authentication system. In this subsection, we
identify and evaluate a comprehensive set of threats against the
product authentication process. These threats are illustrated as
black ovals in Fig. 2.
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1) Tag Removal and Reapplying: Removing and reapplying
a tag from a genuine product to a counterfeit one can fool the
product authentication application. Without special techniques
that bind the tag and the product either logically or physically,
only the tag will be authenticated but not the product. Many
RFID tags that are used in product serialization are adhesive
labels. If not specifically addressed, removing and reapplying
them to counterfeit products poses no significant barriers for
skilled counterfeiters. This is similar to removal and reapplying
of price tags of consumer goods which is an existing threat in
the retail industry.
When an RFID tag authenticates high-value items such as airplane spare parts or rare drug products, even the removal and
reapplying of a small number of tags can be financially interesting for the counterfeit players. The lack of binding between
the tag and the product is especially problematic in the pharmaceutical industry where the RFID tag is never attached to the
drug product itself (tablet, ampoule, vial, etc.) but on the secondary or tertiary packaging (blister package, carton package,
etc.). Not only is it easy to disassociate the tag from the drug
product it authenticates by changing the contents of the package,
but it also is a common practice in the industry when the products are repackaged. Drug products are repackaged for example
in order to change the language of the package and instructions
as the products move to another country. Repackaging of drug
products is legal in Europe and in the U.S. but illicit actors can
use it to inject counterfeit products to the market by including
fakes among the unpackaged genuine products.
2) Tag Cloning: Tag cloning refers to cloning a genuine tag
and attaching it to a counterfeit product. What is successful tag
cloning depends on the functionality of the tag. If the tag only
stores static ID numbers, then a successful tag cloning attack
only requires reading all data on tag and rewriting it on empty
tags. If the tag provides cryptographic authentication protocol,
then tag cloning requires copying the secret key of the tag.
If the tag is unprotected, it is easy to clone simply by interrogating it and by writing the acquired ID number on another tag.
We refer to this attack as ID number copying. Interrogating tags
without permission is referred to as clandestine scanning [11]
and most RFID tags are not protected from it. Furthermore, so
called rogue scanning using a sensitive reader equipped with a
powerful antenna or an antenna array and possibly output power
that exceeds the legal limits can exceed the nominal read range.
For example, Kfir and Wool [12] suggest that the rogue scanning range for ISO 14443 tags can be five times higher than
their nominal reading range.
Once a reader has powered a tag (or initiated communication
with an active tag), a second reader can monitor the tag emission by passively eavesdropping the signal and capturing the
product ID number for cloning. The maximum distance where
a tag can be eavesdropped may be even larger than the rogue
scanning range [11]. Also, the reader-to-tag communication can
be eavesdropped, though this channel is less frequently used to
transfer tag-specific information. Because the reader transmits
at much higher power than the tags, however, eavesdropping
range for the reader-to-tag channel is much greater than for the
tag-to-reader channel [13].
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Numerous techniques have been developed to protect tags
from cloning. The principal techniques are reader authentication
where the tag makes sure it communicates with an authorized
reader prior to enclosing any sensitive information (preventive
countermeasures), tag authentication where the reader makes
sure the tag is genuine (reactive countermeasure), and mutual
authentication that incorporates both these approaches. Since
reader authentication is only a partially preventive countermeasure, it cannot be considered a complete solution against tag
cloning. Even though tag authentication protocols can provide
significant improvements to a tag’s cloning resistance, there are
many ways to conduct a cloning attack even against a protected
tag. These attacks include side channel attack that is based on
information gained from the physical implementation of a cryptosystem (e.g., [3]), reverse-engineering and cryptanalysis that
includes brute force attack but also much more sophisticated
techniques (e.g., [4], [6]), and physical attacks where the goal
is to read the secret key directly from tag’s memory (e.g., [5]).
In addition, tag authentication approach is always vulnerable
to data theft where the secret encryption schemes of genuine
tags are obtained from insiders through means of manipulation
and fraud (social engineering) or even through threatening and
blackmailing (rubber-hose cryptanalysis).
3) Attack Against RF Communication: Also, an attack
against the radio-frequency (RF) communication can fool the
product authentication system. In this case, the product does
not have a copied tag that would pass the check. An adversary
could conduct a replay attack by hiding a replay device close to
the reader device (or even together with a product) to replicate
genuine tags. A replay device is basically an RF tape recorder
that can scan and then replicate tags, and building such a device
requires only little money or expertise [16]. Even complex
tag authentication protocols can be vulnerable to relay attack
where the adversary who resides between a genuine tag and a
reader captures and retransmits the challenge from the reader
to the genuine tag, and again retransmits the correct response
to the reader device.
4) Manipulation of Testing Equipment: The testing equipment includes the RFID reader and, for object-specific features
approach, a device that can measure the features of the product
under study. If the testing equipment is compromised, it can no
longer be trusted to give right answers. In the simplest case, the
testing equipment can be hard coded to let all products pass
the check. In a more complicated attack, it could try to claim
a wrong location to the product authentication application, for
example, the known location of the genuine product so as to fool
the location-based plausibility check.
5) Attack Against Internal IT System: The most important
functionalities and data of a product authentication system reside in the internal IT system of the company that provides the
authentication service. These comprise the reference information of genuine products and the part of the system that draws
the final conclusion about the authenticity of a product. Specific
attacks comprise data theft to steal the secret keys and encryption schemes, or manipulation of the product verification agent.
Therefore, also the internal IT system is a possible point of attack for adversaries.
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6) Manipulation of Product History: The history of a product
can either move together with the product as a pedigree (e.g.,
[27]), reside in distributed database of all the custodians of the
product (e.g., [8]), or reside in one central database. Depending
on the actual implementation, the history of a genuine product
is vulnerable to different ways of manipulation. We consider the
following three cases of manipulation: addition of bogus events
to “relocate” the product, removal of existing events for example
to hide the fact that the product is already sold, and modification
of attributes (time and location) of existing events. All cases of
manipulation of history can be used to fool the location-based
plausibility check.
7) Forgery of Product History: In addition to manipulation of
an existing product’s history, also the creation of a falsified history from scratch can threaten location-based product authentication. We refer to this threat as forgery of product history and
it includes creation of a completely new identity that it given to
the counterfeit product and injection of the forged history to the
external IT system.

C. Risks in RFID-Based Product Authentication
In this subsection, we assess the risks in RFID-based product
authentication. Risk assessment is needed to know which of the
identified threats are the most serious and, therefore, require
most attention. The organizational context of this risk analysis
is a company that is affected by product counterfeiting and that
employs product authentication within the licit supply chain.
Risks can be assessed by evaluating exposure (or consequence) and uncertainty (or likelihood) of known threats [28].
For us, consequence means the number of products that are
compromised (how many counterfeit products can fool authentication after a successful attack). Likelihood of a threat is
commonly measured by the frequency of incidents, but since
RFID-based product authentication is still very immature, the
threats have not yet realized in such scales that counting them
would provide any statistically significant estimates. Therefore, we evaluate the likelihoods of threats in terms of how
easily the corresponding attach could be conducted, in scale
low-medium-high. When affected companies get data from real
incidents, this risk assessment should be redefined accordingly.
Manipulation of product history would require an attack
against a database or a communication channel. Single events
in the history are not likely to be signed, except for e-pedigree
[27], so manipulation could be potentially done without leaving
any signs. However, we consider existing network and database
security mechanisms good enough so that when they are properly employed, this threat is not particularly likely. A successful
attack could compromise one or multiple products, depending
on the target, but since the manipulation needs to be carefully
chosen, replicating this attack is not without additional effort.
Forgery of a complete product history requires successful
impersonation of the brand owner. This could be achieved by
breaking the brand owner’s signing key or through man-in-themiddle-attack in the network. One successful attack can compromise multiple, even unlimited number of products, for example by creating a phony product history repository. However,
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as shown previously, we consider network authentication mechanisms good enough so that when they are properly employed,
this threat is not particularly likely.
Attacking the RF communication is complex and requires
hiding special equipment in the proximity of the authenticating
reader device. Doing this is hard in practice since the authentication takes place in a controlled environment under the supervision of authorized personnel such as in customs or in an authorized retailer. Therefore, the likelihood of such an attack is
low. Similarly, since the testing equipment is handled by authorized personnel only, we conclude that manipulation of testing
equipment is also not likely to happen. When succeeded, however, both these attacks would compromise all products that pass
through the compromised check point.
Attacks against the internal IT systems have the potential to
compromise unlimited number of products, making it especially
interesting point of attack. It is likely that the internal IT system
where product authentication service is run needs to be online to
provide an interface for remote parties to authenticate products.
The other less likely option is to have so called offline authentication where all needed information is stored on tag and on
reader, which is technically harder. This threat is not specific to
RFID systems and can be addressed by standard techniques of
network security and security engineering [29], but as for other
online system, the risk cannot be completely mitigated.
Last two threats are cloning as well as removal and reapplying of genuine tags. Unprotected tags do not provide protection against cloning. The use of protected tags increases the
counterfeiter’s barrier to clone the tags, but does not completely
mitigate the threat of tag cloning. To clone a large amount of
tags in one attack, illicit actors could target consignments or employ social engineering inside the supply chain, keeping the cost
of this attack lower. Overall, we evaluate the likelihood of tag
cloning high. Furthermore, if the product authentication system
is not able to detect cloned tags for example by location-based
authentication, cloning one genuine tag compromises unlimited
number of products because a counterfeiter can copy the same
genuine tag on multiple fake products without an increased risk
of getting caught.
Removal and reapplying of genuine tags is perhaps harder
to be completely prevented than tag cloning, but it is much
more costly for the counterfeit player in larger scales and thus
less likely. If a counterfeiter cannot get genuine tags from
inexpensive sources such as diverted genuine packages from
scratch or repackaging, he would have to buy genuine products to get the genuine tags. This would add the price of one
genuine product to the cost of one counterfeit product and ruin
the counterfeiter’s business case. Therefore, tag removal and
reapplying is not likely to happen in large scale but only to the
extent of how much genuine tags counterfeiters can easily get.
A summary of the risk assessment is found from Table I.
VI. FUNCTIONAL SECURITY REQUIREMENTS
The functional security requirements of RFID-based product
authentication system are the security goals that are needed to
mitigate all applicable threats. If a threat is not mitigated, the
system has a vulnerability that counterfeiters can exploit and
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Fig. 3. Use/misuse-case diagram of functional security requirements of RFID-based product authentication. The white ovals are the security goals of the system
and the black ovals present the threats. The overall requirement is to mitigate all applicable threats with security goals. In particular, the diagram shows that security
officers of product authentication systems have much more than the tag cloning attack to worry about.
TABLE I
RISK ASSESSMENT

1

Consequence denotes how many counterfeit products can fool authentication
= multiple, but limited number; =
after a successful attack: 1 = one;
unlimited number.

N

the cost to break the system is low. Therefore, the level of security of a product authentication system depends on how well
the functional requirements are met. Like Schneider [52], we
assume that counterfeiters will break through where the barrier is the lowest, so the level of security of a product authentication system equals the level of protection of the least satisfied functional security requirement. The security goals and
threats against RFID product authentication are illustrated in a
use/misuse-case diagram (see Fig. 3). The diagram illustrates
that different approaches have different threats and that there

are multiple combinations of security goals that mitigate all the
threats, corresponding the different product authentication approaches we identified in Section II. Most importantly, there are
three different strategies on how to deal with the tag cloning attack.
A simple ID number copying attack is sufficient against unprotected tags. If this attack is mitigated by a tag authentication protocol, the illicit actor still has physical attacks against
tag memory, data theft from internal IT system, side channel
attacks, and cryptanalysis and reverse engineering in his disposal. The licit actor must respond by physically securing the
tag memory, by securing the internal IT system against key theft,
by securing the tag against side channel attacks, and by using
secure protocols and long-enough keys. This is how Fig. 3 illustrates the war of escalation between the licit and illicit actors.
The threat of tag removal and reapplying attack must be mitigated either by preventing the tag removal, detecting the tag
removal (e.g., with a seal), or by verifying the object-specific
features to detect if the tag is attached to the right product (see
Section II-B1). One way to prevent the removal of RFID tags in
practice is to integrate the tag in such a way that the chip will
detach from the antenna if the tag is removed. This method is
applied, for example, in some sprayer perfume bottles where the
tag resides between the bottle top and the glass bottle—and if
the bottle top is removed, the antenna will stay attached to the
glass bottle while the chip comes off with the bottle top.
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TABLE II
SECURITY IN DIFFERENT PRODUCT AUTHENTICATION APPROACHES

NB: This approach is completely secure if P r (detect clone) = 1
Assuming tag authentication together with weak location-based
authentication, which means here that a maximum of two copies of a product
can be injected into a secured channel without the risk of clone detection

Attack against internal IT system, manipulation of testing
equipment, and attack against RF communication needs to be
mitigated by securing the internal IT systems from outsider
and insider attacks, by guaranteeing the integrity of the testing
equipment and by securing the verification environment, respectively. Since these countermeasures are not specific to
RFID, this paper will not go deeper on how these security goals
can be achieved. Fig. 3 reveals that these three security goals
are the only ones that cannot be replaced by any other and thus
they apply for all RFID-based product authentication systems.
For the sake of clarity of illustration, we have bundled them
into one oval in Fig. 3.
Last, the threat of manipulation of product history must be
mitigated by guaranteeing the integrity of the history, and the
threat of forgery of product history must be mitigated by guaranteeing authenticity of the history. We present in Section VIII
how this can be achieved in the EPC network.
VII. LEVEL OF SECURITY OF RFID-BASED PRODUCT
AUTHENTICATION APPROACHES
In this section, we analyze the level of security of different
RFID-based product authentication approaches. According to
Schneider, cost to break [52] and risk of getting caught [53] define the level of protection against adversaries seeking for financial gain. We assume that the adversaries are counterfeiters who
are motivated by money and seek to compromise the system for
a large number of products. Therefore, we define the level of
security of a product authentication system in terms of cost to
copy products and the probability that a copied product is detected. should be chosen as the number of counterfeit products that are in one consignment that is inspected, for example
by customs, and thus the detection of even one copied product
products as the whole lot is likely to
leads to the loss of all
be confiscated. The results are summarized in Table II.
A. Object-Specific Features-Based Authentication
Security of this approach is based on utilizing random variances of manufacturing processes that are hard or even possible

to be replicated. The use of forensic security features like microscopic or magnetic taggants can be an artificial way to implement these features. Since a successful object-specific featuresbased check mitigates both tag cloning and tag removal and
reapplying attack, in principle, this approach is the most secure
way to authenticate products. The cost to copy multiple products
is dominated by the cost to replicate a genuine product including
the unique feature. We assume that the signature method used
to authenticate the feature value is secure. If a counterfeiter succeeds in replication of the feature, however, this approach provides no support to detect the copied products.
All products have object-specific features if the measuring
equipment allows for high enough resolution, but the difficulty
is to find such features that are robust to changes and can be
easily measured [9]. An interesting example candidate for such
feature for paper and cardboard is a unique pattern of how the
surface material reflects laser light that is swept over a chosen
path [43]. Since the object-specific features need to be measured
as a part of the check, the check needs to be done in part manually. The function of the RFID tag is to provide a large enough
digital memory to store the digital signatures and other data.

B. Tag Authentication
Assuming secure RF interface, testing equipment, and internal IT systems, security of tag authentication approach is
based on cloning resistance of the RFID tags and on tag-product
integrity to prevent reuse of genuine tags in counterfeit products.
Even though having a cloning resistant tag can have a major
effect on the tag price [38], there are also many low-cost approaches to increase the barrier to clone RFID tags. In addition
to low-cost cryptography (e.g., [7], [32]–[34]), also the unique
factory programmed read-only transponder ID (TID) number
that is similar to the unique MAC address of PC network cards
can increase the cloning resistance of low-cost (ca. 0.10–0.20
Euro) tags such as EPC Class-1 Gen-2 [44]. TID is not cryptographically secure but it represents a practical barrier, requiring
a chip manufacturer to knowingly write copied TID numbers on
their products or the use of nonstandard tags. It is not yet known,
however, how big a barrier the cloning of TID number will be in
practice. Furthermore, not all off the shelf Gen-2 chips implement the unique TID number, but the feature might be offered in
special anti-counterfeiting tags only (e.g., Monza/ID chip [60]).
Cost to copy multiple products in this approach is dominated
by the cost to break one crypto tag. Once a secret key and encryption scheme are known, reproducing multiple copies of the
tag is possible. As an illustration of the cost to break one crypto
tag, researchers at Johns Hopkins University and RSA Laboratories [4] have broken the 40-bit proprietary encryption of a
commercial RFID transponder with a PC and a few hundred dollars worth of commodity equipment. The authors further estimated that the cost to construct a device to skim a genuine tag,
crack the key, and simulate the genuine tag would be several
hundred dollars. Product counterfeiters, however, cannot use
such simulator devices but they also need to reproduce the tag
itself, which represents another practical challenge especially
when nonstandard hardware and software are used.

LEHTONEN et al.: TRUST AND SECURITY IN RFID-BASED PRODUCT AUTHENTICATION SYSTEMS

139

C. Location-Based Authentication
Security of location-based product authentication is based on
a high probability to detect the cloned products. Assuming that
the location-based product authentication system can always detect if there are multiple copies of one ID number among the
samples, the counterfeiter needs to insert tags with different
counterfeit products to fool the
genuine ID numbers on all
system. As defined in Section III, when the location of the subject is known, clones can be found as being in the wrong locations. To show what factors influence the probability to detect
a cloned tag, we identify three problem scenarios where location-based authentication fails.
1) Identical Location Problem: When the genuine product
and a copied one are in identical location, location-based authentication cannot make difference between these products.
What is identical location depends on the granularity of the location data.
2) Identity Swap Problem: Location-based authentication
might detect the presence of cloned products without being
sure which product is the genuine one. This might lead to false
acceptance of the copied product and false rejection of the
genuine one. We denote this problem identify swap and it can
happen always when the exact location of the genuine product
is not known.
3) Missing or Incomplete Trace Problem: After a consumer
product reaches the end-user, it is likely that its trace is not
updated anymore. When the system looses the visibility of a
product, it can no longer securely authenticate the products
in this stage of the product’s life cycle. For example, when a
product is returned to the after sales service and its history says
it is bought two years ago from a destined location, the system
cannot reason based on the location information whether the
product under study really is the claimed one or not. The
problem with incomplete trace in location-based product authentication has been brought forth also by Staake et al. [8].
As a result, it can be seen that in all cases the probability to
detect cloned products and thus the level of security depends on
how well the location of the genuine product is known. As the
uncertainty in location information decreases, the probability to
detect cloned products increases. Most importantly, when the
location of the genuine product is known without uncertainty,
all cloned products can be detected. This is an important result
since it suggests that location-based authentication really can
implement strong authentication.
Also low probability to detect clones can significantly increase the level of security of a product authentication system
when combined with tag authentication. Assume that a counterfeiter knows he can securely inject only two products with
the same ID number into a secured channel. Hence, instead of
products, he needs to
copying the same cracked tag to all
different tags. The cost to copy the products is incrack
creased accordingly, as illustrated by the Hybrid approach in
Table II. This means that even modest tag cloning resistance can
have a major impact on counterfeiter’s business case if clones
can be detected with some probability.
VIII. PRODUCT AUTHENTICATION IN THE EPC NETWORK
In this section, we investigate how RFID implements product
authentication in practice. To do this reality check, we study

Fig. 4. Illustration of the hardware and software roles of the EPCglobal architecture framework [30]. EPCglobal standards define the interfaces between the
roles.

how the EPC standards conform to the functional security requirements of product authentication (see Section VI). Electronic product code (EPC) is an industry driven RFID standard
of EPCglobal Inc.1 EPC standards are supported by major industrial players especially from the retail industry—among the
top 30 Fortune 500 companies there are 13 EPCglobal members,1 [61]—and thus EPC is the most deployed standard for networked RFID. EPC systems are built for increased supply-chain
efficiency and we identify how they can be used in product authentication and what is needed for full support of all functional security requirements. Because the challenges that the
nonfunctional security requirements (see Section IV) represent
are mostly organizational and not technical, nonfunctional security requirements are omitted from this analysis.
The hardware and software roles defined by EPCglobal are illustrated in Fig. 4. These comprise EPCglobal core services that
are common for the whole RFID network, as well as roles that
are specific to each EPCglobal subscriber, i.e. a company. The
security functions of the EPCglobal architecture are distributed
among different roles and interfaces [30]. Most EPC tags are inexpensive (below 0.20 Euro) passive tags (EPC Classes 0/1/2)
for item-level tagging with optional user memories. In addition
to tags, readers, and filtering and collection layer that erects
application layer events (ALE), EPCglobal also develops standards for sharing the item-level data to enable a complete RFID
network. The main network components are EPC Information
Services (EPC-IS), Object Naming Service (ONS), and Discovery Services (DS) [30].
The EPC-IS defines standard interface for capturing and
querying EPC-related data and the related security mechanisms, authentication and authorization [45]. The EPC-related
data, events about single or aggregated items, is stored in
EPC-IS repository.
The ONS uses the Internet’s existing domain name system
(DNS) for looking up (resolving) information about a certain
product from the manufacturer’s database [46]. EPCglobal provides the root ONS as a part of the core network services and it
is up to each subscriber to run the local ONS that replies to the
lookup requests.
The DS locates all EPC-IS services that may have information
about a specific EPC and, additionally, also provides a cache for
some EPC-IS data [30]. The DS is not yet a defined part of the
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Fig. 5. Illustration of product authentication in the EPC network. ( Planned but not yet defined service;

EPCglobal architecture framework, but its general functionality
is known. In addition, the core services of the EPCglobal architecture include subscriber authentication (SA) service.
A. Conformance to the Functional Security Requirements
In this subsection, we go through the functional requirements
of product authentication and analyze how the existing EPC
standards conform to them. The conformance of some of the
functional requirements is mostly defined not by the standard
itself but by how it is implemented. Therefore, we omit the following requirements from this analysis: prevent and detect tag
removal, secure equipment, secure environment, and secure internal IT system.
1) Tag Authentication: The current EPC network does
not directly support tag authentication. Furthermore, to our
knowledge there are currently no cryptographic RFID tags
commercially available that operate in the UHF band that is
likely to dominate in supply chain applications, as most existing
cryptographic RFID tags operate in the HF band and normally
conform to ISO 14443 (proximity card) or to ISO 15693
(vicinity card) standards. There are, however, first implementations of a tag crypto module for advanced encryption standard
(AES) [50] that fulfill the requirements of both HF and UHF
tags in terms of chip size and power consumption. Though tag
authentication in the EPC network is not yet reality, the concept
of tag authentication in the EPC network has been addressed in
the literature. The EPC Class-1 Gen-2 (UHF) tag standard [44]
includes factory programmed transponder ID number (TID)

Proposed new service)

that can be used to increase the tag’s cloning resistance as
presented in Section VI. In addition, Juels [7] has shown how to
leverage the PIN-based access control and privacy enhancement
mechanisms (KILL command) of EPC Class-1 Gen-2 tags to
achieve a crude challenge-response authentication. The EPC
Class-1 Gen-2 standard also exploits the difference between
reader-to-tag and tag-to-reader eavesdropping ranges that, as
presented in Section II, can vary a lot. When transmitting a
PIN to a tag, the tag first transmits a random secret to the
reader that encrypts the PIN code using XOR. This protects
the reader-to-tag transmission from eavesdroppers who cannot
listen to the weaker tag transmissions [13], making cloning
harder for eavesdroppers.
In order to bring advanced cryptography to the EPC network,
Staake et al. [8] proposed to extend it with a so-called EPC
Product Authentication Service (EPC-PAS) that would store the
secret keys and calculate challenges for authentication protocols. This is illustrated by the mechanism number 1 in Fig. 5
where different product authentication mechanisms in the EPC
network are illustrated. The EPC-PAS would complement the
EPC-IS by separating the cryptographic service from the data
repository and it could reply to accessing applications whether
a tag is authentic or not. This review shows that the concept of
tag authentication in EPC network is well addressed but the remaining research challenge is how to bring tag authentication
into reality in a scalable and cost-effective way that can guarantee the needed level of availability.
2) Object-Specific Features-Based Authentication: The object-specific features-based approach, as defined by Nochta et
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al. [9], requires that the network provides a secure way to distribute the public key of the brand-owner for verification of the
signature that is written on the tag. Both EPC-IS and EPC-PAS
could be used to store this public key, given that authentication and integrity can be guaranteed. Additionally, this approach
could be implemented by storing the complete feature value
(unique product identifier) on the back-end instead of the tag.
All this is feasible within the EPC network architecture.
3) Guarantee Integrity of History: The location-based
product authentication system has to have correct and complete
history of the product under study for the highest level of
security. In order to conform to this requirement, the network
has to guarantee two things: that the events are not tampered
with and that all the events for which the accessing application
is authorized are returned when requested. The former can be
achieved in the EPC network by securing the communication
and protecting the data in EPC-IS repositories. The EPC network’s conformance to the latter depends on the discovery
services module (DS) that is not defined yet.
If the DS cannot guarantee that it locates all the services
in the ECP network that publish events about a product, then
the product authentication application is not sure to have the
complete visibility for the detection of cloned tags, potentially
leading to false positives and false negatives. For example, consider a case where products are imported for sales to another
country and the receiving company scans the products and publishes the reception event in its EPC-IS. If the products are later
authenticated at the sales point based on their location but the
DS does not locate the events that are published in the receiving
company’s EPC-IS, the product authentication application does
not know that the products are imported to that country (Missing
or incomplete trace problem, Section VII) and might consider
them counterfeits.
Because of the illustrated reason, the DS needs to guarantee
that the complete product history is located from the EPC network. This needs to be taken into account in the design of the
future DS functionality of the EPC network.
4) Guarantee Authenticity of History: Authenticity of history in the EPC network is guaranteed by authentication of different entities using public-key infrastructure which is defined
by EPCglobal certificate profile [47]. These entities are users inside the EPC network (people), services/servers (EPCIS, ONS,
etc.), and readers and other devices. Even though this mechanism does not allow authentication of the history itself but only
authentication of the entities that provide it, the provided security mechanism is sufficient because the entities that provide the
history have to be trusted parties. Even when a company signs
the events, there is no undisputable proof that the product really
was in the claimed location. Therefore, it is possible to inject
false information to the EPC network, which is currently not
addressed.
5) Detect Cloned Tags: The current EPC network does not
provide direct support for detection of cloned tags but it does
provide means for subscribers to do this by themselves. A subscriber can query the EPC-IS repositories for events about a
product and reason himself whether the product under study
is genuine or a cloned one. This is illustrated by mechanism
number 2 in Fig. 5. This mechanism has two shortcomings.
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First, the EPC-IS servers answer to queries according to the authorization of the accessing application and can disclose any
amount of information they want which can be less than requested. Therefore, only those subscribers who are authorized
to access the product’s history in all the product’s custodians’
EPC-IS repositories have the full visibility for detecting the
cloned tags. This also means that only subscribers of the EPC
network who are authorized to follow the movements of the
product can authenticate the product at all. That restriction is
likely to make this authentication mechanism out of the reach
of, for example, consumers. Second, a party interpreting the
track and trace data might not have all the needed knowledge
about the restrictions concerning the movement of the genuine
products to draw the right conclusion whether a product under
study is genuine or a cloned one. For example, it is important
to know if the genuine products are distributed only through a
small number of authorized dealers and how the traces of genuine products normally look like in order to detect suspicious
events in traces. Also, knowledge of the exceptional movement
of the genuine products, for example, when products move upstream in the supply chain due to mistakes in shipments, can be
useful to avoid false alarms.
As a result, EPC network’s support for detection of cloned
tags is far from optimal. This is also the biggest lack of conformance to the functional requirements and we propose in
Section VIII-B how the problem could be overcome.
B. Improved Support for Detection of Cloned Tags
To overcome the structural shortcomings in the EPC network’s support for detection of cloned tags, we propose
promoting this functionality to the level of the core services
of the EPC network. We call this new service the EPC trace
analysis service (EPC-TAS) and it requires that all parties who
handle the products agree to share certain events like reception
and shipping notifications. In this way, the EPC-TAS would
obtain a comprehensive visibility about the movement of the
products and thus it could in real time analyze the complete
traces of products to detect the cloned tags. The EPC-TAS
would probably need to be a trusted third party in practice. The
primary functionality of this service would be to receive queries
of triplets {EPC, Location, Time} and to answer whether the
product under study is genuine or a cloned one. This is presented by the mechanism number 3 in Fig. 5.
The envisioned service would have the best possible visibility to detect cloned tags. In addition, the EPC-TAS would disclose only a minimal amount of information about the product
under study when answering to queries (e.g., is authentic/is not
authentic). Therefore, this product authentication mechanism
could be made accessible to many users, for example to consumers, without the fear of disclosing sensible information like
past locations of the product. This service would have to be run
under the authority of the brand-owner to give necessary credibility, or even legal status, to the answers. Therefore, the service
could utilize the brand-owner’s knowledge about the restrictions and irregularities in the distribution channel of the genuine
products in order to configure the system with best possible a
priori knowledge to enable the most sensible interpretations of
the track and trace data.
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One major difference between EPC-TAS and other product
authentication mechanisms is that EPC-TAS could detect the
counterfeit products without specific authenticity checks initiated by the custodians of the products. This means that the
system could provide product authentication capability as a
background, monitoring service. Furthermore, the EPC-TAS
could aggregate the results into business intelligence, for example, by identifying the most likely entry points of counterfeit
products in the distribution channel. The precise functionality
of the proposed service, especially concerning the automated
decision making process, and integration of this service to the
existing EPC network, remain open research questions.
IX. DISCUSSION
For a company affected by product counterfeiting, RFID tag
authentication represents only one possible technique to authenticate products, and RFID only one candidate technology for
the solution. Therefore, we believe that the broader view to authentication of RFID-tagged products that this paper promotes
is relevant to the practitioners. In addition, since the existing
theoretical knowledge of level of security different product authentication approaches provide or different products require is
sparse, our formal investigation also provides a theoretical contribution.
This paper addresses security in terms of how well the functional and nonfunctional security requirements are satisfied, but
it is important to note that the level of security of a running
product authentication system is, ultimately, defined by its security policy and security mechanisms. Security policy is a specific
statement of what is and is not allowed and security mechanisms
enforce the policies [25]. In practice this means, for example,
that it is not enough to have a secure tag authentication protocol
if the people using the system do not verify the tag-product integrity. Moreover, technology alone is not enough to secure a
product authentication system; for example, injection of false
information remains an unaddressed threat in the EPC network
because there is no undisputable proof that a custodian really
has the product. In addition, the brand owners need to trust that
entities who use the product authentication system want to use
it to detect fake products and know how to do it. Also, secure
and scalable key distribution is not yet solved for RFID. Solving
these problems represents major organizational challenges for
affected companies.
Our results can also be generalized beyond RFID. Although
we derived the security requirements for RFID-tagged products, they can be extended to product authentication in general
by considering tags as any kind of identifier or security feature
that is used to identify and authenticate a product, such as barcode label or invisible ink. For example, the RFID tags could
be replaced by 2-D barcodes without any implications to the
level of security of location-based authentication, given that the
back-end infrastructure remains unchanged.
Alexander [1] states that neutralizing all possible threats by
misuse case analysis would be wishful thinking and cannot be
stated as a requirement, but recognizes that also partial mitigations are useful as long as they afford a realistic increase in
protection at a reasonable cost. This supports our claim that the

derived set of functional security requirements can be used to
benchmark the level of security of any RFID-based product authentication system. Understanding the level of protection different product authentication approaches provide is very important in order to provide the amount of protection a product needs
depending on its sales price, distribution channel, life-cycle, and
liability. Sandhu [48] argues that the level of security of a system
should always be good enough but not more because too high
levels of security lead to unnecessary costs, decreased flexibility, and reduced usability. The remaining research challenge
is to find out, which approaches presented in this article provide
this good enough security for which products. In particular, it
is not yet known what the minimum level of visibility is that is
needed to secure a distribution channel with the location-based
authentication approach.
X. CONCLUSION
Even though the vast majority of related literature only focuses on cryptographic RFID tag authentication, the ultimate
goal behind these scholarly contributions is secure authentication of RFID-tagged products. Therefore, we have approached
the problem from a broader perspective that is more similar
to that of the affected companies who in the end will be the
actual users of RFID technology. We have presented tag authentication, verification of object specific features, and location-based authentication as comparable options for authentication of tagged products. We have formulated a formal definition
for product authentication process and derived the functional
and nonfunctional security requirements for product authentication based on the underlying chain of trust. We have taken steps
towards quantifying the different threats against the authentication process by assessing the involved risks in terms of consequences and likelihood. This risk assessment can be further
revised by affected companies with product specific data when
it will be available. We have estimated the level of security of
different approaches in terms of cost to copy multiple products
and probability of detecting copied products, which we argue
are the elements that define the level of protection against adversaries seeking for financial gain. In particular, we argue that
even modest tag cloning resistance can have a major impact on
a counterfeiter’s business case if clones can be detected with
some probability, since then the counterfeiter needs to crack not
one, but multiple tags. Our analysis of the EPC network shows
that tag authentication is supported conceptually but not yet in
practice, and that the forthcoming EPC discovery services will
play an important role in guaranteeing the completeness of the
history for location-based product authentication. Last, we uncovered structural shortcomings in the EPC network’s support
for location-based product authentication and presented how the
shortcomings could be overcome by an EPC trace analysis service residing in the network’s core service level.
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